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Social	  Media	  Mining	  by	  Cambridge	  University	  Press	  

hKp://dmml.asu.edu/smm/	  
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Social	  Media	  Data	  is	  Big	  
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•  CollecEvely,	  social	  media	  data	  is	  indeed	  big	  
•  For	  an	  individual,	  there	  is	  liGle	  data	  on	  a	  site	  
– How	  much	  acEvity	  data	  do	  we	  generate	  daily?	  
– How	  many	  posts	  did	  we	  post	  this	  week?	  
– How	  many	  friends	  do	  we	  have?	  	  

•  OKen,	  we	  use	  different	  social	  media	  services	  for	  
varied	  purposes	  
– Facebook,	  TwiGer,	  Instagram,	  YouTube,	  …	  

•  “Big”	  social	  media	  data	  oKen	  may	  not	  be	  big	  	  
– Searching	  for	  more	  data	  with	  limited	  data	  

A	  Big-‐Data	  Paradox	  
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LiKle	  data	  about	  an	  individual	  
	  
Many	  social	  media	  sites	  
	  
Par1al	  InformaEon	  
	  
Complementary	  InformaEon	  
	  
BeKer	  User	  Profiles	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
	  	  	  	  	  	  	  

An	  Example	  

TwiKer	  LinkedIn	  

Age	  

Loca1on	  

Educa1on	  

Reza	  Zafarani	  

N/A	  

Tempe,	  AZ	  

ASU	  

Can	  we	  connect	  individuals	  
across	  sites?	  

Connec1vity	  is	  not	  available	  

Consistency	  in	  Informa1on	  Availability	  
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•  Each	  social	  media	  site	  can	  have	  varied	  amount	  
of	  user	  informaEon	  

•  What	  is	  guaranteed	  to	  exist	  for	  the	  joint	  set	  of	  
these	  sites?	  

	  	  

•  A	  user’s	  usernames	  on	  different	  sites	  can	  be	  
different	  

•  We	  set	  out	  to	  verify	  that	  the	  informaEon	  
provided	  across	  sites	  belong	  to	  the	  same	  
individual	  

Searching	  for	  More	  Data	  with	  Limited	  Data	  
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MOdeling	  Behavior	  for	  IdenEfying	  Users	  across	  Sites	  

•  InformaEon	  shared	  across	  sites	  provides	  
a	  behavioral	  fingerprint	  	  

	  
	  
	  
	  

Our	  Behavior	  Generates	  	  Informa1on	  Redundancy	  

MOBIUS	  

-‐  Behavioral	  
Modeling	  

-‐  Minimum	  
Informa1on	  

	  



New	  Data	  Mining	  Opportuni1es	  	  Arizona	  State	  University	  
	  Data	  Mining	  and	  Machine	  Learning	  Lab	   April	  22,	  2014	   8	  8	  

Behavior	  1	  

Behavior	  2	  

Behavior	  n	  

Informa9on	  	  Redundancy	  

Informa9on	  	  Redundancy	  

Informa9on	  	  Redundancy	  

Feature	  Set	  1	  

Feature	  Set	  2	  

Feature	  Set	  n	  

Generates	   Captured	  Via	  

Learning	  
Framework	   Data	  

Iden9fica9on	  
Func9on	  

Star1ng	  with	  Minimum	  Informa1on	  	  of	  a	  User	  



New	  Data	  Mining	  Opportuni1es	  	  Arizona	  State	  University	  
	  Data	  Mining	  and	  Machine	  Learning	  Lab	   April	  22,	  2014	   9	  9	  

Behaviors	  

Human	  
Limita1on	  

Time	  &	  Memory	  
Limita1on	  

Knowledge	  Limita1on	  

Exogenous	  
Factors	  

Typing	  PaKerns	  

Language	  PaKerns	  

Endogenous	  
Factors	  

Personal	  AKributes	  &	  
Traits	  

Habits	  
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Using	  Same	  
Usernames	  

Username	  
Length	  

Likelihood	  

59%	  of	  individuals	  use	  
the	  same	  username	  

0	   0	   0	   0	   0	   0	   0	  
2	  

4	  

5	  

1	   0	  

1	   2	   3	   4	   5	   6	   7	   8	   9	   10	   11	   12	  

Time	  and	  Memory	  Limita1on	  
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Limited	  
Vocabulary	  

Limited	  
Alphabet	  

Iden1fying	  individuals	  by	  
their	  vocabulary	  size	  

	  

	  
Alphabet	  Size	  is	  correlated	  

to	  language:	  
	  	  
	  

शम#त	  क&मार	  -‐>	  Shamanth	  Kumar	  

Knowledge	  Limita1on	  
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QWERTY	  Keyboard	  	  
Variants:	  AZERTY,	  QWERTZ	  

DVORAK	  Keyboard	  

Keyboard	  type	  impacts	  your	  usernames	  
We	  compute	  features	  that	  capture	  typing	  paKerns:	  	  
the	  distance	  you	  travel	  for	  typing	  the	  username,	  	  
the	  number	  of	  1mes	  you	  change	  hands	  when	  typing	  it,	  etc.	  

Typing	  PaKerns	  
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Modifying	  
Previous	  

Usernames	  

Crea1ng	  
Similar	  

Usernames	  

Username	  
Observa1on	  
Likelihood	  

Adding	  Prefixes/Suffixes,	  
Abbrevia1ng,	  Swapping	  or	  Adding/
Removing	  Characters	  

Nametag	  and	  Gateman	  

Usernames	  come	  from	  a	  
language	  model	  

Habits	  -‐	  old	  habits	  die	  hard	  
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	  For	  each	  username:	  	  
	  414	  Features	  

Similar	  Previous	  Methods:	  
1)  Zafarani	  and	  Liu,	  2009	  	  
2)  Perito	  et	  al.,	  2011	  
Baselines:	  
1)  Exact	  Username	  Match	  	  
2)  Substring	  Match	  	  
3)  PaGerns	  in	  LeGers	  
	  

Obtaining	  Features	  from	  Usernames	  
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77	  
63.12	  

49.25	  

66	  
77.59	  

91.38	  

0	  
10	  
20	  
30	  
40	  
50	  
60	  
70	  
80	  
90	  

100	  

Exact	  
Username	  
Match	  

Substring	  
Matching	  

PaKerns	  in	  
LeKers	  

Zafarani	  
and	  Liu	  

Perito	  et	  
al.	  

Naïve	  
Bayes	  

MOBIUS	  Performance	  
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91.38	  
90.87	  

93.59	   93.7	   93.71	   93.77	   93.8	  

89	  
89.5	  
90	  

90.5	  
91	  

91.5	  
92	  

92.5	  
93	  

93.5	  
94	  

94.5	  

Choice	  of	  Learning	  Algorithm	  
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•  Many	  a	  Eme,	  big	  data	  may	  not	  be	  sufficiently	  
big	  for	  a	  data	  mining	  task	  

•  Gathering	  more	  data	  is	  oKen	  necessary	  for	  
effecEve	  data	  mining	  

•  Social	  media	  data	  provides	  unique	  
opportuniEes	  such	  as	  numerous	  sites	  and	  
abundant	  user-‐generated	  content	  

•  TradiEonally	  available	  data	  can	  be	  equally	  
tapped	  for	  making	  data	  “thicker”	  	  

Summary	  

Reza	  Zafarani	  and	  Huan	  Liu.	  ``ConnecEng	  Users	  across	  Social	  Media	  Sites:	  A	  Behavioral-‐Modeling	  	  
Approach",	  SIGKDD,	  2013.	  	  
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•  Social	  media	  shows	  its	  promise	  of	  producing	  posiEve	  
and	  meaningful	  change	  in	  the	  world	  
–  Humanitarian	  assistance	  and	  disaster	  relief	  
–  Community	  outreach	  
–  User	  connecEon	  and	  informaEon	  sharing	  

•  As	  a	  neutral	  mechanism,	  its	  dark	  side	  should	  not	  be	  
ignored	  	  
–  PromoEng	  chaoEc	  mass	  behavior	  	  
–  EscalaEon	  of	  rumors	  
–  Crowd	  manipulaEon	  and	  rumor	  propagaEon	  
–  Social	  media	  is	  a	  natural	  environment	  to	  social	  hacking	  

•  Provenance	  can	  help	  uncover	  decepEve	  acEviEes	  

Importance	  of	  Provenance	  Data	  in	  Social	  Media	  
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•  DecepEon	  can	  cause	  social	  unrest	  
–  Incidents	  reported	  during	  Assam	  Exodus	  in	  which	  
virulent	  messages	  and	  doctored	  photos	  ulEmately	  
lead	  to	  mass	  exodus	  of	  populaEon	  from	  major	  
ciEes	  in	  India	  

– DecepEon	  was	  widely	  seen	  during	  the	  recent	  
protests	  in	  Bangladesh	  

•  DecepEon	  can	  also	  cause	  emoEonal	  distress	  
to	  an	  individual	  or	  a	  group	  

Decep1on	  in	  Social	  Media	  
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•  Based	  on	  operaEons	  on	  InformaEon	  with	  an	  
intenEon	  of	  decepEon,	  we	  have	  
– ManipulaEon:	  Modifying	  exisEng	  informaEon	  
– Change-‐of-‐context:	  PresenEng	  correct	  
informaEon	  with	  incorrect	  context	  

– FabricaEon:	  CreaEng	  a	  new	  story	  from	  mulEple	  
pieces	  of	  informaEon	  

– Or	  some	  combinaEons	  of	  the	  above	  

	  

Types	  of	  Decep1on	  
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•  A	  gory	  video	  clip	  of	  riots	  in	  
Indonesia	  was	  posted	  on	  
YouTube,	  labeled	  as	  a	  video	  of	  
the	  Assam	  riots.	  	  

•  Many	  TwiGer	  users,	  including	  
some	  influenEal	  people,	  were	  
retweeEng,	  or	  spreading	  the	  
misinformaEon.	  

•  The	  influenEals	  include	  Indian	  
poliEcians,	  journalists,	  TV	  news	  
reporters,	  and	  social	  acEvists	  

•  DecepEon	  Type:	  Change-‐of-‐
context	  

Example	  (1)	  
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• ResignaEon	  of	  Shirley	  
Sherrod	  (July,	  2010),	  
where	  Bloggerà	  Out-‐of-‐
context	  Video	  à	  
ResignaEon	  
•  It	  caused	  embarrassment	  
to	  the	  government	  
• DecepEon	  Type:	  Change-‐
of-‐context	  

Example	  (2)	  	  

hGp://breakingbrown.com/2013/06/court-‐allows-‐shirley-‐sherrod-‐to-‐
conEnue-‐with-‐defamaEon-‐case-‐against-‐right-‐wing-‐blogger/	  
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•  False	  link	  informaEon	  

•  DecepEon	  Type:	  FabricaEon	  

Example	  (3)	  
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•  Image	  manipulaEon	  during	  recent	  Bangladesh	  
protest	  

•  DecepEon	  Type:	  ManipulaEon	  

Example	  (4)	  
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•  Image	  manipulaEon	  during	  recent	  Bangladesh	  
protest	  

•  DecepEon	  Type:	  ManipulaEon	  

Example	  (5)	  
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•  False	  news	  report	  claims	  

•  DecepEon	  Type:	  Change-‐of-‐context	  

Example	  (6)	  
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•  Fake	  images	  during	  Hurricane	  Sandy	  

Example	  (7)	  

• Power	  outage	  in	  North-‐eastern	  
America.	  	  
• Originally	  from	  	  Aug	  14,2003	  
• Decep1on	  Type:	  Change-‐of-‐
context	  
	  

• The	  Statue	  of	  Liberty	  
• Originally	  from	  a	  Hollywood	  
movie	  
• Decep1on	  Type:	  Fabrica1on	  
	  

• Sharks	  in	  the	  subway	  of	  New	  
Jersey	  
• Originally	  from	  the	  collapse	  of	  a	  
shark	  tank	  at	  The	  ScienEfic	  Center	  
in	  Kuwait	  
Decep1on	  Type:	  Manipula1on	  
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•  Fake	  image	  to	  exploit	  religious	  senEment	  
–  Face	  appearing	  on	  the	  moon	  surface	  

•  DecepEon	  Type:	  ManipulaEon	  

Example	  (8)	  
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•  Samsung	  paid	  off	  a	  $1.05	  billion	  judgment	  awarded	  
to	  Apple	  in	  a	  patent	  infringement	  lawsuit	  enErely	  in	  
nickels.	  

•  DecepEon	  Type:	  Change-‐of-‐context	  	  
	  

Example	  (9)	  
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Neutral	   Mischievous	   Disastrous	  

Manipula1on	   7c	  	   8	   4,5	  

Change-‐of-‐Context	   7a,	  9	   1	   2,6	  

Fabrica1on	   7b	   3	  

Categoriza1on:	  Type	  vs.	  Impact	  

1	   Assam	  Exodus	  –	  YouTube	  Video	  

2	   Shirley	  Sherrod	  Resigna1on	  

3	   Fake	  Rape	  Story	  at	  Shahbag	  (BD)	  

4	   Fake	  Police	  Woman	  Story	  (BD)	  

5	   Fake	  Hanging	  Story	  (BD)	  

6	   Clerics	  of	  Kaba	  (BD)	  

7a	   Power	  Outage	  in	  North-‐America	  (HS)	  

7b	   The	  Statue	  of	  Liberty	  (HS)	  

7c	   Sharks	  in	  the	  Subway	  Sta1on	  (HS)	  

8	   Moon	  Incident	  (BD)	  

9	   Samsung	  Apple	  Humor	  Story	  
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Abstrac1on	  with	  Real	  Examples	  
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•  Recent	  events	  show	  that	  social	  media	  is	  used	  to	  mobilize	  
crowds	  in	  both	  posiEve	  and	  negaEve	  ways	  
–  Arab	  Spring,	  Assam	  Exodus,	  and	  Bangladesh	  protests	  

•  Users	  need	  to	  develop	  a	  healthy	  skepEcism	  about	  
informaEon	  they	  receive,	  learn	  to	  check	  sources,	  and	  
refine	  their	  skills	  of	  discernment	  

•  A	  crowd	  able	  to	  carefully	  self-‐police	  itself	  is	  the	  absolute	  
best	  defense	  –	  easier	  said	  than	  done	  …	  

•  New	  technologies	  are	  needed	  to	  facilitate	  self-‐policing	  of	  
social	  media	  and	  to	  discovering	  scams,	  hoaxes,	  and	  
exploitaEons	  

Neutralizing	  Nega1ve	  Aspects	  
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•  Types	  of	  informaEon	  –	  text,	  link,	  audio,	  photo,	  video,	  
and	  mixture	  

•  Types	  of	  operaEons	  –	  fabricaEon,	  change-‐of-‐context,	  
and	  manipulaEon	  

•  Number	  of	  sources	  
•  Types	  of	  social	  media	  –	  micro-‐blogging,	  networking,	  
blogging,	  and	  news	  

•  Consequences	  –	  neutral,	  mischievous	  and	  disastrous	  
•  Incomplete	  informaEon	  –	  	  parEal,	  noisy,	  …	  

Challenges	  
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•  Relying	  on	  a	  physical	  observaEon	  
•  Common	  cues	  for	  DecepEon	  DetecEon	  
–  Body	  language	  
–  EmoEonal	  gestures	  and	  contradicEon	  
–  InteracEons	  and	  reacEons	  
–  Verbal	  contexts	  	  
–  InformaEon	  (passively	  observable)	  

•  Fewer	  first-‐person	  pronouns	  	  
•  More	  negaEve	  emoEon	  words	  (such	  as	  hate,	  worthless	  and	  sad)	  	  
•  ConnecEon	  

•  CharacterisEcs	  of	  social	  media	  can	  be	  used	  to	  generate	  
cues	  for	  decepEon	  detecEon	  in	  social	  media	  

Decep1on	  from	  a	  Social	  Science	  Perspec1ve	  

Not	  Available	  in	  
Social	  Media	  

Useful	  in	  
Social	  Media	  
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•  Provenance	  Search	  in	  Social	  Media	  
–  Incomplete	  informaEon,	  and	  	  
– Number	  of	  sources	  

•  DecepEon	  DetecEon	  with	  Provenance	  Data	  
– MulEmedia	  
– Different	  types	  of	  operaEons	  
– Various	  types	  of	  social	  media	  	  

•  Impact	  Assessment	  of	  Suspicious	  Messages	  
– Not	  all	  messages	  generate	  similarly	  criEcal	  
consequences	  

Computa1onal	  Tasks	  
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•  It	  informs	  ownership,	  sources,	  or	  origin	  
• Social	  media	  oKen	  lacks	  provenance	  
• Users	  can’t	  easily	  verify	  provenance	  
– Reasons	  include	  big	  data,	  storage	  management,	  
and	  unavailability	  of	  provenance	  records	  

• Provenance	  can	  inform	  addiEonal	  value	  and	  
trust	  assessment	  of	  the	  informaEon	  
•  It	  is	  challenging	  to	  search	  for	  provenance	  of	  
informaEon	  

Informa1on	  Provenance	  
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•  The	  problem	  is	  well	  understood	  in	  databases,	  
workflows,	  e-‐sciences	  and	  semanEc	  webs	  

•  Their	  focus	  is	  on	  organizing	  data	  storage	  to	  
help	  finding	  provenance	  later	  

•  In	  social	  media,	  users	  generate	  content	  and	  
make	  connecEons	  without	  a	  centralized	  
control	  

•  Hence,	  idenEfying	  informaEon	  provenance	  in	  
social	  	  media	  is	  a	  new	  challenge	  

Tradi1onal	  Informa1on	  Provenance	  
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•  Social	  media	  users	  rarely	  publish	  provenance	  
data	  (why	  do	  we	  bother?)	  

•  InformaEon	  is	  spread	  in	  a	  dynamic	  network,	  
resulEng	  in	  a	  large	  search	  space	  	  

•  Available	  informaEon	  is	  incomplete	  and	  noisy	  
•  InformaEon	  propagates	  over	  mulEple	  social	  
media	  sites	  

Challenges	  in	  Informa1on	  Provenance	  
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•  Provenance	  AGributes	  	  
– Are	  these	  aGributes	  useful	  for	  	  
idenEfying	  the	  provenance	  of	  
informaEon?	  

•  Network	  InformaEon	  
– How	  can	  we	  seek	  the	  provenance	  of	  
informaEon	  using	  the	  network	  
informaEon	  alone?	  

•  Using	  Both	  InformaEon	  
– How	  can	  content,	  aGributes,	  and	  
networks	  be	  helpful	  for	  idenEfying	  the	  
provenance	  of	  informaEon?	  

Summary:	  Some	  Key	  Research	  Challenges	  

Pritam	  Gundecha,	  Feng	  Zhuo,	  and	  Huan	  Liu.	  ``Seeking	  Provenance	  of	  InformaEon	  in	  Social	  Media”,	  	  
CIKM,	  2013.	  
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•  Social	  spammers	  send	  out	  unwanted	  spam	  
content	  appearing	  on	  social	  networks	  and	  any	  
website	  with	  user-‐generated	  content	  to	  
targeted	  users,	  oKen	  corroboraEng	  to	  boost	  
their	  legiEmacy,	  credibility,	  and	  social	  
influence.	  

•  Spam	  content	  “can	  be	  manifested	  in	  many	  
ways,	  including	  bulk	  messages,	  profanity,	  
insults,	  hate	  speech,	  malicious	  links,	  fraudulent	  
reviews,	  fake	  friends,	  and	  personally	  
idenEfiable	  informaEon”	  -‐-‐	  Wikipedia	  
	  

A	  New	  Type	  of	  Spammers	  in	  Social	  Media	  



New	  Data	  Mining	  Opportuni1es	  	  Arizona	  State	  University	  
	  Data	  Mining	  and	  Machine	  Learning	  Lab	   April	  22,	  2014	   41	  41	  

“Spam	  describes	  a	  variety	  of	  prohibited	  behaviors	  that	  
violate	  the	  TwiGer	  Rules.”	  	  
According	  to	  TwiGer,	  	  some	  common	  tacEcs	  are:	  
•  Pos1ng	  harmful	  links	  (including	  links	  to	  phishing	  or	  malware	  sites)	  
•  Aggressive	  following	  behavior	  (mass	  following	  and	  mass	  un-‐following	  

for	  aGenEon)	  
•  Abusing	  the	  @reply	  or	  @men1on	  func1on	  to	  post	  unwanted	  

messages	  to	  users	  
•  Crea1ng	  mul1ple	  accounts	  (either	  manually	  or	  using	  automated	  

tools)	  
•  Pos1ng	  repeatedly	  to	  trending	  topics	  to	  try	  to	  grab	  aGenEon	  
•  Repeatedly	  pos1ng	  duplicate	  updates	  
•  Pos1ng	  links	  with	  unrelated	  tweets	  

Examples	  from	  TwiKer	  

hGps://support.twiGer.com/arEcles/64986-‐reporEng-‐spam-‐on-‐twiGer	  
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Spamming	  on	  TwiKer	  –	  An	  Example	  

hGp://www.symantec.com/connect/blogs/twiGer-‐spam-‐bots-‐target-‐nfl-‐and-‐miley-‐cyrus-‐fans	  

Twi1er	  spam	  bot	  replies	  to	  offer	  prizes	  related	  to	  events	  
such	  as	  NFL	  or	  Miley	  Cyrus	  
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Characteris1cs	  of	  Social	  Spammers	  

Content	  informaEon:	  	  

•  Short	  text	  

•  UnconvenEonal	  use	  of	  language	  

•  Texts	  in	  a	  thread	  

•  AdapEve	  to	  specific	  events	  
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Characteris1cs	  of	  Social	  Spammers	  

Stringhini,	  Gianluca,	  et	  al.	  "Follow	  the	  green:	  growth	  and	  dynamics	  in	  twiGer	  follower	  markets."	  IMC,	  2013.	  

Social	  network	  informaEon:	  	  
•  It	  is	  easier	  to	  establish	  an	  arbitrarily	  large	  number	  of	  

social	  trust	  relaEons	  via	  TwiGer	  follower	  markets	  
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Characteris1cs	  of	  Social	  Spammers	  

	  Social	  network	  informaEon:	  	  
	  
•  CollaboraEve	  link	  farming	  [WWW	  2012]	  widely	  

exists	  on	  TwiGer:	  spammers	  try	  to	  infiltrate	  the	  
TwiGer	  network	  by	  building	  social	  relaEonships	  
with	  normal	  users	  and	  spammers	  themselves	  

•  In	  social	  media,	  many	  users	  simply	  follow	  back	  
when	  they	  are	  followed	  by	  someone	  for	  the	  sake	  of	  
courtesy	  -‐-‐	  reflexive	  reciprocity	  [IJCAI	  2013]	  

	  
Ghosh,	  Saptarshi,	  et	  al.	  "Understanding	  and	  combaEng	  link	  farming	  in	  the	  twiGer	  social	  network."	  WWW,	  2012.	  
Xia	  Hu,	  Jiliang	  Tang,	  Yanchao	  Zhang,	  and	  Huan	  Liu.	  "Social	  spammer	  detecEon	  in	  microblogging."	  IJCAI,	  2013.	  
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Comba1ng	  Social	  Spammers	  for	  Users	  

	  In	  a	  world	  without	  social	  spammers,	  from	  
users’	  perspecEve,	  	  
	  
•  InformaEon	  on	  social	  media	  services	  will	  be	  easier	  

accessible	  and	  more	  interesEng	  

•  Social	  media	  will	  be	  less	  prone	  to	  cyber-‐aGacks	  
when	  acquiring	  useful	  informaEon	  
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Comba1ng	  Social	  Spammers	  for	  Companies	  

	  Spam	  can	  inflict	  damages	  to	  companies:	  	  
	  
•  Spammers	  on	  social	  media	  can	  easily	  damage	  a	  

brand	  and	  turn	  fans	  and	  followers	  into	  foes	  

•  When	  adverEsements	  of	  products	  from	  a	  company	  
are	  mixed	  with	  spam	  informaEon,	  it	  can	  have	  a	  
profoundly	  negaEve	  impact	  on	  your	  social	  media	  
markeEng	  return	  on	  investment	  ROI	  
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How	  to	  collecEvely	  make	  use	  of	  content	  and	  
relaEons	  for	  social	  spammer	  detecEon?	  	  

Xia	  Hu,	  Jiliang	  Tang,	  Yanchao	  Zhang,	  and	  Huan	  Liu.	  "Social	  spammer	  detecEon	  in	  microblogging."	  IJCAI,	  2013.	  
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How	  to	  effecEvely	  collect	  labeling	  data?	  
Xia	  Hu,	  Jiliang	  Tang,	  Huiji	  Gao,	  and	  Huan	  Liu.	  "ActNeT:	  AcEve	  Learning	  for	  Networked	  Texts	  in	  
Microblogging."	  SDM,	  2013.	  
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How	  to	  effecEvely	  handle	  evolving	  
spammers/paGerns	  in	  a	  built	  model?	  

“Spam	  describes	  a	  variety	  of	  prohibited	  
behaviors	  that	  violate	  the	  TwiGer	  Rules.	  
Behaviors	  that	  consGtute	  spamming	  will	  
conGnue	  to	  evolve	  as	  we	  respond	  to	  new	  tacEcs	  
by	  spammers.”	  -‐-‐	  TwiGer	  

Xia	  Hu,	  Jiliang	  Tang,	  and	  Huan	  Liu.	  "Online	  Social	  Spammer	  DetecEon."	  AAAI,	  2014.	  
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Is	  cross-‐media	  informaEon	  helpful?	  
How	  to	  make	  use	  of	  cross-‐media	  resources?	  

Xia	  Hu,	  Jiliang	  Tang,	  and	  Huan	  Liu.	  “Leveraging	  Knowledge	  across	  Media	  for	  Spammer	  
DetecEon	  in	  Microblogging.“	  SIGIR,	  2014	  
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•  Social	  spammers	  are	  a	  new	  type	  of	  spammers	  
who	  take	  advantage	  of	  properEes	  of	  social	  
media	  

•  They	  can	  wreak	  havoc	  on	  business	  and	  
individuals	  

•  It	  is	  challenging	  to	  detect	  social	  spammers	  
without	  affecEng	  normal	  users	  

A	  tutorial	  at	  PAKDD2014	  in	  May	  on	  

Summary	  

hKp://www.public.asu.edu/~xiahu/tutorials/tut-‐pakdd14.htm	  
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•  TwiGer	  is	  one	  of	  major	  social	  media	  plaxorms	  
•  Used	  in	  Emes	  of	  disaster.	  
•  Recent	  events: 	  	  
– Arab	  Spring	  
– Hurricane	  Sandy	  
– Boston	  Bombing	  

Empowering	  Humanitarian	  Assistance	  &	  Disaster	  Relief	  
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•  Collects	  crisis-‐related	  tweets	  
•  Highlights	  central	  keywords,	  URLs,	  and	  users	  
•  Aggregates	  and	  visualizes	  TwiGer	  data	  	  

TweetTracker	  
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•  Highlights	  important	  users	  and	  locaEons.	  
•  Retweet	  network	  reveals	  key	  users.	  
•  Map	  shows	  prominent	  locaEons.	  

TweetXplorer	  
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•  Indexed	  over	  2	  billion	  crisis-‐
related	  tweets	  

•  Used	  by	  Humanity	  Road,	  and	  	  
government	  organizaEons	  	  

•  Licensed	  to	  6	  companies	  
•  Awarded	  2014	  President’s	  
Team	  Award	  for	  InnovaEon	  at	  
ASU	  

Challenges	  lead	  to	  New	  Opportuni1es	  

hKp://tweeKracker.fulton.asu.edu/tda/	  
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•  Leads	  reader	  through	  common	  tasks	  of	  mining	  
Big	  TwiGer	  Data	  
– CollecEon	  
– Storage	  
– Analysis	  
– VisualizaEon	  

TwiKer	  Data	  Analy1cs	  
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•  A	  Big-‐Data	  Paradox	  
•  The	  Need	  for	  Provenance	  Data	  
•  DetecEng	  Social	  Spammers	  
•  Empowering	  Humanitarian	  Assistance	  and	  
Disaster	  Relief	  

Concluding	  Remarks	  
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•  Organizers	  for	  this	  wonderful	  opportunity	  to	  
share	  our	  research	  work	  
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