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Ecosystem of Misinformation
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• Spreaders
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– Fraudsters
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Misinformation Spreader Detection

• Identifying misinformation spreaders is challenging:
– They first disguise, and then spread misinformation

• Using community structure and group behaviors to 
detect flocks of misinformation spreaders

Community A

Community BCommunity C

Assumption: 
malicious accounts 
cannot easily join a 
legitimate 
community
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Misinformation Spreader: Bot Detection

• It is easy to create automated bot accounts
– In our study, 9% of active Twitter users during Arab 

Spring are misinformation spreaders
– 9% generates nearly 40% content

• Apply ensemble learning to improve Recall of bot 
detection
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Misinformation Detection

• Detecting by how it spreads
– Content can be manipulated, but traces can reveal 

how a piece of information flows

(1) Learning user embeddings with network connectivity
(2) Constructing user sequences by how message spreads
(3) Building a sequence classifier with LSTM-RNNs

User
Embedding

Building
Traces

Sequence
Classification

TraceMiner: Classifying a message with its traces
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Fake News

• Low quality news with intentional, false info
• People tend to seek and consume news on social 

media due to its low cost, easy access and rapid 
dissemination

• Social media accelerates the spread of fake news
• Fake news can wreak havoc

– Mislead or confuse people 
– Change the way people consume 

information
• E.g., “if I don’t like it, it is fake!”
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Fake News on Social Media - Overview

• Characterization: Relate social and psychology 
theories to fake news on social media

• Detection: How data mining can help based on 
news content and social context 
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Research Directions of Fake News Detection

• An Overview Paper published in June 2017
``Fake News Detection on Social Media: A Data Mining Perspective", SIGKDD Explorations, 19(1)

• Datasets: BuzzFeedNews, LIAR, BS Detector, CREDBANDK
– https://github.com/KaiDMML/FakeNewsNet

http://www.kdd.org/Explorations/view/june-2017-volume-19-issue-1
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Mining Misinformation in Social Media

Coordinated 
Spammer Groups 

Camouflaged Content 
Polluters 

Bot Detection

Early Detection 

Detection with Diffusion 
Information

Robust Analytical Methods
With Social Theories 

Trending Topic 
Recommendation 

Misinformation 
Spreaders

Misinformation 
in Social Media

Effects and 
Mitigation

Bias in News and 
Wikipedia 

Relational Learning with 
Community Structures 
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