Mitigating the Impact of Hardware Failures on Multimedia
Applications — A Cross-Layer Approach

Kyoungwoo Lee!, Aviral Shrivastava?, Minyoung Kim?, Nikil Dutt!, Nalini Venkatasubramanian*

I Department of Computer Science

School of Information and Computer Sciences
Univers!ty of California, Irvine, CA: 9?697,_USA )
{kyoungwl, minyounk, dutt, nalini}@ics.uci.edu

ABSTRACT

Increasing exponentially with each technology generatioardware-
induced soft errors pose a significant threat for the relidpiof mobile
multimedia devices. Since traditional hardware error gation tech-
nigues incur significant power and performance overhedis, gaper
proposes a cross-layer cooperative approach that expépiisting error
control schemes at the application layer to mitigate theaof hard-
ware defects. Specifically, we propose Error Detection Gadehard-
ware, Drop and Forward Recovery in middleware, and errcsiient
video encoding at the application level to effectively affitiently com-
bat soft errors with minimal overheads. Experimental estbn on
standard test video streams demonstrates that our codperatror-
aware method for video encoding improves performance by &666
energy consumption by 58% with even better reliability & tiost of
only 3% quality degradation on average, as compared to an aszd
hardware protection technique. Combining intelligentesties to select
a recovery mechanism can help guide system designers tfaueltiple
constraints such as performance, power, reliability, anaSQand pro-
vides the ability to perform system level design space eadm across
these interdependent constraints.

1. MOTIVATION

Increasing exponentially with each technology generasoft errors
will soon become an everyday concern [8, 29]. Soft errordraresient
faults that are caused due to a variety of deep submicroromeam-
cluding sudden voltage drops, signal interference, randoise, etc.,
but cosmic radiation strike causes more soft errors thaotladir reasons
put together [2]. Soft errors are emerging as a problem inileobul-
timedia devices, since these consumer devices — for cotiwpatiarket
reasons — increasingly deploy components manufactured tis latest
technology, and operate at low voltages for extended lydifer Both
of these factors reduce the threshold chaiye;i..: for a striking ra-
diation particle to cause a soft error, which in turn greaiffects the
reliability. Since memories occupy majority real estatechip, memo-
ries are most vulnerable to soft errors. Mobile multimediaides are
especially prone to soft errors owing to i) the sheer volurfngata pro-

Permission to make digital or hard copies of all or part o twork for

personal or classroom use is granted without fee providatidbpies are
not made or distributed for profit or commercial advantage that copies
bear this notice and the full citation on the first page. Toyoofherwise, to
republish, to post on servers or to redistribute to listguies prior specific
permission and/or a fee.

Copyright 200X ACM X-XXXXX-XX-X/XX/XX ...$5.00.

2Department of Computer Science and Engineering
School of Cdmgand Informatics
Arizona $¢aUniversity, Tempe, AZ 85281, USA
Aviral.Shrivastava@asu.edu

cessed in multimedia applications, and ii) they are momrdyiko be used
in environments with high soft error rates, e.g., mountajpstand air-
planes.

Combating soft errors in modern mobile multimedia deviceex-
tremely challenging, owing to the multi-dimensional desigquirements.
Traditional reliability techniques attempt to provide thitire “fix” at
one level, e.g., error correction codes (ECC) at the harellezel, packet
retransmission at the network level, and triple modulaunency (TMR)
at the component level, and consequently have extremely bngr-
heads. For example, trying to correct all the errors in haréwtself
requires data encoding using an ECC scheme, which incuyshigh
power and performance overheads. For instance, implengeati ECC-
based scheme raises access time by up to 95% [15] and povezmapn
tion by up to 22% [20] in the caches. Clearly such high ovedkesre
not acceptable for mobile embedded devices (such as PDAlsgware
extremely sensitive to the power, performance and cosheaels.

Cross-layer techniques, distribute the functionalityoasrdifferent de-
sign abstraction layers and exploit the best features df Eger, with
the goal of achieving flexible and efficient design solutioBsoss-layer
approaches for multimedia have been used in a variety ofqus\con-
texts (primarily for power and Qo%), to the best of our knowledge, ours
is the first attempt at a cross-layer approach for achiewetighility, and
trading off reliability for power/QoS in mobile devices.

We observe that error detection is much cheaper than err@atimn
in hardware. Therefore, we perform only error detectionardware us-
ing error detection codes (EDC). For automated recoverhetietected
errors, we deploy error recovery solutions in the middlevdradition-
ally, on receiving an erroneous frame, the middleware weitjuest re-
transmission of the frame. We call this scheBeckward Error Recov-
ery (BER) In contrast, @rop and Forward Recovery (DFR)echanism
drops the erroneous frame, and reconstructs it by usingfdataadja-
cent frames [27]. While BER can result in significant powed aerfor-
mance overhead, DFR can result in significant loss in QoSieftwe in
this paper, we propose and explore hybrid approaches af ¥#RR and
BER to achieve low overheads in power and performance witinoich
loss in QoS. Furthermore, we exploit an energy-efficientremesilient
technique at the application layer to improve the QoS (€xpbability-
Based Power Aware Intra Refresh or PBPAIR [11]). Our cregsi
approach is also able to exploit specialized microarchitet features
for reliability (e.g., a Partially Protected Cache or PP@]Jin a seam-
less manner. We show that this cross-layered approachestie# in

For instance, GRACE [7, 32] deploys cross-layer methodsrfaxi-
mizing power reduction with the satisfactory QoS; DYNAMQ & 18,
19] proposes a proxy-based middleware approach for traaffngdeo
QoS and power; and xTune [10] performs cross-layer onlmetji-QoS
verification at the proxy server.



increasing the reliability of common multimedia streamsi(aimultane-
ously improving performance and reducing energy conswmnptiwith
minimal quality degradation as compared to a low-level hare-based
error corrections scheme.

The specific contributions and results of our work are:

e \We propose a cooperative, error-aware approach that igéfct
exploits existing error control schemes across systenrdayaur
cooperative approach extends the applicability of exjsgnror
control schemes at the application abstraction layer tmaté the
impact of hardware defects at the hardware abstractiom.laye

e To assist our cooperative approach, we present a middleseare

lution that triggers error control schemes with an appeiprier-
ror translation, and which selects an appropriate recopeligy

(BER or DFR) based on information available in a mobile video

encoding system.

e Our cooperative, cross-layer protection (CC-PROTECT )adtg
an error-resilient video encoding (PBPAIR [11]) and a DFR-hie

anism with an EDC-based PPC [13] architecture that doesrot i

network errors on external data. In general errors on iatetata, espe-
cially on control data or program variables can result irteyscrashes,
infinite loops, and memory segmentation faults - leadingpjaliaation
failures.

Hardware error-protection techniques can be designedtedgirinter-
nal data from hardware failures. Traditional protectiochr@ques such
as TMR and ECC [21] implemented at the hardware layer to comba
such transient errors incur significant overheads in terfhpower, per-
formance, and cost. For example, PPC (Partially Protectath€s) [13]
utilizes knowledge of content and device hardware capislito se-
lectively place critical data in more reliable hardwarey(ea protected
cache), but it still incurs overheads of power and perforrean the pro-
tected cache.

In this paper, our goal is to exploit the limited error toleca of mobile
multimedia applications to enhance their reliability tordaare-level
"failures" without creating an adverse impact on poweffpenance pro-
file at the device level or sacrificing application Q&% believe that ad-
dressing such power/performance/reliability/QoS treftiem the pres-
ence of hardware failures requires a cross-layer approaEfstly, we
need to develop an understanding of how errors occur at tieugday-

cur overheads in terms of power and performance. Rather, our €'S and understand existing mechanisms that have beeropegeto

proposal reduces the access latency of memory subsystet¥y 6
the energy consumption of memory subsystem by 52%, thedailu
rate by about 1,000 at the cost of less than 1 dB of video quality,

compared to a traditional video encoding running on a dathea
without protection.

A CROSS-LAYER APPROACH TO SUPPORT
RELIABILITY AND QOS

2.1 System Model and Problem Definition

In the previous section, we argued the increasing need fiabiléy
in mobile applications. It is well understood that mobileltimedia ap-
plications such as video streaming and conferencing agifwits have
soft real-time constraints on data delivery. Missing dieedl in video
streaming applications results in service delay and pdokses that de-
grade the video quality. In practice, such degradation (wiezceivable)
is acceptable to some extent by end-users based on the natheeap-
plication. While we can exploit the soft real-time naturatafse applica-
tions and their tolerance to slight quality degradatiom,ahility to do so
is already limited in the mobile execution environment tisatesource-
constrained (limited buffering and power, error-pronenmeks).

Techniques have been developed to enable QoS in multimgdia
plications executing in error-prone networks. At the aggdiion layer,
error-resilient video encoding techniques enable adapivcoding of
information based on knowledge of network conditions [4], Hppli-
cations may also selectively tag data with their level of amance; in-
network mechanisms use the tags to selectively drop infoiomavhen
system or network conditions change. Note that these tgubaiaim to
protect the multimedia content that flows through errompraoetworks.
We refer to this multimedia content asternal datai.e., the payload on
which the application is executed. In contrastternal datais defined
as data, program code, etc. residing inside the mobile dedicing
the process of execution and represents the programshuztartple-
ment the application functionality - e.g., the video coded associated
data/variables.

The key observation is that while errors in external dat& fdupacket
losses etc.) only cause quality degradation of the multismgtleam, er-
rors in internal data may cause not only QoS degradationlgoisgstem
failures. In particular, defects induced at the hardwayenae.g., soft
errors in data caches, manifest themselves differentlyoagpared to

avert errors. This will then enable us to determine whenotstrbe-
come "failures" and how "failures" manifest themselvesatous sys-
tem layers. We can then design appropriate schemes atetiiffltyers
to prevent/bypass specific failures and detect/recoven frem.

Table 1 presents different error models and error contiobises at
the application and hardware abstraction layers in a mobildimedia
system. By being aware of error specifics and error contrioéses,
we expect that systems can be designed in a cross-layeratemtan
obtaining low-cost reliability while maintaining the Qo&.closer look
at Table 1 reveals that while errors occur dynamically ana transient
fashion, techniques to combat these errors may be statimantic. For
instance, the PPC approach uses compiler-assisted teelniq stati-
cally tag data; the operating system uses the tags at ruttistage the
data appropriately into a protected cache. Expensive Hoorecting
Code (ECC) mechanisms are then employed on the protectedalztie
to ensure the reliability of information stored in the caciespective
of whether the error rate is high or lonDynamic schemes periodically
checkpoint memory state and use knowledge of current eavetd, cap-
tured via the Soft Error Rate (SER) metric, to trigger rotlbdo the
checkpoints. Given the dynamic nature of multimedia dathreal-time
needs of multimedia applications, this approach as a sallkadéo deal
with soft errors requires very frequent checkpointing asthénce im-
a Practical.

2.2 Related Work

Existing work already demonstrates the effectiveness afsztayer
methods for mobile multimedia as opposed to schemes isidat@ sin-

Table 1: Error Models and Error Control Schemes at Different Ab-
straction Layers

Abstraction Layer”

Error Model
Data Perspective

Application Layer Hardware Layer

Soft Errors

Internal Data

Quality Degradation
andSystem Failure

Triple Modular Redundancy
Error Correction Codes, etc

Packet Losses
External Data
Quality Degradation

Impacts

Error-Resilience,
Error-Concealment, etc

Error Metric || Packet Loss Rate (%) | Soft Error Rate (FIT®)
Time Perspective|| Dynamic Transient

aFIT (Failures In Time): the number of failures 1° operation hours

Protection




gle abstraction layer [5, 6, 7, 10, 18, 19, 32]. Yuan et al] [@bposed
an energy-efficient real-time scheduler (GRACE-OS) bagesdtatisti-
cal distribution of application cycle demands, and presgrat practical
voltage scaling algorithm (PDVS) [32] to coordinate ad&ptaof mul-
timedia applications and CPU speeds for mobile multimegsiesns.
Mohapatra et al. [18] presented an integrated power manageiech-
nigue considering hardware-level power optimization arddteware-
level adaptation to minimize the energy consumption whigntaining
user experience of video quality in mobile video applicasioRecently,
Kim et al. [10] proposed a unified framework that allows cdoatied
interactions among sub-layer optimizers through constrafinement
in a compositional cross layer manner to tune the systenmeieas.

Cross-layer methods in the OSI reference model have beeelywid
investigated as a promising optimization tools to effidienéduce the
energy consumption, especially transmission energy copgan, in
wireless multimedia communications [1, 26, 25]. Vuran et §26]
presented a cross-layer methodology to analyze error @ogsthemes
with respect to transmission power and end-to-end latezsyecially
impacts of routing, medium access, and physical levels irless sen-
sor networks. Schaar et al. [25] proposed a joint cross-lagproach
of application-layer packetization and MAC-layer retnaission strat-
egy, and developed on-the-fly adaptive algorithms to imprtte video
quality under the bandwidth and delay constraint for wislmultime-
dia transmission. Bajic [1] developed cross-layer errattia schemes
considering joint source rate selection and power managefoewire-
less video multicast.

Our work is novel in two respects. First, we address a broader
tion of reliability than has been explored for error-resili multimedia
applications by specifically focusing on hardware induceteds and
their impacts. As illustrated earlier, this issue is a lagdtoncern for
embedded architectures of the future. Secondly, we willvshow to
exploit the cross-layer methodology to activate error rdr#ichemes at
one abstraction layer to combat errors at a different attsbralayer.

2.3 The Cooperative Cross-Layer Approach

We conjecture that a dual pronged approach is needed tdieiigc
address the aforementioned reliability/QoS/performéaeer tradeoffs.
Firstly, error-awarenesss critical to selectively trigger reliability mech-
anisms when errors occur - this can be achieved throughbseiitaon-
itoring mechanisms that determine hardware errors (thapotentially
cause failures). Secondly, the monitored errors are usddilty in-
telligent compositions of error-protection schemes actagers using
cooperative cross-layeschemes. Specifically, we will focus on tran-
sient hardware errors (soft errors), i.e., those that doimatediately
cause a permanent failure of the systero create error-awareness,
we consider the presence of inexpensive EDC mechanismeftarsor
detection - these schemes generate as output the soft ateofSER),
which is translated into an error rate for error control sohe described
in Section 3.1. Hence our problem reduces to that of devedppioss-
layer methods that given dynamic soft error rates, are dapab (i)
minimizing the overheads of power and performance, (iijsgahg the
QoS requirement, and (iii) achieving the same level of famlktrance
as traditional error protection techniques. In particwee investigate
techniques to exploit error-resilient video encoding nagtsims (at the
application layer) and selective DFR mechanisms (appli¢itamiddle-
ware layer) to reset potentially harmful data in memory lathardware
layer).

To illustrate and evaluate our cooperative cross-layercggh, we
consider a simplified system consisting of a video encodpmieation

2\We also scope out the impact of software bugs introduced diyrpm-
mers at the application/middleware/OS layers
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Figure 1: System Model - Mobile Video Encoding System

and a data cache as shown in Figure 1. Video encoding camrbe
proneor error-resilient a data cache can be designed teeler-prone
or error-protected Different compositions vary with respect to over-
all performance, power, QoS, and reliability. For exampleor-prone
video encoding executing on an error-prone data cachersiiften high
failures due to no protection at data cache against softeriadding
error-protected data caches improves the video quality elsag the
reliability, however it incurs high overheads in terms ofveo and per-
formance. Error-resilient video encoding on an error-prdata cache
may increase the video quality, but fail to increase theabdlity. An
error-resilient video encoding running on an error-prtedaata cache
is possibly of over protection on the QoS since it incurs togarheads
due to expensive protection.

Given the ability to support error-awareness through legemsive
EDC schemes, our strategy is to use the information on SERe&0r
rates) to

1. Bypass potential failures by triggering error recovelcimnisms
which reinitialize the erroneous data cache, and simutiaslg

2. Reinforce application data using error-resilient efregdnecha-
nisms by translating the SER metric into the input metrichaf t
encoding algorithm (e.g. the network packet loss rate).

In other words, awareness of micro-level errors (i.e., irs) are trans-
lated into policies that have a macro-level impact in terfnexecution
failure, performance and QoS.

In particular, we explore a Drop-and-Forward Recovery ([DFRch-
anism (shown in Figure 3(c)) that drops a current encodiaghé and
moves forward to the next frame encoding once an error ictiaten
a mobile video encoding system. The DFR mechanism workswit|
an EDC scheme to improve power and performance significauttlie
increasing reliability as well. As discussed, EDC is leggemsive than
ECC [16] and overheads due to checkpoints are negligiblgi8ile
EDC can be as immune to soft errors as ECC with respect tdilélya
In addition, dropping an erroneous frame potentially inpoperfor-
mance and energy reduction since it skips expensive priogeatgo-
rithms for the frames.

However, just using DFR-based mechanisms can result im\jdal-
ity degradation since erroneous frames are actually ddbpfje some
extent, these errors can be recovered by wisely injectirg-eesilience
at the application layer. To enhance QoS, we also exploredleztive
use of Backward Error Recovery (BER) mechanisms that ralékward
and re-encodes the current frame once an error is detectdtbas in
Figure 3(b).

3. CC-PROTECT - COOPERATIVE CROSS-LAYER
STRATEGIES FOR FAILURE HANDLING

In this section, we present specific CC-PROTECT - a middlewar
driven approach for cooperative composition of cross#ayategies to
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support error resilience. Figure 2 illustrates the CC-PROT scheme
which exploits the error-resilience of video encoding alevith DFR-

based error recovery mechanisms to mitigate the impactsfoésors

at the hardware layer on a video encoding application. Soft eates,
obtained by error detection techniques at the hardware &agecommu-
nicated to the middleware which then

1. monitors errors, maintains execution histories andoigeality
information

2. translates SER values to corresponding metrics usecby poli-
cies (frame loss rate in our case);

3. initiates DFR/BER policies (discussed later) to avoid agpass
potential hardware failures

4. adaptively fortifies multimedia content when hardwamrsroc-
cur by triggering error-resilient encoding at the applmatayer.

We instantiate two specific strategies for error recovergt arror-
resilience within CC-PROTECT. The specific error metric vée and
evaluate in our study is soft error rate (SER). First, to gaité the im-
pacts of soft errors on the video quality, we exploit a poaare error-
resilient encoding technique, PBPAIR [11]. We present gpl@mintu-
itive and effective translation of SER into Frame Loss R&#&$R) used
in turn by the error-resilient PBPAIR encoding strategy.xf\eve ex-
ploit our prior work on partially protected caches to desagmive DFR
mechanism for PPCs [13]. Using information captured in thedie-
ware, we then extend the naive mechanism to achieve a bdlaheeen
between DFR and BER in Section 3.3.

3.1 Error-Resilient Video Encoding for QoS Im-
provement

Error-resilient video encoding techniques have been dpeel to re-
duce the impact of transmission errors, e.g., packet lpssethe video
quality [4, 11, 28]. The PBPAIR (Probability-Based Powerak Intra
Refresh) technique [11] addresses the tradeoff betweegyeréficiency
and compression-efficiency based, given knowledge of n&tenors.
PBPAIR is designed to increase the compression efficierey,to de-
crease the encoded file size, at stable network status anckredmpres-
sion efficiency by increasing the number of intra-coded mdxtocks in
the video when packet loss rates are high. Inherently PBA&Rergy-
efficient (when errors are higher) and adaptive since itdierse can
be adjusted for various PLRs. PBPAIR takes two parametétacket
Loss Rates (PLRand Intra_Threshold PLR indicates the anticipated
error rate in the network and Intra_Threshold can be adjugiteen the
user expectation of the quality. To make use of PBPAIR, cossillayer

approach converts SER for PLR, and selects Intra_Threslsiid) the
original method in PBPAIR. We present a simple conversiarnstRhe
number of soft errorsyVs i, during the execution of one frame encoding
is calculated aNsg = Scache X Ninst X Rsg WhereScache is the
size of a cache in KBN;,s:; is the number of instructions for one frame
encoding, andRsk is a SER per instruction per KBVs g value is then
converted to a percent value and used as a FLR (Frame LosgsiRate
study. Now, PBPAIR can generate the compressed video dsiteene
against the packet losses in networks (PLR) as well as agaesoft
errors at the hardware layer (FLR) as shown in Figure 2.

3.2 Drop and Forward Recovery Mechanism for
Reliability Improvement

Forward Error Recovery

@)

§ time

An Error is Detected

(a) Forward Error Recovery (FER): it detects and
even corrects an error

Backward Error Recovery

N

| § | time
Checkpoint K Checkpoint K+1
An Error‘is Detected
(b) Backward Error Recovery (BER): it rolls back
to the last saved state when it detects an error

Drop and Forward Recover

‘ N

\ 4 \ time
Checkpoint K Checkpoint K+1
(Frame K) (Frame K+1)
An Error is Detected

(c) Drop and Forward Recovery (DFR): it drops a
current frame when an error occurs at control data,
and moves forward to the next frame in case of a
frame-based multimedia processing

Figure 3: Error Recovery Mechanisms

Traditional error recovery techniques can be classifiea Farward
Error Recovery or FER (e.g., ECC) and Backward Error Regower
BER (e.g., Checkpoints) [21] according to when an error overed
as shown in Figure 3(a) and Figure 3(b). We explore the userop D
and Forward Recovery or DFR (See Figure 3(c)) that combines e
detection mechanisms with checkpoints to discontinuegssiog of the
current frame and initiate processing of the next checkpdiframe.

Our objective is to apply DFR techniques on a cache archite¢hat
uses PPCs (partially protected caches). A PPC architecturgists of
two caches at the same level of memory hierarchy with unedata
protection — we refer to them as the unprotected cache amatdhected
cache. Typically, hardware based ECC techniques are dppliethe
protected cache — the runtime problem is one of mapping rimdition
into the two respective caches. In our design, the protectetie is
equipped with EDC that only detects errors and hence imprpogver
and performance [16]. Since multimedia data itself doescaoise a
system failure [13], multimedia data is exposed to softrsrtiy being
mapped into the unprotected cache in a PPC.

We first present a naive implementation of DFR in the PPC techi
ture. Here, checkpoints are taken just before the starfiegation where



each framek is encoded (similar to BER). The only difference is that
DFR must save the required values for the next encoded frafme (1"
frame) in Figure 3(c)). Whenever an error is detected on ¢betfol)
data in the protected data cache by the EDC mechanism in ad®RcC,
tent for the next frame encoding is loaded into the protedt#d cache
with the help of the operating system averting a memory-dbaystem
failure. The expectation is that, generally a frame dromeasdl by DFR
does not cause a significant quality loss mainly due to theranit error-
tolerance of video data [12]. We next discuss extensionfigontive
DFR scheme to overcome quality losses when they occur.

3.3 Selective DFR Mechanisms

In a naive DFR approach, any single soft error at the hardieges
causes a frame drop whenever it occurs at the control datarfrudtimedia
data). However, naive DFR can significantly degrade theityual case
of consecutive frame drops. To prevent this result, we ptess&amily of
intelligent schemes to select a policy that balances DFRB&R based
on the useful information at the device.

Slack-Aware DFR/BER

The main problem with a BER approach is the subsequent |d9s$f
due to violation of multimedia real-time guarantees. Hosveif the re-
maining time to reach the deadline is enough to re-encodevitien
frame when an error is detected, we can apply BER rather tfrdh for
quality improvement. Since encoding time is highly nonedetinistic
and varies from frame to frame, our scheme presents a knobl@ots
a policy based on the elapsed time with ACET (Average CaselExe
tion Time). Our knob,S, indicates the portion of ACET acker, that
the system can endure. Thus, SA-DFR/BER (Slack-Aware DER)B
selects BER if the elapsed time from the start of the frame &odn
iNg, Teiapsea = Terror — Tk, IS sSmaller than given threshold time,
Tinreshold- Otherwise, SA-DFR/BER selects DFR. For examplé, i
0.2 andTacer = 100,000 cycles, Tinreshoia DECOMes 20,000 cycles.
Thus, an error occurring before 20,000 cycles from theistaf the
current frame encoding results in BER. The higlsevalue increases
the probability of selecting the BER policy, and thus imm@ethe video
quality while incurring more performance and power ovedsedue to
rolling backward recovery. Indeed, the infinite valueSo&lways results
in a BER policy and the zero value §fdoes a DFR policy.

Frame-Aware DFR/BER

In this policy, we exploit our knowledge of frame charac@ds and
its impact on the video quality to determine whether to agphR or
BER when a frame is erroneous. For example, I-frames are aniical
than P-frames with respect to video quality [4, 11]. Thus ffame in
which a soft error is detected is important in terms of theswidjual-
ity, FA-DFR/BER (Frame-Aware DFR/BER) rolls back and enesthis
frame again (BER) to minimize the quality loss. Otherwidedrops
the current frame and moves forward to the next frame (DFRged
on available information at the embedded system, the irapoet of a
frame can be decided in several ways. The frame type suclirasmé
or P-frame is one example, and any I-frame will be encodedtaatly
until no soft error is detected.

The frame-aware policy also maintains and uses history,ehgther
the previous frame has been dropped or not due to a soft amrtre
recovery policy. If the previous frame was dropped, FA-DBRR pre-
vents the current frame from being dropped since consectitame
drops may degrade the video quality significantly. Also, difeerence
between two consecutive frames can be used to estimate flogtance
of a frame in terms of the video quality. The intuition behitis ap-
proach is that the larger the difference between two fratnigher the
impact on video quality if the current frame is lost. Thusthié differ-
ence between them; f f Frames, is larger than given threshold value,

dif fThresh, FA-DFR/BER selects BER. Otherwise, DFR is selected.

QoS-Aware DFR/BER

The potential problem with a DFR mechanism is the significiegtra-
dation of the QoS due to several frame drops. QA-DFR/BER QoS
Aware DFR/BER) selects the BER policy when the obtained Qu&sd
not meet the QoS requirement. The accumulated PSNR@W®, ccumuiated,
for frames that have been encoded so far can be calculatée @nd
of encoding of each frame. QA-DFR/BER selects BER for the cur
rent frame ifQoSaccumuiated 1S 1€SS tharmQoS:preshoid, given thresh-
old QoS value in PSNR. Otherwise, the default policy, DFRgiected.
Note that QoS here refers to the encoder, considering deam® must
incorporate knowledge of transmission errors and is beyloadcope of
this paper.

4. EXPERIMENTAL SETUP

System CompositionsTo demonstrate the effectiveness of our cross-
layer, cooperative scheme to combat soft errors, we develgygstem
compositions, shown in Table 2:

1. BASE: This is the default composition, which does not provide
any error detection and/or correction. In this compositisa use
GOP (Group of Picture) encoding [4]. For GOP, the first frame
is encoded as an I-frame and the other frames are encoded as P-
frames, and the quantization scale is set to 10. The middéeewa
and operating system are unaware of soft errors, and hagdvaar
just a unified unprotected cache. Base composition doesoat i
overheads for protection in terms of power and performahate,
suffers from high failure rates and low multimedia qualityedto
no protection on internal data from hardware defects.

2. HW-PROTECT: In this composition, all error detection and cor-
rection is provided in hardware. This is implemented thfoug
the use of Error Correction Code (ECC) in Partially Protecte
Cache architecture [13]. As compared to protecting the whol
cache, PPCs provide efficient reliability by just protegtihe non-
multimedia data against soft errors. This compositiongmtsthe
low failure rate and high QoS, as it protects at hardwarelleve
However, it incurs high overheads in terms of power and perfo
mance.

3. APP-PROTECT: In this composition, all error detection and
correction is provided in the application. For this, we us®re
resilient video encoding PBPAIR [11]. We set the PLR paramet
in PBPAIR to 0% to isolate the effects of soft errors from #os
of network packet losses. Intra_Threshold is selecteditirahe
original method of PBPAIR to generate the similar size ofdibim-
pressed video as GOP in order to ensure a fair comparison.

4. MULTI-PROTECT: In this composition, error correction is pro-
vided at all levels. We use error-resilient video encodiR§
PAIR) and a protected cache (a PPC with an ECC scheme). It
implements both error-resilience at the application layed an
ECC scheme at the hardware.

5. CC-PROTECT: This is our proposed composition, in which we
use error-resilient video encoding, PBPAIR, and PPC wittCED
scheme, and supports middleware-driven mechanisms avare o
soft errors such as translating SER for PBPAIR and triggean
hybrid scheme of DFR and BER.

Within our proposed composition, we study various selecithemes
such as:

e Naive DFR - always triggers a DFR mechanism when an
error is detected.



Table 2: System Compositions - Our CC-PROTECT is a middlewag-driven, cooperative approach aware of hardware failures

System Compositions with respect to Error Resilience
Abstraction Layers BASE HW-PROTECT APP-PROTECT MULTI-PROTECT CC-PROTECT
Applicati GOP GOP PBPAIR PBPAIR PBPAIR
pplication (error-prone encoding)| (error-prone encoding)| (error-resilient encoding) | (error-resilient encoding) (error-resilient encoding)
oMonitor network errors | oMonitor network errors | oMonitor network errors
& Inform PBPAIR of PLR | & Inform PBPAIR of PLR | & Inform PBPAIR of PLR
Middl N N eTranslate SER for PBPAIR
lacleware one one eTrigger Selective DFR
(Drive cache update
& Inform PBPAIR)
. oMap pages to a PPC oMap pages to a PPC oMap pages to a PPC
Operating System None Ppag None Ppag oMoﬁit%rgsoft errors
Hard Unprotected Cache PPC with ECC Unprotected Cache PPC with ECC PPC with"EDC”
aroware (error-prone cache) | (error-protected cache (error-prone cache) (error-protected cache) (error-protected cache)

GOP:Group-Of-Picture, PBPAIR:Probability-Based Powemte Intra Refresh,PLR:Packet Loss Rate, SER:Soft Errtae, RER:Drop and Forward Recovery,PPC:Partially Prote€ache,
ECC:Error Correction CodegXpensive in terms of power and performareg.,a Hamming Code (38,3REDC:Error Detection Codesnuch less expensive than EG{g.,a parity cod¢

e Naive BER - always triggers a BER mechanism.
No DFR/BER - never triggers a DFR or BER.

Random DFR/BER - randomly triggers DFR or BER when
an error is detected.

e SA-DFR/BER - selects DFR or BER depending on slack.

e FA-DFR/BER - selects DFR or BER depending on the frame.

QA-DFR/BER - selects DFR or BER depending on QoS.
4.1 Simulation Setup

Video Encoding Parameters|
error-prone video encoding
error-resilient video encoding

Cache Configuration
protected cache parameters
unprotected cache parameters|

Results

Executable
Page Mapping

Power
Reliability
QoS

Analysis

 Power Numbe
Access Penalt}

Figure 4: Experimental Setup — Compiler/Simulator/Analyzer

Application @

Video Data
DFR Parameter:
SER

We perform our study on an extensive simulation environrieattwe
have built to model the HP iPAQ h5555 [9] like processor-mensys-
tem. We have modified them-cachesimulator from the SimpleScalar
toolchain [3] to model the PPC architecture and to inject eofors as
in [13]. To support the unequal protection for a PPC archite; com-
piler as shown in Figure 4 generates not only an executalilalbo a
page mapping table. A page mapping table has a list of the edark
global variables (multimedia data), which will be mappetbian un-
protected data cache and the other data will be exclusivalyped into
a protected data cache in a PPC during simulations. Noteathdata
will be mapped into an unprotected cache in case of an ermrepdata
cache.

As test video streamshKIYO, FOREMAN and COASTGUARDON
QCIF format (176<144 pixels) are used for our simulation study, and
each of them represents a video clip of low activity, mediativiy, and
high activity. To evaluate the cycle accurate results witt@asonable
amount of simulation time, 300 frames of each video streawclaopped
into 75 sequences of four frames (several hours to simulaiges en-
coding with 300 frames of video on Sun Sparc at 1.5 GHz). Fampte,
300 frames ofFOREMAN.QCIFare separate intEOREMAN.QCIF,

FOREMAN.QCIF,. .., and FOREMAM,.QCIF. And we ran a simula-
tion at least four times with each sequence, and thus mone3®@ runs
have been studiedBQ0 runs = 4 times of run x 75 sequences).
DFR parameters are inputs for selective DFR/BER schemes.inFo
stance, a slack valuesy is given for Slack-Aware DFR/BER in Sec-
tion 3.2.

The simulator models soft errors by randomly injecting Erujt er-
rors and double-bit errors in an unprotected data cacher@iogoto
SERs. Thus, a single-bit in a data cache is randomly choseha dit
value at this single-bit is inverted if a randomly generatathber is less
than SER when an instruction is executed in the simulatomil&ily,
double-bit errors are injected. Since a protected dataecectesilient
against single-bit errors, only double-bit errors occaratcomplish the
experiments in reasonable amount of time, accelerated SERgsed.
SER is set tol0~!! per KB per instruction for single-bit errors. Note
that SER for current technology (abaugs x 107 at 90 nni) is much
less than this accelerated SER by several orders of magnitud it
increases exponentially as technology scales [2, 8, 17, Bi®jvever,
we maintain the accurate rate (aba0t ) between single-bit SER and
double-bit SER, thu$0~*2 per KB per instruction is used for double-bit
errors.

4.2 Evaluation Metrics

Our simulator returns the number of accesses and the nurhinésses
to each cache configuration. We analyzed these statistits giien
power and performance numbers, and estimated access tthenargy
consumption of memory subsystem as shown in Figure 4. Qo®#& m
sured in PSNR with the encoded video output and the origirddor
input.

Performance Model: For performance comparison of each com-
position, we estimate the access latency to the memory stdrsyus-
ing the statistics generated by the cache simulator as slov#ig-
ure 4. The access latency of memory subsysieis estimated ag, =
(Acache X L(Lccess) + (Mcache X Lmiss) + (Npolicy X Lpolicy) Where
Acache 1S the number of accesses to a cadhe,..ss is the cache access
time, Mcqcne is the number of misses to a cachlg,;ss is the cache
miss penalty, i.e., the access penalty to a bus and a memgg),., is
the number of triggered policies such as DFR and BER, 8., is
the latency penalty for a policy. The overhead of delay folCEE esti-
mated and synthesized using the CACTI [22] and the Synopsgigh

%It is projected using the increasing ratio of 1,000 FIT/Méit180 nm
technology and 100,000 FIT/Mbit at 130 nm technology [2,8, 1
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Figure 5: CC-PROTECT achieves the low-cost reliability at the minimal QoS degradtion

Compiler [24] as in [13], and the overhead of delay for EDCatca-
lated using the ratio between delays of ECC and EDC from [83, 1
Also, the delay overheads for DFR and BER are estimated ghrtie
simulations so that the overheads for context switch andkgimnts are
added at the analysis stage in our simulation study as showigure 4.

Energy Model: We estimate the energy consumption of the memory
subsystem using the power models presented in [23]. Théneads of
power for a Hamming code (38,32) and a parity code are syizttes
and estimated similar to those of delay. The power consumenalty
for a recovery policy such as DFR and BER is estimated thrahgh
simulations. The energy consumption of the memory subsydieas
E = (Acache X Paccess) + (Mcach,e X Prniss) + (Npolicy X Ppolicy)
where P, cess IS the power consumption per cache accéds,ss is the
power penalty per cache miss, afJ.ic, is the power penalty for a
recovery policy.

Failure Rate Model: To estimate reliability, we define an execution a
Succes# it ends within twice of a normal execution time and retutins
correct output opened by a decoder. Otherwise, ithailure such as a
system crash, infinite loop, or segmentation fault. Notéttedegrada-
tion of video data is not considered as a failure in our stdhe failure
rate has been obtained through at least hundreds of exasudtioeach
composition by counting the number of failures out of a tatahber of
executions based on the following binomial distributioalggis.

Quality of Service Model: We estimate the QoS in PSNR (Peak Sig-

nal to Noise Ratio). PSNR is defined in dBRS N R = lOLOGm(%),

whereMAX s the maximum pixel value andSEis the Mean Squared
Error, which is the mean of the square of differences betwigeipixel

values of the erroneous video output (due to soft errors @mdd drops),
and the correctly reconstructed output (without errors).

5. EXPERIMENTAL RESULTS

We present two sets of experiments. First, we demonstrateffac-
tiveness of our cross-layer, error-aware methods in logt-egiability at
the slight cost of QoS for different video streams (Sectidr).5Second,
we show the effectiveness of intelligent DFR/BER selectiohemes to
improve the video quality (Section 5.2).

5.1 Effectiveness of CC-PROTECT

Figure 5 clearly shows that our cross-layer, error-awapgageh in-
creases the reliability with the minimal costs of perforimeand energy
consumption at the minimal degradation of video quality.

Figure 5(a) clearly demonstrates that our CC-PROTECT (RBRPA
a DFR mechanism, and a PPC with an EDC protection) improwes th
failure rate by more than 1,000 times than that of BASE (GO# a&m
unprotected data cache). This reliability improvementniyabecause
of the error detection and a DFR mechanism in a cross-layaessther.
While HW-PROTECT and MULTI-PROTECT have lower failure rate
than that of BASE, CC-PROTECT has lower failure rate thamth€his
is because it has less time to be exposed to soft errors difeatma drop
and the performance efficiency of PBPAIR than GOP. It is irtgodrthat
APP-PROTECT (composed of PBPAIR and an unprotected date}fac
shows the close failure rate to that of BASE since a failuseilts from
errors on control data, which are not protected in APP-PROIE hus,
our CC-PROTECT can achieve the best reliability among athposi-



Table 3: CC-PROTECT is very effective in terms of performance, power, and relialiity at the minimal QoS degradation for different

video streams (normalized result of each composition to thaof BASE)

Video Stream System Composition Access Time | Energy Consumption | Failure Rate | Video Quality

BASE 1 1 1 1
HW-PROTECT 0.99 1.14 0.4E-2 1.02
AKIYO APP-PROTECT 0.87 0.89 13.2E-2 1.01
(low activity) MULTI-PROTECT 0.89 1.03 0.2E-2 1.02
CC-PROTECT 0.27 0.34 0.1 E-2 1.02

BASE 1 1 1 1
HW-PROTECT 1 1.15 0.5E-2 1.04
FOREMAN APP-PROTECT 1.05 1.06 123 E-2 1.01
(medium activity) MULTI-PROTECT 1.04 1.19 0.3 E-2 1.03
CC-PROTECT 0.42 0.51 0.1 E-2 0.99

BASE 1 1 1 1
HW-PROTECT 0.99 1.14 0.4 E-2 1.03
COASTGUARD APP-PROTECT 1.09 1.1 13.0 E-2 0.99
(high activity) MULTI-PROTECT 1.06 1.23 03E-2 1.02
CC-PROTECT 0.49 0.58 0.1 E-2 0.93

tions.

Figure 5(b) shows that our CC-PROTECT is the best in term&of p
formance. It reduces the memory subsystem access time by &8#6
pared to that of BASE. It is very effective since our CC-PR@TEe-
duces the failure rate by 1,000 times and it reduces the sitatsncy
of memory subsystem compared to BASE. Note that all the atber-
positions incur the performance overhead but CC-PROTEQ¥aues
the performance. This performance improvement is becdusédpping
intensive compression algorithms due to a DFR mechanisntrenpler-
formance efficiency of PBPAIR algorithms. However, the perfance
efficiency of PBPAIR is not well exploited in case of APP-PREOT
as it shows 5% overhead compared to BASE because PBPAIRig&se
the compression efficiency rather than the performancdegftiy at low
PLR such as 0% PLR. With the same reason, MULTI-PROTECT scur

by up to 1.41 db (less than 5% quality degradation) compared the
compositions. Note that these results come from only oneesodr at
the protected cache in a PPC (tens errors in the unproteatdr:); and
the video quality may degrade significantly due to multipnie drops
resulting from multiple occurrences of soft errors. We \pilesent the
experimental results in those cases in Section 5.2.

Table 3 summarizes the normalized results of each compositi
those of BASE in terms of performance, power, reliabilitygda@oS for
different video streams. This table clearly shows that GROPECT
has the least costs of power and performance for the miniaikairé
rate with the minimal QoS degradation for all video strearbe in-
teresting observation that we can make from this table iswleacan
even improve the video quality while still saving the penfiance and
power costs (73% and 66%, respectively) compared to BASE ¥inteo

about 4% overhead compared to BASE. Indeed, HW-PROTECT doesstreamAKIYQO. This quality improvement (about 2%) is because: (i) a

not incur the performance overhead because a PPC achigVegdiior-
mance by protecting only non-multimedia data [13].
With the perspective of energy consumption of memory subsys

frame drop may not affect the video quality for a video streth low-
activity such asAKIYQ, (ii) the minimal protection onto control data at
a protected cache with an EDC, and (iii) less amount of ei@tuiime

our CC-PROTECT saves the energy consumption by 49%, 56%, 52% of PBPAIR results in less exposure of a data cache to softerim-
and 57% as compared to BASE, HW-PROTECT, APP-PROTECT, and deed, the QoS impact of one frame drop £IYOis about 0.08% on

MULTI-PROTECT, respectively, as shown in Figure 5(c). Grhasyer
approach reduces the energy consumption of memory subsyste
cause of (i) less expensive EDC technique than ECC, (ii)pshgp ex-
pensive compression algorithms due to a cooperative DFFRamésm,
and (iii) energy efficiency of PBPAIR by introducing morerartMBs
(Macroblock) than expensive inter-MBs. Note that all otkempo-
sitions incur overheads of performance as well as power aoeepto
BASE except for CC-PROTECT. Thus, our CC-PROTECT can even re
duce the power and access time of memory subsystem whileiigta
the high reliability.

Our CC-PROTECT achieves video quality close to those ofrattwn-
positions as shown in Figure 5(d). While an EDC scheme piotbe
non-multimedia data in our CC-PROTECT, a frame drop due té¢-R D
mechanism degrades the video quality. Note that PBPAIRridfgas
can improve this video quality by increasing the resilietesel at the
cost of the compressed video size (causing the transmissists of
power and delay). However, CC-PROTECT saves at least 49%vedip
and performance for the minimal failure rate at the mininzstof QoS

average. On the other hand, for high activity of video strearch as
COASTGUARDuUr CC-PROTECT degrades the video quality by about
6% in PSNR. But still CC-PROTECT demonstrates the leastsadime
and energy consumption for the minimal failure rate. Note #il these
results are evaluated under the condition of no errors iméeork. We
also observed the similar results under the various netstatis. For
example, at 10% PLR, our CC-PROTECT reduces access timeraf me
ory subsystem by 58%, while APP-PROTECT saves it by 32% (more
ror rate triggers more intra-MBs, causing high performanceBPAIR
algorithms), as compared to BASE. Also, we have run simuatifor
different compositions and similar results demonstrateceffectiveness
of our CC-PROTECT. For instance, a composition (GOP and aB2 K
of protected cache with an ECC — forward error recovery) ie@b%
performance and 34% energy overheads as compared to BA&EsTh
because all data (multimedia data and control data) areqsat from
soft errors with an expensive ECC scheme. Due to the lack axfesp
more results are available in our technical report [14].

In summary, our cooperative, error-aware methods expDiR mech-
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Figure 6: Intelligent selective schemes maintain the videquality and reliability with minimal overheads of power and performance

anism with an inexpensive EDC protection to decrease theéaiate by
about 1,006, and an error-resilient video encoding technique to mini-
mize the quality degradation by 2% while significantly saMihe access
time by 61% and energy consumption by 52% on average oveipieult
video streams, as compared to BASE. Also, our cooperatiessdayer
approach achieves a better reliability than a previousbppsed PPC
architecture with an ECC protection at the cost of 3% QoSatiagion
while reducing the access time by 60% and the energy consumipy
58% on average.

5.2 Effectiveness of Intelligent Selective Schemes

Our CC-PROTECT outperforms all possible compositions imseof
performance, power, and reliability while it slightly deges the video
quality mainly due to frame drops when soft errors occur. urégé
demonstrates that all intelligent selective schemes imgtbe video
quality without incurring performance and energy costaisicantly (still
mostly lower than costs of BASE).

In Figure 6, X-axis represents selective mechanisms ccedpgarBASE.
Note that they are all running PBPAIR on a PPC architectutl amn
EDC scheme except for BASE (running GOP on an unprotecteukgac
and No DFR/BER (running PBPAIR on a PPC without any protegtio

for comparison. And we parameterize a policy selection daseavail-
able information in a mobile embedded system. Naive DFRraehe
shows the worst video quality as shown in Figure 6(b) at thetleosts
in terms of power and performance as shown in Figure 6(c) agd F
ure 6(d). Note that Naive DFR in Figure 6 results from muéigbft
errors (1.7 errors on average) on the protected data cachePRC,
which degrades the video quality worse than that of CC-PROIT
Figure 5(d). On the other hand, Naive BER scheme presentsetiber
video quality than that of Naive DFR while incurring the mespen-
sive power and performance costs compared to other schémiesms
of reliability, Naive BER shows worse failure rate than tlehtNaive
DFR as shown in Figure 6(a). This is mainly because Naive BER i
creases the execution time, causing the more time for a PB€ &x-
posed to soft errors. Clearly, No DFR/BER does not have a arésim
to protect a system from soft errors, causing very high failtate as
shown in Figure 6(a). Note that Figure 6(b) shows higher wiggality
of No DFR/BER than others. This is because we measured tle® vid
quality in PSNR when simulations are successes where No BER/
does not skip any frame. Random DFR/BER provides the gooebvid
quality with inexpensive power and performance. For SA-IBER,
the results have been profiled with the kn8bthe portion of ACET,



from 0% to 100% in 10% increments, and SA-DFR/BER witk 60%
is compared in Figure 6 since it is the least value of the krobet
cover the video quality better than that of BASE accordingrtafiled
results. However, it is an expensive approach since it ;mbigh over-
heads in terms of power and performance while it presenttierbideo
quality than that of naive DFR. For FA-DFR/BER scheme, owlipr-
inary experiments show that the difference in PSNR betwesaisacu-

tive frames make the™?, 37¢, and4'” frame in the descending order

of the importance on average. Thus, FA-DFR/BER wittf frame is
studied to improve the video quality most and indicates thatselect
BER rather than DFR whenever a soft error occurs in encodiag™’
frame. In these particular experiments, FA-DFR/BER sch&amaore
effective than SA-DFR/BER scheme since it has lower costis bétter
QoS (failure rates are close). For QA-DFR/BER, 31.79 dB isatered
as the QoS threshold value since it is the average videotgiratase of
BASE. QA-DFR/BER provides lower video quality while incing less
costs than FA-DFR/BER scheme. Thus, each selective schasngrbs
and cons in terms of performance, power, reliability, andQo

In summary, selective DFR/BER mechanisms allow a systenato-m
tain the video quality and reliability with minimal costs pbwer and
performance.

6. DISCUSSION

Reliability is of paramount concern in mobile embeddedesystwhere
the resources such as power and performance are limiteddén  re-
solve the complexity of trade-offs among multi-dimensigm@perties,
a cross-layer approach from the hardware layer to the ajgitlayer
should be taken into account since traditional techniquesunable to
address the impacts of an approach on other properties et lagrers,
and are unable to drive the whole system’s reliability in svpoand
performance efficient way.

Traditionally reliability techniques have been developéthdividual
levels, and have remained seemingly incognizant of theegfies em-
ployed at other levels. While focussing their attention irale level,
researchers make a general assumption that no other scheengjser-
ational at other levels. We believe that the cumulativectftd relia-
bility schemes at multiple levels can be potentially sigaifit; but this
also requires careful evaluation of the trade-offs invdlemd the cus-
tomizations required for unified operation. By synergistioperation

between EDC at the hardware level, DFR and BER at the middéswa

and PBPAIR at the application level on mobile devices, weaiobhigh
reliability, high performance, and high energy saving atdbst of slight
QoS degradation.

In addition to the experiments presented in this paper, \we ak-
plored combination of the proposed techniques, i.e., SlEckme, and

QoS Aware DFR/BER (SFQA-DFR/BER). Combined approacheh wit

this small set of threshold values expand the design spatepimve

the performance by up to 29% further at the cost of less thad Q@S

degradation. In summary, our cross-layer methods awane@feontrol

schemes and errors can guide system designers to explomgehest-
ing tradeoff spaces in terms of power, performance, rdiigband QoS
for resource-constrained mobile devices, which were rsxtadiered by
previous approaches.

Our future work includes the extended cross-layer apprcacisid-
ering end-to-end devices in distributed real-time systeansl varying
error control schemes with different error models acrossesy abstrac-
tion layers. Also, intelligent design space algorithmsl w# investi-
gated to efficiently guide system designers for exploitingaross-layer
schemes.
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