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Abstract. The fast growing demand for e-commerce brings a unique set
of challenges to build a high performance e-commerce Web site both in
technical terms and in business terms. To ensure the fast delivery of fresh
dynamic content and engineer highly scalable e-commerce Web sites for
special events or peak times continuously put heavy pressures on IT sta�s
due to complexity of current e-commerce applications. In this paper, we
analyze issues related to engineering high performance database-driven
e-commerce web sites including: (1) integration of caches, Web servers,
application servers, and DBMS; and (2) tradeo� of deploying dynamic
content caching versus not deploying. We describe available technology
in the scope of CachePortal project at NEC. We illustrate performance
gains through our technology using an e-commerce Web site built based
on some of the most popular components, such as Oracle DBMS, BEA
WebLogic Application Server, and Apache Web server.

1 Introduction

Forrester Research Inc. [1] expects that by 2002 over 47 million people will pur-
chase goods and services online in the United States alone and the U.S. Internet
commerce will grow to $327 billion by that same year. The fast growing demand
for e-commerce brings a unique set of challenges to build high performance e-
commerce Web sites both in technical terms and in business terms.

In technical terms, to ensure the fast delivery of fresh dynamic content and
engineer highly scalable e-commerce Web sites for special events or peak times
continuously put heavy pressures on IT sta�s due to complexity of current e-
commerce applications. In business terms, the brand name of an e-commerce
site is correlated to the type of experience users receive. The need for accounting
for users' quality perception in designing Web servers for e-commerce systems
has been highlighted by [2]. A typical database-driven Web site consists of the
following components:

1. A database management system (DBMS) to store, maintain, and retrieve all
necessary data and information to model a business.

2. An application server (AS) that incorporates all the necessary rules and
business logic to interpret the data and information stored in the database.
AS receives user requests for HTML pages and depending upon the nature of
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a request may need to access the DBMS to generate the dynamic components
of the HTML page.

3. A Web server (WS) which receives user requests and delivers the dynamically
generated Web pages.

One possible solution to scale up database-driven e-commerce sites is to de-
ploy network-wide caches so that a large fraction of requests can be served re-
motely rather than all of them being served from the origin Web site. This solu-
tion has two advantages: serving users via a nearby cache closer to the users and
reducing the traÆc to the Web sites. Many content delivery network (CDN) ven-
dors [3, 4] provide Web acceleration services. The study in [5] shows that CDN
indeed has signi�cant performance impact. However, for many e-commerce ap-
plications, HTML pages are created dynamically based on the current state of a
business, such as product prices and inventory, rather than static information.
As a result, the time to live (TTL) for these dynamic pages can not be estimated
in advance. As a result, content delivery by most CDNs are limited to handling
fairly static pages and streaming media rather than the full spectrum of dynamic
content discussed in this paper.

To coordinate cache servers, WS, AS, and DBMS and ensure fast delivery of
fresh dynamic contents is challenging since these servers and DBMS are indepen-
dent components. And, currently there is no e�ective and eÆcient mechanism
to ensure that database content changes are reected to the caches. As a result,
most e-commerce sites have to specify dynamic contents as non-cacheable. Con-
sequently, each request to an e-commerce site results in both network delay and
server delays (i.e. WS delay, AS delay, and DBMS delay) since the request must
be processed each time at the Web site.

In [6], we propose a framework for enabling dynamic caching. Here we fur-
ther address the following issues: (1) integration of cache servers, WS, AS, and
DBMS; and (2) tradeo� of deploying dynamic content caching versus not deploy-
ing. We also illustrate performance gains of dynamic content delivery using our
approach through a e-commerce Web site built based on some of the most popu-
lar e-commerce Web site components, such as Oracle DBMS[7], BEA WebLogic
Application Server[8], and Apache Web server.

The rest of this paper is organized as follows. In Section 2, we give an overview
of the system architecture of a typical database-driven e-commerce Web site and
identify factors that impact response times. In Section 3, we present a loosely-
coupled approach that we have developed for e-commerce Web site acceleration.
In Section 4 we provide cost analysis on our technology and discuss the tradeo�
between deploying caches and not deploying. In Section 5 we report experimental
results. Finally we discuss related work and give our concluding remarks.

2 Architecture and Scalability Issues of E-Commerce

Web Sites

In this section, we start by presenting the typical architecture of e-commerce
Web sites and then identify the bottlenecks that limit the scalability of such
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architectures. The architecture of a typical e-commerce Web site consists of has
back-end systems, such as DBMS or �le systems, that store and maintain the
most up-to-date information to model the business and the current state of the
business. The application server as described earlier incorporates the necessary
rules to capture the business logic and retrieves necessary data by querying the
DBMS or the �le-system. This data is then processed as per the business logic
to dynamically generate the HTML pages. In addition to the requests from the
Web and the application server, the DBMS at a database-driven Web site also
receives updates (through the Web or back-end processes) to the underlying data
in the databases.

When a user accesses the Web site, the request and its associated parame-
ters, such as the product name and model number, and cookie information for
customization, are passed to an application server. The application server per-
forms necessary computation to identify what kind of data it needs from the
database or �le system, or external data sources. Then the application server
sends appropriate queries to the database or other sources. After the database
returns the query results to the application server, the application uses these to
prepare a Web page and passes it to the Web server, which then sends it to the
user.

Caching has been viewed as an e�ective way to scale up Web sites. The
percentage of the dynamically generated Web pages on the Internet is getting
higher. As a matter of fact, dynamic contents count for more than 25 percent of
overall traÆc within NEC networks. Unfortunately, since the application servers,
databases, Web servers, and caches are independent components, today, there
is no eÆcient mechanism to make database content changes to be reected to
the cached Web pages. Since, most e-commerce applications are sensitive to
the freshness of the information provided to the clients, most application servers
have to specify dynamically generated Web pages as non-cacheable or make them
expire immediately. Consequently, repeated requests to dynamically generated
Web pages with the same content result in repeated computation in the back-end
systems (application and database servers).

Apache Web server can serve static content requests up to more than 2000
requests per second and BEA WebLogic Application Server can also serve static
content requests up to 1000 requests per second. However, for the Web site serv-
ing dynamic content using BEA WebLogic and Oracle 8i, the performance is
less scalable: it can serve traÆc up to 300 requests per second in our testing.
This is understandable since Web servers and application servers are light-weight
programs designed for speci�c purposes. On the other hand, database manage-
ment systems are "heavy weight" general purpose software. Thus, based on the
experimental results presented here, we believe that the appropriate approach
to Web acceleration for database-driven e-commerce applications should be to
reduce the load on the database or to reduce the frequency of DBMS accesses.
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Fig. 1. Architecture of a Database-Driven E-Commerce Site with CachePortal

3 CachePortal - Technology for Integrating Caches, Web

Servers, Application Servers, and DBMS

In this section we describe an open architecture for accelerating delivery of e-
commerce content over wide-area networks. The architecture and underlying
technology, referred to as CachePortal, enables caching of dynamic data over
wide-area networks.

3.1 System Architecture

In Figure 1, we show an architecture and data ows in a database-driven e-
commerce Web site which employs the CachePortal technology. In Figure 1,
we illustrate the communication between the caches, the Web server, the appli-
cation server, and the database as follows: The Web server communicates with
the application server using URL strings and cookie information, which is used
for customization. The application server communicates with the database using
queries. The database changes can be monitored by the tuples and query state-
ments recorded in the database log. However, the database itself, which knows
how and what data changes, does not know how the data is used to generate
dynamic Web pages. In addition, the database does not know which dynamic
content, identi�ed by URLs, is impacted by these database changes.

Our proposed technology enables dynamic content caching by deriving the
relationships between cached pages and database access via a sni�er; and intel-
ligently monitoring database changes to "eject" related pages from caches via
an invalidator. Note that knowledge about dynamic content is distributed across
three di�erent servers: the Web server, the application server, and the database
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management server. Consequently, it is not straightforward to create a mapping
between the data and the corresponding Web pages automatically in contrast to
the other approaches [9, 10, 11, 12], which assume such mappings are provided
by system designers.

The sni�er creates the URL to database query mapping (shown in Figure
1). Sni�er collects the query instances, but it does not interpret them. The
URL information is gathered either before the Web server using a module which
listens to the incoming HTTP requests or before the application server using a
module which uses the environment variables set by the application server. The
Query/URL map contains (1) a unique ID for each row in the table representing
the Query/URL map (2) the text of the SQL query to be processed by the
invalidator and the list of tables in the query, and (3) the URL information,
including the HTTP HOST string, a list of hcookie,valuei pairs, a list of hget variable
name,valuei pairs, and a list of hpost variable name,valuei pairs.

The invalidator, on the other hand, listens to the updates in the database
and using the Query/URL map, identi�es pages to be invalidated and noti�es
the relevant caches about the staleness of the cached page. For this purpose, it
interprets the query instances in the QI/URL map. The invalidator consists of
three subcomponents. The �rst component periodically examines the database
log to extract the updates since the previous extraction. The second component
analyzes the updates (which are in terms of inserts, deletes, and modi�cations
of tuples to speci�c tables) and identi�es the queries that are impacted. These
queries are registered in the Query/URL map. The third component identi�es
the URLs that are invalidated due to impacted queries and generates cache
invalidation messages which are destined to the network-wide caches via the
API provided by the CDNs. We now show the invalidation process using two
examples.

Example 1. Let us assume that we have an e-commerce application which uses a
database that contains two tables, Car(maker, model, price) and Mileage(model,
EPA). Let us also assume that the following query, Query1, has been issued to
produce a Web page, say URL1:

select maker, model, price from Car where maker = "TOYOTA";

If we observe that a new tuple (Toyota;AV ALON; 25; 000) is inserted into (or
deleted from) the table Car in the database, we would know that the results of
Query1 is impacted, and consequently URL1 needs to be invalidated.

Example 2. In the above example, since the query contains only one table, it
is possible to evaluate the impact without any additional information. On the
other hand, if we assume the following query Query2 which has been issued to
produce URL2,

select Car.maker, Car.model, Car.price, Mileage.EPA

from Car, Mileage

where Car.maker = "TOYOTA" and

Car.model = Mileage.model;
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Since Query2 needs to access two tables, we can check whether a new tuple
inserted into Car does not satisfy the condition inQuery2 without any additional
information. But if the new tuple satis�es the condition, then we cannot check
whether or not the result is impacted until we check the rest of the condition,
which includes the table Mileage. That is, we need to check whether or not
that the condition Car:model = Mileage:model can be satis�ed. To check this
condition, we can issue the following polling query, PollQuery, to the database:

select Mileage.model, Mileage.EPA from Mileage

where "AVALON" = Mileage.model;

If there is a result for PollQuery, we know that the new insert operation has
an impact on the query result of Query2 and consequently URL2 needs to be
invalidated.

4 Tradeo� between Deploying CachePortal Dynamic

Content Caching and Not Deploying

Ensuring freshness of dynamic content in caches does put additional workload to
databases due to monitoring database changes and invalidation. We now examine
the extra load that polling queries puts on the database management system in
greater detail. In particular, we would like to estimate whether the overhead of
polling queries on the DBMS completely o�sets the savings we realize due to the
caching of dynamic content in the network components.

Assuming that the DBMS workload we obtain is that the access rate, A. And
the update rate is U �A and read only access rate is (1�U)�A. Let the cache
hit ratio be H . Then, (1� U) � A �H accesses to the DBMS are served from
the caches, which is the bene�t of deploying CachePortal.

Now let us examine the cost introduced by the invalidator to execute polling
queries for multi-relation queries. We now model the characteristics of the work-
load parameters at the invalidator. The polling query workload will depend upon
the number of queries in the Query/URL map, which represents the URLs that
have been cached in the network.

One major factor that generate the polling queries is the fraction of queries
that involve multiple relations although queries that involve single relation do
not require execution of polling queries. The cost introduced by the invalidator
is U � A � Cost Factor. The more polling queries can be issued and executed
for each update, the higher is the Cost Factor. Let us assume that each update
would result in 50 polling queries which can be executed in time within two
accesses to the DBMS can be executed. To execute a query, almost 98% of time is
connection time. For executing polling queries, we can use persistent connection
to execute 50 polling queries at cost equivalent to two units of connection time
in our system setting. In this case, Cost Factor is 2. Thus, the net bene�t of
deploying CachePortal is (1�U)�A�H�U�A�Cost Factor access workload
is removed from the DBMS.
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Fig. 2. Bene�t of Deploy CachePortal with the Respect to Polling Query Cost Factor

There is a tradeo� between using caches and not using caches. Since synchro-
nization would put load to databases, deploying caches would not necessarily be
bene�cial if content update rates are too high or cache hit rates are too low.
In Figure 2, we illustrate the bene�t of deploy CachePortal technology with
respect to polling query cost factor. As we can see, as the cost factor for polling
queries increases, the bene�t (percentage of requests that are served from caches)
reduces. A lower update rate or a higher hit ratio will increase the bene�t.

5 Experiments on Evaluating E�ectiveness of

CachePortal Technology

We now report the results of our experimental evaluation of the CachePortal

technology under di�erent settings. We considered the following two architec-
tural con�gurations:

Case 1: the Web server and the application server are located on the
same machine. and database is located on the separate machine. No cache
is used.

Case 2: the Web server and the application server are located on the
same machine. The database is located on the separate machine. CachePortal
technology is applied and a front-end cache, a cache close to servers, is used.
The freshness of cached content is guaranteed.

The database used in this experiment contains 7 tables and 25,000 records. The
update rate is 1 per second and each dynamic content page request results in a
query with one join operation to the database. All machines are Pentium III 700
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Fig. 3. Evaluation on User Response Time

Mhz CPUs running Redhat Linux 6.2 with 1 GByte of main memory. Oracle
8i is the DBMS employed. BEA WebLogic Application Server is used as Web
servers and application servers. Apache Web server is modi�ed to be used as a
cache server.

We recorded both the user response time (i.e. round trip time observed by
the users) and the server latency (i.e. the time di�erence between the time when
the requests arrive at the Web server and the time when the requests are served
from the Web server). Our results indicate that the response time in case 1
increases sharply when the number of HTTP requests increases. On the other
hand, the response time in case 2 remains relatively at for the settings where
the hit ratios are 60%, 80%, and 100% respectively. By analyzing response times
and server latencies in each case we found that the user response time delay is
mainly caused by the server latency rather than the network delay. This means
that the requests do arrive at the server without much network delay, but they
are queued at the application server waiting for query results from the database.

6 Related Work

Caching of dynamic data has received signi�cant attention recently [13, 14]. Dy-
namai [9] from Persistence Software is one of the �rst dynamic caching solution
that is available as a product. However, Dynamai relies on proprietary software
for both database and application server components. Thus it cannot be easily
incorporated in existing e-commerce framework. Challenger et al. [10, 11, 12] at
IBM Research have developed a scalable and highly available system for serving
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dynamic data over the Web. In fact, the IBM system was used at Olympics 2000
to post sport event results on the Web in timely manner. This system utilizes
database triggers for generating update events as well as intimately relies on
the semantics of the application to map database update events to appropriate
Web pages. Our goal in this paper is to design similar update capability but in
the context of general e-commerce setting. Compared with the work [10, 11, 12],
where the relationships between Web pages and underlying data are speci�ed
manually, our approach automatically generates the query/URL mapping.

[15, 16] propose a di�usion-based caching protocol that achieves load-balancing;
[17] uses meta-information in the cache-hierarchy to improve the hit ratio of the
caches; [18] evaluates the performance of traditional cache hierarchies and pro-
vides design principles for scalable cache systems; and [19] which highlights the
fact that static client-to-server assignment may not perform well compared to
dynamic server assignment or selection.

SPREAD[20], a system for automated content distribution is an architecture
which uses a hybrid of client validation, server invalidation, and replication to
maintain consistency across servers. Note that the work in [20] focuses on static
content and describes techniques to synchronize static content, which gets up-
dated periodically, across Web servers. Therefore, in a sense, the invalidation
and validation messages travels horizontally across Web servers. Other works
which study the e�ects of invalidation on caching performance are [21, 22, 23].
Consequently, there has been various cache consistency protocol proposals which
rely heavily on invalidation [20, 24, 25]. In our work, however, we concentrate
on the updates of data in databases, which are by design not visible to the Web
servers. Therefore, we introduce a vertical invalidation concept, where invalida-
tion messages travel from database servers and Web servers to the caches.

7 Concluding Remarks

In this paper, we analyze the issues related to engineering high performance
database-driven e-commerce web sites including: (1) integration of caches, WS,
AS, and DBMS; (2) tradeo� of deploying dynamic content caching versus not
deploying; and (3) how to design a "cache friendly" Web site. We believe that
with CachePortal technology, a well-designed cache friendly Web site can be
engineered as a high performance e-commerce Web site where the freshness of
the Web pages delivered are ensured.
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