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Abstract
Route Flap Damping (RFD) is anecdotally considered

to be a key contributor in the stability of the Inter-Domain
Routing system. It works by suppressing advertisements
about persistently flapping routes, which otherwise would
propagate throughout the Internet. It was recently shown
that relatively stable routes, i.e., routes that fail occasion-
ally, can be incorrectly suppressed by this mechanism for
substantially long periods of time. This can be traced back
to the complex interaction between BGP path exploration
and the mechanism used by RFD to identify route flaps. In
this paper we study the distinctive feature that distinguishes
the sequence of updates following a single network event
from that of persistently unstable routes. Based on this
characteristic, we propose a new BGP Route Flap Damp-
ing Algorithm, RFD+, with the following properties — 1)
it can correctly distinguish between route flaps and nor-
mal path exploration; 2) it suppresses routes that are fre-
quently and persistently changing; and 3) it does not affect
routes that fail occasionally. We present the algorithm and
discuss its relevant properties; simulation studies are also
conducted to illustrate the performance of our algorithm.

1 Introduction
Internet routing instability has an adverse impact on ap-

plication performance by being associated with increased
network latencies and packet losses [7, 9]. Consequently,
there have been several measures deployed to counteract
this. For example, rate limiting BGP advertisements throt-
tles how often information is exchanged between neigh-
bors; network prefix aggregation with CIDR limits the in-
stability at the edge of the Internet and improves the scala-
bility of the network core. Another mechanism to improve
stability is BGP Route Flap Damping (RFD) [12], which,
unlike the others, was designed explicitly to limit route in-
stability. It works as follows: each (RFD enabled) router
maintains a penalty counter for every neighbor (and prefix
announced by that neighbor.) This counter is incremented
by a predefined value when there the router receives an-
nouncements or withdrawals for the prefix (from the spe-
cific neighbor), and exponentially decayed when there are
none. Once this penalty counter exceeds a suppression
threshold, the router stops listening to updates about the
prefix from that particular neighbor and the route is ex-
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cluded from the path selection process. Since the penalty
decays in the absence of updates, it eventually falls below
a reuse threshold at which time it is re-admitted into the
path selection process.

RFD is very effective in damping persistently flapping
routes and is generally considered to be one of the main
contributors to the overall routing stability of the Inter-
net [5]. At the same time, RFD sometimes incorrectly pe-
nalizes relatively stable routes. Recently, Mao et al. [8]
show that RFD can adversely affect the convergence times
for routes that fail once in a while and it was shown that
certain routes are suppressed for up to an hour, even if the
route flapped exactly once.1 This side-effect can be traced
to the complex interaction between RFD and the normal
BGP convergence process following a network change. In-
tuitively, by virtue of the path vector nature of BGP, a
router could potentially learn a large number of paths to
a destination from its different neighbors. When there is a
failure or repair event in the network, path exploration ac-
companies the network convergence. In this phase, a router
explores a number of alternate paths to reach the destina-
tion. It might well be that the destination itself is no longer
reachable through any path. However, this is not known at
the router in question, which simply proceeds to select a
a new path and propogate it when it receives a withdrawal
for the old one. A little while later, this alternate path is
also withdrawn and the router picks another path, propop-
gates it and so on until all the paths have been tried and dis-
carded. For a more detailed account of this phenomenon,
the interested reader is directed to [1, 8].

There are two possible approaches to address this prob-
lem. The first is to preserve the existing RFD algorithm,
but employ ”gentler” damping parameters (smaller penalty
increments, larger suppression thresholds, etc.) as dis-
cussed in [1]. Clearly, this has the effect of being more
“forgiving” of actual instability, which is not desirable.
The second approach would be to enhance, extend or mod-
ify the RFD algorithm so that it can correctly distinguish
path exploration from persistent route flaps, and suppress
only the latter. One such attempt in this direction is the Se-
lective Route Flap Damping (SRFD) algorithm discussed
in [8]. However, as will be shown, the operation of SRFD
is incorrect in certain situations, as the underlying assump-
tions about BGP path exploration upon which it is based
turn out to be inaccurate. As a consequence, there are cases
where SRFD will do exactly what it was designed not to do

1We could define a route flap as the withdrawal and immediate re-
announcement of a route.



— suppress a relatively stable route for a long time.
It is our belief that the solution to this problem is to cor-

rectly characterize the features that set apart normal path
exploration from persistently misbehaving routes, and then
develop an algorithm that uses this signature to correctly
penalize the latter, while having no effect on the former.
In this paper we first study the distinguishing features that
set apart route flaps from path exploration. Based on this
“signature”, we propose a new BGP Route Flap Damping
algorithm, RFD+, which has the following properties: (1)
it correctly distinguishes between BGP updates during path
exploration and route flaps; (2) it is able to suppress routes
that are frequently and persistently changing; and (3) it
does not affect routes that fail occasionally. In addition
to presenting the algorithm and its properties, in this paper
we also conduct simulations to illustrate the performance
of our algorithm.

2 Background
We first briefly describe the operation of BGP at a single

router. We only present aspects of the protocol that are
relevant to our discussion in this paper. For a complete
description of the protocol, readers are directed to [11].
For simplicity, the following description is with respect to
a single destination.

When a router receives routing information (essentially
a BGP Update message for the destination), it installs the
routes in a neighbor specific routing table. The set of all
routes to the destination could be called the set of candi-
date routes. Subsequently, it invokes a path selection pro-
cess to determine which of the candidate routes it will use
— which we can term the best path. The path selection is
based upon a locally configured policy. To keep the discus-
sion simple, we assume that a local policy assigns a high
preference to shorter paths (using the smallest router id to
break a tie), unless otherwise specified.

Once a best path is selected, the router sends this route
to its neighbors using BGP UPDATE messages2. A BGP
UPDATE message announces a path that is potentially
valid or it withdraws an existing route. In the second case,
the recipient is instructed to remove the route learned ear-
lier from the sender.

To constrain the amount of BGP routing traffic
exchanged, a �
	������������������������	� ����!�"�#��$%�#�������'&�( (or
MRAI) timer is used to throttle announcements, requiring
that MRAI seconds elapse between successive route an-
nouncements. Note that this timer only applies to route
announcements; route withdrawals are immediately prop-
agated to prevent the black holing of traffic (where a node
forwards traffic for an invalid route, which is subsequently
dropped further along the path).
2.1 BGP Path Exploration and Route Flap

Damping
Here we discuss the interaction between BGP path ex-

ploration and the BGP Route Flap Damping algorithm
(RFD) [12], and demonstrate how a single route flap can

2Excluding the neighbor that the router learns this particular route
from.

cause routes to be suppressed for a relatively long time. To
aid our description, we first need to clearly define some
notation.

For clarity, we distinguish between network events and
BGP events. Network events are defined as original net-
work dynamics such as link/router failures and recover-
ies that trigger the generation of BGP update messages.
For simplicity, we also refer to policy changes or pol-
icy disputes that trigger BGP route changes as network
events [4]3. We further classify network events into failure
events or recovery events — depending on their effect upon
the BGP routing protocol. In response to a network failure
event, a BGP speaker may send out a withdrawal or select a
less preferred route (if the more preferred routes have been
withdrawn). On the other hand, following a network recov-
ery event, better (more preferred) routes become available
at a router and are announced to its neighbors. Examples of
network failure events include link failure, router failure,
and policy-related route withdrawal. Link and router re-
coveries, as well as policy-related route re-announcements
are instances of network recovery events.

BGP events are triggered by network events, or recur-
sively by other BGP events announced by BGP update
messages. Intuitively, BGP events are simple messages
(announcements or withdrawals) being generated (or prop-
agated). We will abstractly denote a BGP event as ) , which
can be either a route announcement or a route withdrawal.
In the former case, we abuse notation and also use ) to
refer to the actual path contained in the announcement.

2.1.1 BGP Path Exploration, Route Flap, and Persis-
tent Route Flap

By virtue of the path vector nature of BGP, a router could
potentially learn a large number of paths to a destination
from its neighbors. Let us consider an event that causes
the destination to become disconnected from the rest of the
Internet. The exact location of the event (or the nature of
the event) is not carried in the BGP events that are trig-
gered. Consequently, when routers receive a withdrawal,
they simply switch to a path with a lower preference —
which is in turn announced to their neighbors. However,
since there is really no valid path to the destination, each of
these less preferred paths is withdrawn eventually, and the
cycle continues until all of the paths are withdrawn from
the system. This phenomenon can be termed BGP path
exploration, and is an inherent artifact of all path vector
protocols4.

Given the potentially large number of transient BGP up-
dates generated by a node during path exploration, it is pos-
sible that one of its neighbors may decide that the routes
being announced by the node are not stable. In the next
subsection, we demonstrate the interaction between path
exploration and RFD.

3We could take the stand that such policy based changes are initiated
by some physical event.

4In this, we are deviating from the common practice of terming any
sequence of path changes as path explorations, irrespective of the under-
lying cause.



A route flap could be defined as the BGP event sequence
that is associated with a network failure event and a corre-
sponding network recovery event (occurring soon after).
Let * denote a route flap and +,*.-0/1+ the number of oc-
currences of the route flap during a given time interval
/ . Let 2 be a configurable constant parameter. Then if
+,*3-4/1+�562 , we say that * is a persistent route flap.

2.1.2 BGP Route Flap Damping and its Interaction
with BGP Path Explorations

Persistent route flaps increase Internet routing traffic and
degrade Internet performance. The objective of BGP Route
Flap Damping (RFD) is to suppress the usage and spread
of such persistently flapping routes without affecting the
convergence time of relatively stable routes [12]. As men-
tioned earlier, RFD is a penalty-based scheme. For every
neighbor, node 	 maintains a penalty counter for each net-
work prefix, which is increased by a preset penaly when-
ever a BGP update is received from the neighbor (regard-
ing the network prefix). When the counter exceeds a pre-
defined suppression threshold, all the related routes from
the neighbor (routes to the particular destination prefix an-
nounced by this neighrbor) are excluded from the BGP
path selection process, or to put it in another way, they
are suppressed. The penalty counter decays exponentially
over time, and when it is below a reuse threshold the corre-
sponding routes can participate in the BGP path selection
process again. The penalty counter decays as follows: Let718 �:9 denote the penalty counter at time � , then for �<;#5=�

718 � ; 9?> 718 �:9��%@#ACBEDGFH@�DGIKJ (1)

where L is a system parameter, which is normally con-
figured through a Half-life parameter M by the equation
� @NA�O >0PRQTS .

Even though RFD is effective in damping persistent
route flaps, it was recently shown that RFD may suppress
a relatively stable route for a long time. To understand this
better, in the following description we present a real se-
quence of BGP advertisements that demonstrate the prob-
lem. The advertisements shown in Table 1 are for a single
prefix 198.133.206.0/24 on January 19, 2003. This pre-
fix was selected because it is used by the BGP Beacons
project, where a set of prefixes are announced and with-
drawn at well defined intervals[10]. The BGP updates were
collected at the University of Minnesota network. The first
column of the table is the time at which the BGP mes-
sage was received at the observation host5. In the sec-
ond column, a path indicates that the advertisement was
an announcement, whereas the absence of a path indicates
a withdrawal advertisement. The third column represents
the value of the penalty counter at the time the advertise-
ment was received, while the fourth column represents the
value after the advertisement has been processed (and the
penalty U added). In order to compute the penalties, we
use the default Cisco RFD parameters (see Table 2). Thus,

5For simplicity, we can assume that this prefix was never seen before,
so we can justify VXWZYH[]\4^ .

the first three advertisements incur a penalty of 500 each
(since they correspond to updates), while the last one in-
curs a penalty of 1000.

Notice that at time 13:03:48, the penalty value is greater
than the suppression threshold, which causes the prefix to
be suppressed. If we can extrapolate a little and replace the
prefix by a normal prefix that for some reason failed and
then came back on soon after, we would see an announce-
ment for this a little while after the last withdrawal. In this
case, since the penalty value is greater than the suppression
threshold, this announcement will be ignored even though
it corresponds to a valid repair event, and will not be con-
sidered until the penalty value decays to a value below the
re-use threshold, which takes approximately 25 minutes in
this example!

Table 1: Interaction between RFD and BGP path explo-
ration

Time Path _ B`DGI _ B`DGICacb13:00:33 217 57 3908 1 3130 3927 0 500
13:01:00 217 57 1 2914 3130 3927 489.710 989.710
13:01:28 217 57 3908 3356 2914 3130 3927 968.596 1468.596
13:03:48 - 1318.486 2318.486

Table 2: Default Cisco RFD configuration values
Parameter Value
Withdrawal penalty 1000
Attributes change penalty 500
Suppression threshold 2000
Half-life (min) 15
Reuse threshold 750
Max suppress time (min) 60

2.2 Selective Route Flap Damping
As discussed above, the current BGP Route Flap Damp-

ing algorithm may incorrectly delay the convergence of
relatively stable routes. To fundamentally address this is-
sue, we need to identify the essential distinction(s) be-
tween BGP path exploration and route flaps, upon which
we can base algorithms that can correctly suppress persis-
tently flapping routes while being insensitive to BGP up-
dates during BGP path exploration. Selective Route Flap
Damping (SRFD) is perhaps the first attempt in this direc-
tion [8]. SRFD is based on the simple observation that
during a BGP path exploration, the route with the highest
preference among the current available routes is chosen as
the best route. Therefore, the preferences of the announced
best routes during BGP path exploration should be mono-
tonic. It is important to note that we are referring to the
preference at the neighbor.

Based on this assumption, SRFD treats a sequence of
routes with alternating relative preference as an indication
of a route-flap. Relative preference of routes at a neigh-
bor is defined as the comparative value of two consecutive
route announcements6. See [8] for more details on SRFD.

6In case announcements are interleaved with withdrawals, relative
preference is not well defined. In this case, SRFD looks for interleaved
advertisements with the same relative preference as an indicator of a route
flap.
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Figure 4: Route updates

Table 3: BGP updates with non-monotonic preference changes.
Stage Routing tables New messages Preference
0 1(*0d, 30d, 56780d) 3(*0d, 10d, 40d) 4(*0d, 20d, 30d) 2(*0d, 40d) - (steady state)

edge (0,d) is down 0 d3� 1, 2, 3, 4, 8 � W
1 1(-, *30d, 56780d) 3(-, *10d, 40d) 4(-, *20d, 30d) 2(-, *40d) 1 d3� x,3 � [130d], 3 d3� 1, 4 � [310d], 4 d1� 2, 3 � [420d], 2 d3� 4 � W e
2 1(-, -, *56780d) 3(-, -, *420d) 4(-,-,*310d) 2(-,-) 1 d3� x � [156780d], 3 d3� 1,4 � [3420d], 4 d3� 3 � W e
3 1(-, *3420d, 56780d) 3(-,-,-) 4(-,-,-) 2(-,-) 1 d3� x � [13420d], 3 d3� 1 � W f
4 1(-,-,*56780d) 3(-,-,-) 4(-,-,-) 2(-,-) 1 d3� x � [156780d] e

However, the assumption about monotonic relative prefer-
ence made by SRFD is inaccurate. Note that when a cur-
rent best route is withdrawn, a BGP speaker selects a new
best route from the set of currently available alternative
paths. However, because of topological dependencies and
delays in BGP message processing and propagation, the set
of currently available alternative paths at the router can be
different at different times. Therefore, routes with alternate
relative preferences may be announced by the router to its
neighbors during BGP path exploration if it turns out that
a “better path” than the one currently chosen happens to
become available (during path exploration).

To have a more intuitive appreciation of the dynamic
complexity during BGP path exploration, below we present
a simple example to demonstrate that a node may an-
nounce routes with alternate relative preferences during
BGP path exploration. For simplicity, we adopt the fol-
lowing discrete-time synchronized BGP model. In each
discrete-time stage, a node processes all the pending an-
nouncement messages received in the last stage. After pro-
cessing these messages, the node may update its neigh-
bors accordingly. If the best route to a destination prefix
is changed, the node sends the new best route to its neigh-
bors. If the network prefix becomes unreachable, a BGP
withdrawal message is sent. After all the nodes finish this
processing, the system advances to the next stage. Note
that, in each stage at most one update message (either an
announcement or a withdrawal) is sent from a node to each
of its neighbors.

Figure 1 presents a simple AS-level network topology;
we refer to it as the fork network. The numbers or let-
ters in the figure denote the id of the corresponding nodes.
For simplicity, we only consider one destination node �
and all the routes are given with respected to this node.
We assume that node S prefers the routes announced by
node g over those by node h . All other nodes do not have
such a local preference differentiation. Assume initially
that node P announces a route to all of its neighbors, and

this information is propagated in the network. After all the
nodes enter a steady state regarding the route to node � ,
edge

8 PRJi�'9 is down. Table 3 presents the subsequent BGP
updates sent from node h to node j , in a format similar
to [8]. The table has four columns. The column marked
with Stage records the stage indexes. The Routing Table
column presents the routes known by the nodes (for clarity
the table only shows the routing tables for nodes h , k , l ,
and m ). As an example h 8�n P%�oJil�P��]JiS�g'pCq�P���9 indicates that
node h has three routes to node � by going through node
P , l , and S , respectively; the route marked with an asterisk
( P�� in this example) is the best route chosen by the node. A
dash sign indicates an invalid route. The third column, New
messages, provides the new messages (announcements of a
new route, or withdrawals) generated by the nodes. These
messages are processed in the next step. New messages are
given in the following format: 	?rtsvuCw�J�u"x%JyQ"QyQzJ�u�{'|'} ~]&'�:�R� ,
where 	 is the originator of the message, uCw to u�{ are 	 ’s
neighbors to which node 	 advertises the new route ~�&'�:� ;
if } ~]&'�:�R�c>�� , the announcement is a path withdrawal.
To simplify the description of the example, we assume the
(processing and propagation) delay on the path from node
q to S through nodes p and g is sufficiently large, so that
node S has not withdrawn the route to node � at the last
stage in the table. The last column gives the changes in the
preferences of the routes announced by node h to node � ,
where � indicates an increase in route preference, whereas�

a decrease. From the table, we see that routes with al-
ternate preferences can indeed be announced during path
exploration.

3 Characterizing BGP Path Exploration and
Route Flap

In this section we present a simple yet unique charac-
teristic of BGP path exploration. Based on this provable
property of path exploration, we can correctly distinguish
BGP path exploration from route flaps. This forms the ba-
sis for the next section, where we design a correct BGP



route flap damping algorithm.
Before we present the main result of this section, let’s

examine the example in Section 2.2 more closely. With-
out loss of generality, let’s assume that at stage S , node h
withdraws the route }`h�SCg'pCq�P%�C� from node j , and at stage g ,
node h re-advertises the route }`h�P���� (assuming edge

8 PoJ<��9
comes back sometime before stage g ). Figure 4 presents
the route updates sent to node j from node h , as well as
the preferences of the routes at node h . Note that in the
figure, the absolute value of the preference of a route is
not important, we are more interested in the relative prefer-
ence of two routes, as indicated by the arrows in the figure.
A downward arrow indicates a decrease in the preference,
while an upward arrow indicates an increase in the prefer-
ence. From the figure, we see that during the BGP failure
path exploration (before stage 6), route }Eh�S�g'pCq�P���� is adver-
tised by node h twice at stage k and m , respectively. On the
other hand, routes }`h�l�P%�C� and }`h�lCm'k�P���� are only advertised
once. As soon as they are (implicitly) withdrawn, node
h would not announce them again during the course of the
path exploration. We note that route }Eh�SCg�p�q%P���� differs from
routes }`h�l�P%�C� and }Eh"lCm�kCP%�C� in that route }Eh�S�g'pCq�P���� has the
lowest preference compared to its prior and succeeding
routes (ignoring withdrawals for this matter), while routes
}Eh"l%P���� and }Eh"l�m'kCP%�C� do not. Put in another way, during
the course of BGP (failure) path exploration, once a route
with a higher preference is replaced by a route with a lower
preference, the route with a higher preference will not be
advertised by the node again. Therefore, the neighbors of
the node would only see the routes with higher preferences
once in a BGP path exploration. On the other hand, in a
route flap, a route with a higher preference may be seen by
the neighbors twice. This observation could be used to dis-
tinguish a BGP path exploration from a route flap. We first
state this observation as a formal proposition and present
a proof. For ease of exposition, we will use ��� denote the
preference of a route � , and ���<�=�����:� to indicate that
route � w has a lower preference compared with route � x .
To further simplify things, we assume that a BGP explicit
withdrawal has the lowest preference, that is, �?����� � ,
for any route � .
Proposition 1 Consider a node 	 and let node u be a
neighbor of node 	 . Let � denote a sequence of BGP events
sent by node u to node 	 . Without loss of generality, let
��>�)#wz)�x�)]�XQyQyQK)�� , where )]� is a BGP event, which can
be either a BGP route announcement or an explicit with-
drawal, for (�>�h�JikRJ<loJyQyQ"QKJ:� . If � is a path exploration
(PE), � must not contain the following BGP event pattern:
�������'��������� and )�� is a repeated BGP route announce-
ment. More formally,

� is PE � � 8 � �¡JK¢¤£oh¥���§¦��¨Jy¦©¢ª�=��«=h�¬
�������'��������� & )��>)N{C9

(2)

Proof: We prove this proposition by contradiction. As-
sume that for some � and ¢ , the BGP event pattern in-

deed occurs, i.e., �¨�����'�®�¯����� and )��°>±)�{ . Let
¢²; be the largest of such ¢ ’s, i.e., ) �´³>µ) � for (=>
¢²;¨¶·h�JK¢²;¸¶¹kRJyQyQ"QzJ:�t«¹h . Let � { FGº � be the route as-
sociated with (carried in) ) { F and ) � . We focus on the
(sub)sequence )N{ F )N{ F a wz)N{ F a xXQyQyQK)�� . We consider two
cases.

CASE 1: � is a BGP failure path exploration. First let’s
assume that there is no BGP withdrawal in the sequence.
Let ( be the smallest index between ¢o; and ��«»h , such
that ����¼½�®����� . Given that �������'�¾�®�¸��� , such a route
)]� always exists. Now let’s consider the time � when node
u announces route )�� to node 	 . It is easy to see that at
time � , ��{ F º � must not be available at node u . Otherwise,
node u would rather announce ��{ F º � to node 	 instead of
)]� . The fact that ��{ F º � is not available at node u at time
� (but available at node u at an earlier time, note )�{ F ) can
be caused by a local network event at node u or a network
event at a downstream node between node u and the des-
tination network along the route � { F º � . Without loss of
generality, let’s assume the network event occurs at node¿

between the destination network and node u along the
route ��{ F º � . Let �:; denote the time when the network event
happens at node

¿
, where �<;À¦§� . This is also the time

when node
¿

withdraws the route ��{ F º � from the upstream
nodes. Notice that route ��{ F º � becomes available again at
node u at a time �:; ;ÂÁ¹� (note )�� ), then node

¿
must re-

announce the route at a time between
8 �<;HJ<��; ;E� . Therefore we

know that the failure associated with the network event at
node

¿
must have been recovered at the time. Given that a

network failure and recovery event pair is associated with
the sequence ) { F ) { F a w ) { F a x QyQyQK) � , we know that � can-
not just be part of a path exploration. Therefore, we reach
a contradiction.

Now let’s consider the situation where at least
one BGP withdrawal is contained in the sequence
) { F ) { F a w ) { F a x Q"QyQi) � , and let ) � be the first withdrawal
following ) { F . Consider two cases: First assume at least
one of the routes ) { F a w Ji) { F a x JyQyQ"QzJi) � @ w has a lower pref-
erence compared to � { F º � . Then following the same ar-
gument as above, we can show that a network failure
and recovery event pair is associated with the sequence
)N{ F )�{ F a wz)N{ F a x¨Q"QyQi)�� , and again we reach a contradiction.
Now assume all the routes )#{ F a wCJi)N{ F a x�JyQyQ"QyJK)o� @ w have a
higher preference compared to ��{ F º � . Let � denote the time
when the withdrawal )�� is sent from node u to node 	 .
Given a withdrawal is sent at time � from node u , we know
that route ��{ F º � is not available at node u . By noting that
route ��{ FGº � is later announced to node 	 by node u ( )#� )
and following the same argument as above, we see that a
network failure and recovery event pair is associated with
the sequence ) { F ) { F a w ) { F a x QyQ"Qi) � , and � cannot just be
part of a path exploration. We reach a contradiction again.

CASE 2: � is a BGP recovery path exploration. First
let’s assume that there is no BGP withdrawal in the se-
quence. Let ( be the smallest index between ¢o; and �Ã«Äh
such that � � ¼¥��� � � . Given that � � ���'�
��� � � , such a
route )]� always exists. Now let’s consider the time � when
node u announces route )�� to node 	 . It is easy to see that



at time � , ��{ F º � must not be available at node u . Otherwise,
node u would rather announce ��{ F º � to node 	 instead of
) � . Put in another way, at time � , route � { F º � is replaced
by some less preferred routes at node u . However, during a
BGP recovery path exploration, once a route is present at a
node, it can only be replaced by a route with an increased
preference. We reach a contradiction. The situation where
at least one BGP withdrawal is contained in the sequence
)N{ F )N{ F a wy)N{ F a x¨Q"QyQi)�� can be proved in a similar manner,
i.e., leading to a contradiction. We omit it here.

Combining the above two cases, we have

� is PE � � 8Å� �¡JK¢4£Rh����Æ¦��¨J"hÇ¦©¢¤����«=h�¬
� � ���'���Ä� � � & ) � >) { 9

(3)

It is worth noting that the condition � � �¨�'�È�¯� � � is
crucial. In both BGP path explorations and route flaps,
the same route can be advertised repeatedly by a node to
its neighbor (See Figure 4 where route }`h�SCg�p�q�P%�C� is an-
nounced twice during the BGP path exploration). How-
ever, during the course of a BGP path exploration, the re-
peated route must have a lower preference compared to the
adjacent routes announced.

Proposition 1 provides an essential property of the BGP
event sequence of a BGP path exploration. To facilitate its
usage, below we present its contrapositive as a corollary.
Using the same notation as in Proposition 1, we have

Corollary 2
8Å� �¡JK¢
£Rh¥�6�§¦=�¨Jyh�¦©¢
�6�·«=h�¬

� � ���'���=� � � & ) � >) { 9vJ�� � 8 � is PE 9
(4)

We assume that for a given sequence of BGP events � ,
if it is not a BGP path exploration, it must contain at least
one route flap. Therefore, Corollary 2 provides us with a
way to identify a route flap. Based on Corollary 2, Figure 5
presents a simple algorithm to determine if a given BGP
event sequence contains a route flap. Essentially, if a BGP
sequence contains a repeated route with ��É>®h , the algo-
rithm claims the existence of a route flap. Otherwise, it is
a sequence of BGP updates during BGP path exploration.
In the next section, we will present a new BGP route flap
damping algorithm using this corollary. We will see how
route flaps can be detected online without mistaking BGP
updates during path exploration as route flaps.

4 ÊÌËÎÍ©Ï : A New BGP Route Flap Damping
Algorithm

In this section we design a new BGP route flap damp-
ing algorithm called RFD+ to damp persistent route flaps
based on Proposition 1. It is able to correctly distinguish
BGP path explorations from BGP route flaps, and only
suppresses persistent route flaps. RFD+ has two compo-
nents. The first one is a mechanism to identify route flaps

0. Input: ÐcÑ �C�����K��ÒoÓ�Ó�ÓÅ��Ô ;
1. Output: Type of the sequence;
2. for ( {?ÕÄxKÖ�{Ø×Ù�%Ö�{ aca )
3. if ( Ú%ÛvÜ �'�ØÝ Ú%ÛvÜ )
4. for ( �%ÕÞwiÖ � Ý {yÖÅ� a3a )
5. if ( ��¼ Ñ � Ü )
6. return ( Ð contains route flap)
7. return ( Ð is a BGP path exploration)

Figure 5: Classification of BGP event sequences.

(based on Proposition 1), and the second one is a suppress-
ing mechanism to determine when a route should be sup-
pressed. For the second component, we present a window-
based counting scheme to suppress persistent route flaps.
However, it should be emphasized that exact nature of the
suppressing mechanism is not important. What is critical
is the correctness of the scheme to identify route flaps.
Indeed, other suppressing schemes, such as using fixed
timers (suppress for a fixed time), the penalty-based expo-
nentially decaying scheme used in the current BGP Route
Flap Damping algorithm [12] can as well be employed in
RFD+, since this does not affect how route flaps are de-
tected, but merely specify what is to be done, once they are
detected. For simplicity, all the following discussions are
made with respect to a destination network � .

First, let’s define some notation. Node 	 classifies a
neighbor u into two states: suppressed or eligible. If neigh-
bor u is suppressed (or simply

8 u%J<��9 is suppressed), routes
announced from u are excluded from the BGP route de-
cision process. Routes from neighbor u can participate in
the BGP route decision process at node 	 only if node u is
eligible (or simply

8 u%J<��9 is eligible). All the neighbors of
node 	 are initially considered eligible.
4.1 Relative Preference Community Attribute

Note that in Corollary 2, it is required that when node
	 receives a new route from neighbor u , it must know the
relative preference of the new route compared to the pre-
vious route at node u . For this purpose, we introduce a
new Community Attribute called Relative Preference (RP)
(similar to SRFD [8]). When node u advertises a route to
its neighbor 	 , it inserts the RP community attribute in the
update message. This RP attribute indicates the relative
preference of the new route compared to the previous one
at node u . RP is an one-bit community attribute. It is set
to h if the new route has a higher preference. Otherwise
��Ã>�P . If the RP attribute is absent in the update mes-
sage, the receiving node will take the default value of RP,
which is P .
4.2 Route Flap Identification

Let ¥ßà denote a data structure for maintaining the routes
announced from node u . For ease of later discussions, let
�á-� ßà denote the fact that � is in the data structure, and
�1râ¥ßà the insertion of route � into cßà (note that the real
insertion only occurs if �!ã-! ßà ).

Now consider that the current best route announced by
node u is replaced by a new route � . If �äã-å ßà , then
�
ræ ßà . Otherwise, if �Ì-� ßà and the carried ��Ã>äh ,



node 	 knows that a route with an increased preference is
repeated. Based on Corollary 2, node 	 knows that a route
flap has occurred. At this time, all the routes in  ßà are
cleared, i.e.,  ßà >ç , for the following reasons: First, note
that all the routes in  ßà will be repeated in the next course
of the route flap. If node 	 does not remove the routes
in  ßà , the repetitions of all the routes may be counted as
route flaps, which is not correct. Second, the first repeated
route with ��®>®h may not be the most preferred route at
node u . A less preferred route may first appear at node u
in the corresponding BGP recovery path exploration, and
then later it could be replaced by more preferred routes.
Node 	 will over-count the route flaps if the other (more
preferred) routes are not removed.
4.3 Persistent Route Flaps Suppression

We use a window-based counting scheme to identify
persistent route flaps. Let / denote a configurable time
interval (window). Let 2 and è be two configurable con-
stants, where èå¦é2 . We refer to them as suppression
threshold and reuse threshold, respectively. We will see
their usages shortly. To track the number of route flaps,
node 	 maintains a counter ê ßà for each neighbor u . At the
beginning of each time window / , ê ßà is set to P . When-
ever a route flap from neighbor u is identified by node 	 , ê ßà
is advanced by one. At the end of each time window, ê ßà
contains the number of route flaps that occurred in the last
time window.

We could immediately suppress the routes announced
by neighbor u if ê ßà 5¹2 . However, a more graceful way
would be to rely on the long-term trend of route flapping
dynamics instead of what happens in one time window. Letë ßà denote the average number of route flaps in the cur-
rent window and previous windows.

ë ßà is computed using
exponential-weighted moving average (EWMA), i.e.,

ë ßà3ì�í ë ßà ¶ 8 hî« í 9�ê ßà J
where í is a configurable parameter used to control the
contribution of the route flaps history to the calculation ofë ßà . ë ßà is initialized to P when the system first starts. At the
end of each time interval,

ë ßà is re-computed. If
ë ßà 5®2 ,

the related routes are suppressed. On the other hand, ifë ßà �=è , the related routes become eligible again.
Figure 6 summarizes the RFD+ algorithm. The fol-

lowing remarks present some important properties of the
RFD+ algorithm. For a detailed discussion on these prop-
erties, please refer to [2].

Remark 1 RFD+ distinguishes route flaps from BGP path
explorations, and any BGP events of a BGP path explo-
ration will not be wrongly taken as route flaps.

Remark 2 RFD+ can suppress all the persistent route
flaps.

Remark 3 RFD+ will not mistake occational route flaps
as persistent route flaps. Therefore, RFD+ will not sup-
press relatively stable routes.

0.
à

: neighbor of node ï ; ß : destination;
1. Upon receiving an route � from

à
:

2. if ( �îðñÂò�óô )
3. � d ò�óô ;
4. else if ( � ñÂò�óô and

ò ÚªÑ w )
5. /* a route flap is identified */
6. õ óö aca ;
7.

ò�óôXÕÄ÷ ;
8. At the end of each time window ø :
9. ù óô Õ©ú ù óô aÀB w @ ú I õ óô ;
10. õ óô Õ=û ;
11. if ( ù óôýü1þ and (j,d) is eligible)
12. suppressing (j,d);
13. else if ( ù óô Ý1ÿ and (j,d) is suppressed)
14. (j,d) Õ eligible;

Figure 6: Pseudo code of RFD+.
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Figure 7: Comparison of SRFD and RFD+.

5 Simulation Studies

In this section we conduct simulation studies to com-
pare the performance difference between SRFD and
RFD+. For each simulation we schedule a single link fail-
ure at a certain time and a corresponding recovery at a
later time, i.e., a single route flap. We compare the num-
ber of route flaps claimed by both SRFD and RFD+ from
the same observation point. The discrepancy between the
number of real route flaps occurred in a network and the
number of route flaps claimed by a route flap damping
algorithm reflects to what degree the damping algorithm
mistakes BGP route updates in a BGP path exploration as
route flaps. Therefore, it is a good performance indicator
of route flap damping schemes in terms of correctly iden-
tifying route flaps.

We first describe the network configurations in the sim-
ulations. Three different network topologies are used.
They are the fork network (Figure 1), the clique(5) network
(Figure 2), and a network topology created by a random
network generator, which we refer to as the random net-
work. In all the simulations, we focus on the BGP update
messages regarding a single network destination (node �
in Figures 1 and 2) at a single observation node (node j
in Figures 1 and 2). For the third topology, the destina-



tion and observation nodes are connected to different ran-
domly selected routers in the random network. The result-
ing topology is kept consistent when studying both SRFD
and RFD+.

In the fork network, all the edges have a propagation de-
lay of h second except edge

8 qRJiP%9 , which has a propagation
delay of l seconds. This is to make the propagation time
of BGP messages on path (5, 6, 7, 8, 0) sufficiently greater
than those on other paths. (As noted in [6], the propagation
delays of most BGP messages between two peers (neigh-
bors) on the Internet are within several seconds.) Similarly,
in the clique(5) network, all the edges have a propagation
delay of h second except edge

8 loJiS�9 , which has a propaga-
tion delay of l seconds.

There are a total of 24 routers in the random network
(including the destination and observation nodes). As men-
tioned above, both the destination and observation nodes
have a degree of h (because they are attached later). All
other routers have a degree between m and g (inclusive).
All the edges have a propagation delay of h second.

The edge experiencing a single failure and recovery is
the edge between the destination node and its neighbor
(edge

8 PoJ<��9 in the fork network and edge
8 h�J<��9 in the

clique(5) network).
Figure 7 presents the number of route flaps claimed by

both SRFD and RFD+ as a function of minRouteAdvertise-
mentInterval (MRAI). From the figure we see that RFD+
can always correctly identify the single route flap, indepen-
dent of the value of MRAI. On the other hand, for SRFD
to detect the route flap correctly without over-counting,
the MRAI value needs to be sufficiently large. When the
MRAI value is small, SRFD mistakes some BGP route up-
dates during path exploration as route flaps. That is, SRFD
cannot independently and correctly detect the number of
real route flaps. More specifically, consider the simula-
tions with the clique(5) network. We can see that when the
MRAI value drops to l seconds, SRFD claims there are
l route flaps, and when the MRAI value further drops to
k seconds or smaller, m route flaps are claimed by SRFD,
even though there is only a single link failure and recovery
in the network. Similar behavior is observed on the fork
and random networks with the SRFD damping algorithm.
However, it is important to note that, as demonstrated by
the simulation results with the random network, the inter-
action between SRFD and MRAI can be rather complex.
The number of route flaps claimed by SRFD does not nec-
essarily decrease when the MRAI value is increased, even
though it holds as a macroscopic trend. The number of
route flaps claimed by SRFD depends on both the value of
MRAI (which will in general reduce the number of BGP
updates, see also [3]) and the ensuing BGP route update
announcement pattern.

As shown by Griffin and Premore [3], for each network,
there exists an optimal value of MRAI to minimize the
BGP routing convergence time. However, there are no gen-
eral rules to derive the optimal MRAI value and it varies
from one network to another. Moreover, it is not clear if
the optimal MRAI value is large enough for SRFD to cor-

rectly detect the number of route flaps. Currently, the de-
fault value of MRAI used by Internet routers is l�P seconds
(which is somewhat arbitrarily chosen). However, even
with �»Ç��$1>©l%P seconds, SRFD may not be able to cor-
rectly detect the number of route flaps, as demonstrated by
the following simulation conducted on the fork-clique(4)
network (Figure 3). In this simulation, all the edges in the
network have a propagation delay of h second. Again, the
edge

8 PRJi�'9 fails and recovers once, i.e., there is only one
route flap in the network. However, at node j SRFD claims
there are k route flaps. On the other hand, RFD+ correctly
detects that there is only one route flap.

6 Conclusion and Future Work
In this paper we studied the properties of BGP path ex-

ploration and what distinguishes it from actual route flaps.
We developed a characteristic “signature” of a route flap
that could be checked against received updates. Based on
this, we developed a new BGP route flap damping algo-
rithm, RFD+, which correctly identifies route flaps while
ignoring updates corresponding to path exploration. Thus,
relatively stable routes will not be suppressed, which was a
problem in the original RFD algorithm as well as in SRFD.
We also briefly discussed a simpler, localized route flap
damping scheme. In the future we plan to analyze the BGP
updates collected at different BGP route servers in order to
understand the prevalence of route flaps and also to evalu-
ate the performance of RFD+ in the real Internet.
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