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Interdiction Models and Homeland Security
Risks

Paul J. Maliszewski

Abstract

Homeland security risks remain eminent. As the risks associated with terrorist attacks and
other disasters endure, questions addressing the problems associated with homeland security risks
will continue to attract attention in the foreseeable future. Among the manageable problems
concerning disaster preparedness and mitigation include the protection of critical infrastructures.
Notwithstanding the growth in research and development of techniques and strategies for
effectively managing critical infrastructure problems, issues have been left unaccounted for
including the provision of open intelligence to adversaries. This letter provides a critical view of
research on infrastructure vulnerability and analysis. Specifically, it warns of the potentially
counter-productive nature of publishing interdiction models—methods for identifying the most
vital assets within infrastructure systems—in which adversaries have the potential to adopt and
apply interdiction models to maximize their own objectives of destruction. This letter calls for an
incorporation of overlooked costs into the analysis of the effectiveness of techniques designed to
identify and allocate fortification resources to assets within critical infrastructure systems.
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Homeland security risks remain prominent. As the risks associated with
terrorist attacks and other disasters persist, questions about the problems associated
with homeland security risks will continue to attract attention in the foreseeable
future. Among the manageable problems concerning disaster preparedness and
mitigation is the protection of critical infrastructures. Despite the growth in
research into and development of techniques and strategies to effectively protect
critical infrastructure, problems remain—notably, the availability of open
intelligence to adversaries. Taking a critical view of the research on infrastructure
vulnerability and analysis, this article warns of the potentially counterproductive
nature of publishing interdiction models—methods for identifying the most vital
assets within infrastructure systems—as publication facilitates the adoption of
these models by adversaries, who could then use them to accomplish their own
objectives of destruction. This article also calls for the incorporation of overlooked
costs into any analysis of the effectiveness of techniques designed to identify and
allocate fortification resources to assets within critical infrastructure systems.

Although major threats to the continuity of critical infrastructure systems
include both natural disasters and human-induced attacks, much of research into
the protection of critical infrastructure has been directed toward the presumed
scope of the latter. Indeed, the field of critical infrastructure protection has
witnessed an explosion of research in the wake of 21st-century terrorist attacks.
Critical infrastructure protection initiatives were borne out of homeland defense
programs throughout Western countries as a result of losses sustained in those
attacks and the actual vulnerability of or perceived threats against important assets
that remain. Subsequently, a considerable amount of research has been published
that identifies and often illustrates the crucial components of real infrastructure
systems.

For example, a substantial amount of work in the field of critical
infrastructure protection has sought to identify which infrastructures are deemed
critical for society to function properly (see White House, 2003; Church et al.,
2004; Amin, 2005; Sternberg and Lee, 2006; Garb et al., 2007; Greenberg et al.,
2007) and which components within infrastructure systems are the most
vulnerable (see Grubesic and Murray, 2006; Taylor et al., 2006; Murray et al.,
2007; Nagurney and Qiang, 2008; Matisziw and Murray, 2009). Researchers have
also developed strategies for the protection of critical infrastructures or critical
assets within infrastructure systems (see Salmerén et al., 2004; Brown et al., 2006;
Qiao et al., 2007; Church and Scaparra, 2007; Scaparra and Church, 2008;
Maliszewski and Horner, 2010). Most of this research involves allocating
resources to critical assets. The decision of where to allocate fortification
resources requires that the properties and locations of critical assets be empirically
identified—information that, when publicized, is habitually accompanied by
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figures and tables replete with replete with an intelligent analysis of the data
presented.

Terrorist plans are rational. Although terrorists’ behaviors are seemingly
irrational per se, adversaries plan their attacks to maximize the amount of damage
and destruction they inflict for political ends. Thus, despite ample efforts to
identify critical infrastructure vulnerabilities and develop techniques to protect
critical assets, security risks are indeed inherent in the public knowledge available
to terrorists about what is critical, what is vulnerable, and where critical and
vulnerable assets are located.

Clearly, improvement in the security of existing infrastructure systems
requires the answers to the following questions:

What is a critical asset within an infrastructure system?

How do we identify critical assets within infrastructure systems?

How can we protect critical infrastructures or important assets within them?
What is the best way to allocate constrained fortification resources for
protecting these assets or infrastructures?

P

These questions are central to research on the topic of critical infrastructure
protection. However, answering these questions may result in the development of
methods for identifying critical assets that ironically may lead to the undoing of
these same assets, should terrorists be able to acquire and adopt these methods
and thus identify our critical assets for their own malicious purposes.

A key component in assessing the effectiveness of critical infrastructure
protection techniques includes cost-benefit analyses of the implementations of
protection strategies. Many of the benefits and costs of protecting infrastructure
systems—such as reduced damage and thwarted attacks on the one hand, and the
finances involved in deploying security resources on the other hand—are
straightforward and measurable. However, there may be hidden costs associated
with academic research involving the identification of critical infrastructures and
their crucial components, a task that is necessary for the allocation of fortification
resources. When the domain of identifying vulnerabilities within infrastructure
systems is published and the information becomes accessible to adversaries, the
potential costs of identifying critical assets for their protection increases as the
direct threats to them increase. In other words, it is not the identification of critical
assets or vulnerabilities per se that poses a threat; rather, it is the subsequent
publication of the findings, which may inadvertently provide terrorists with
intelligence about them. This problem is exacerbated by the globalization of
telecommunications networks in which the rapid growth of the Internet renders
knowledge transparent to anyone with access to the World Wide Web. And when
vulnerable assets are identified and the information is subsequently published
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while the actual fortification of such assets are neglected, such assets will be that
much more vulnerable.

Clearly, there are potential costs and benefits of publicly identifying
critical assets and crucial components within infrastructure systems. If protecting
an asset exceeds the cost of losing it, it is not beneficial to protect it. Therefore,
understanding both the costs and benefits of protecting and losing critical assets is
important in assessing the effectiveness of critical infrastructure protection
directives. Benefits result from hardening and securing critical assets and crucial
components. However, the publication of vulnerable assets potentially increases
their vulnerability—a problem that critical infrastructure protection studies have
generally ignored. Furthermore, if publicized protection strategies are not actually
implemented, the potential costs increase even more.

Overall, this viewpoint has identified a potential hidden cost of critical
infrastructure protection research. As was addressed here, published methods
identifying critical assets or vulnerable components (which are likely or potential
targets) and the subsequent illustration of their locations and properties may add
to the costs of protecting critical infrastructures. In any case, this problem is left
for further analysis.
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