More Dependable Systems in Computing

-Autonomous Decentralized Systems-

Hirokazu Ihara

International University ofHealthand Welfare

2600- 1 Kitakane maru Ootawara Tochigi 324-0011 Japan

E mail; ihara@ iuhw.ac.jp and h-ihara@ msn.com

Abstract

Theadvent of t hecomput er control syst ems (COMTRAC) for Japanesebullet railways

( Shinkansen ) is traced as the exampleof real time lifecrit ical syst emfor these25 years.

Then thenew syst emconcept (ADC; Autonomous Decentralization concept) which has been proposed by theauthor´s group is briefly reviewed wit h social dema nds. Theconcept is widely applied to ther ecent real timecomput er syst ems for solving dependablesyst em development in Japan. Eligible exa mples of Autonomous Decentralized Syst ems for railway areshowed. Fromthehistory learnt, futuretechnical dir ect ions areindicated for dependable computing for thelifecritica l syst ems.

1 Introduction

In March of 1972 Japanes COMTRAC ( COMputer aided TRAffic Control) syst emwent into operation controlling the Shinka nsen high speed bullet train. This was oneof the earliest applications of comput er control to lifecrit ical, real-t imepublic mass transportation and earned COMTRAC a placein Japanesesocial infrastructure. In December of 1971 thefirst comput er systemt o control a subway, or Mass Rapid Transit(MRT) running on rubber tires began commer cial operation in Sapporo cit y, just onemont h befor etheOlympic Wint er Games began ther e. Theauthor was responsiblefor developing thesesyst ems.

Next mont h, in February of 1998 theOlympic Wint er Games r eturn to Japan, this timeto t he

Nagano highlands area. In thespan of theset went y-five years, as a result of inevitablesocial pull and technology push factors, wehaveseen evolut ionary changes to thestructureof real-t imecomput er syst ems.

The concepts which enabled COMTRAC grew out of theauthor´s earlier design efforts to realize real-time dependablecontrol syst ems. Fromwor k in the development of various railway traffic control syst ems, theauthor acquired a funda mental understanding of basic dependabilit y issues. My colleagues and I wer e partially ableto satisfy dependabilit y requir ements using a decentralized syst em organization along with suitableautonomous management and control funct ions. This paradigm cha nge, to an autonomous decentralization concept, will becompared to representativeconventional syst emstructures and several ot her exa mples.

2 History ofRailway Traffic Control Systems inJapan

The early 1960s´ saw therapid introduction of transistorized digital comput ers to industry.

Aut omation and syst ems engineer ing beca mekey wor ds in t hedrivet o adva ncethet echnology base.

This lead to ma ny projects aimed at therapid introduct ion of thedigital computer to real-t imecontrol of industrial processes, such as iron and st eel making, electricit y generation and distribution, chemical processing, manufacturing, and so on. Whilegr eat strides wer emade, thecomput er\’92s reliabilit y was not sufficient for themost critical applications, thoseha ving dir ect impact on public safety. In

1968, at Hitachi´s Syst emDevelopment Engineering Group, theauthor took chargeof a project having this typeof critical application. Theproject goal was to implement thefirst digital comput er traffic control syst emfor the Shinka nsen. Theproject was, certainly, on thecutting edgeof rea l-time, critical, reliablecontrol technology at thetime.

During that decade, from1968 through 1978, Theauthor was responsiblefor developing

COMTRAC and installing it as thebasis of the Shinkansen control net work. Fig. 1 shows the

Shinkansen net work now in operation throughout Japan. Thefirst leg realized was the Tokaido line bet ween Tokyo and Shin-Osaka in 1972. Thesecond leg t o become operational, theSanyo linein

1975, extended fromSin-Osa ka to Hakata on Kyushu Island. In 1983 theTohoku linewas inaugurated fromTokyo to Morioka in t henorther n part of thema in island. This linebranched off at

Takasaki toward Niigata in 1985. Subsequent ly, Shinkansen lines in northern Japan branched at

Fukushima to Ya ma gata in 1992, at Morioka to Akita last year, and at Takasaki to Nagano also last year. Nagano, as ment ioned earlier, is thesit eof theOlympic Wint er Games t o beheld in February.

Thefirst COMTRAC implementation, for theTokai linein 1972 and shown in Fig. 2, had a dual syst emredundant structure enabling it to run synchronous but otherwiseindependent programs in t wo separatecomput ers. Both comput ers calculated critical routecontrol infor mation. Specially tailored hardwarecompared this information and, in theevent of any disagreement, this comparator would cut off both outputs and activatecheck programs in thet wo comput ers. Theresults of thesecheck programs wer ecompared to patterns that had been previously stor ed in the comparator´s read only memor y. By this means, thehea lt hy comput er systemwas identified, select ed, and its output was transmitt ed as thecorrect rout econtrol comma nd. Systemoperation cont inued in this single-t hread modeat a degraded safety level whileoperator action was taken to rest oredual-t hrea d capabilit y as quickly as possible. Fig. 3 shows thenext COMTRAC systemt o beimplement ed. It was structured symmetrica lly wit h thr eecomput ers to improvet hesafet y level in theevent of a singlefailure. Two comput ers operated as beforeand, after a failureevent, a third comput er was automatically connect ed to thesurviving comput er to restoredual-t hrea d operation. Availability of safet y critical rout econtrol infor mation was restored wit hin 2.5 seconds by this mea ns, wit hin t he 3 second outager equir ement imposed by thetrain syst ems. Werefer to this syst emstructureas dual-duplex. It achieved bett er than four 9s, that is, 99.99% availabilit y for 24 hour operation wit h no unsafecomma nd output during its operational lifet ime. In addition to this rout econtrol comma nd generator, this second generation syst emincluded t wo addit ional mainfra mecomput ers(PP) in a duplex configuration for schedule planning. As mentioned earlier, this samesyst emstructurewas applied to t he Tohoku line in 1983.

Softwarefor thecontrol of certain station operations syst emwide, as well as a station controller for

Joetsu lines, was added to thesyst emt wo years later in 1985. Of course, new funct ions wer eincluded to accommodat et hechanging socio-economic dema nds placed on railwa y transportation in Japan.

TheCOMTRAC systems controlling t he Tokaido and Sanyo lines wer eupdat ed wit h new hardwarein 1988, as shown in Fig. 4. Thefront-end comput er(FEP), which is a single-t hread comput er used to communicatewit h ot her comput er systems, as well as a dual-threa d messagetransfer comput er(MAP) for passenger , wereseparately added t o themain processors(RCP) in the

COMTRAC configuration. In all, thesecomput ers wereconnect ed to 53 operator consoles by a doubleloop reliablenet work. The ent ir e Shinkansen control net work has undergonefar too many cha nges to addr ess her e. Theimportant point, though, is that it retains as its central organizational principletheCOMTRAC organization first implement ed in 1972 wit h its centralization, funda menta l programstructure, its timesharing processing. As the Shinkansen bullet train syst emexpanded, the

COMTRAC organizational principles for med thebasis of a new paradigmfor massively largerealtimecomput er control syst ems.

3 Autonomous DecentralizationConcept

3.1 Background

It is a generally accept ed principlet hat in or der for thesyst emto accomplish its objectives efficiently, its components must beint egrated in an efficient structure. As a systemgrows as largeas

COMTRAC did, it is learned that thefollowing points must begiven due:

(1) If thesyst emst ops operating, it not only affects thebusiness mana gement of the ent erpriseconcerned, it can also ha vea serious effect on societ y.

(2) Provisions for accommodat ing open-ended syst emevolution should beincluded in the syst emdesign fromt hestart. A largesyst emcannot beconstructed in a short timeand it is generally necessary for any syst emto be expanded to accommodat echanging dema nds and to incorporatenew t echnologies. Furthermor e, thesemodifications may need t o bemadewhilet he syst emis funct ioning. Accordingly, syst ems that contain provisions for such phased, online expansion aredesirable.

(3) Provisions for system ma int enanceduring operation must beprovided. Especially for onlinesyst ems, maint enanceprocedures cannot bepermitt ed t o requir esuspension of critical syst emoperations or to impact syst em-related services.

Fig. 5 illustrates theparadigmshift towards a moredecentralized and flexibleapproach. The centralized syst emstructure, which was characterized by timesharing processes and fixed prot ocols optimized for efficiency, proved unacceptably inflexible and difficult to expand. Thedistributed structure, on theot her hand, focused on first creating and standardizing int erfaces bet ween structural units, then standardizing protocols gover ning communication across thoseint erfaces.

Whileapproaching thedesired degreeof flexibilit y, this approach proved unsatisfactory with regard to ever mor esever ecritical syst emdependability r equir ements encount er ed during incr easingly high-speed online, real-time operation. By theend of the1970s´, theauthor and collea gues ha d proposed a new concept, which wecall Aut onomous Decentralization, to improveperfor mancein this regime. It was inspir ed by analogies to living organisms. Autonomous decentralized orga nizations arecharacterized by looseint eraction modes bet ween autonomous subsyst ems, thesesubsyst ems being dedicat ed to satisfying limit ed sets of local objectives and being capableof relatively unbounded growt h in order to accommodat eincreasingly sever esyst emconditions.

3.2 Analogy Bet ween Molecular Biology and Infor mation Control

Please excuseme, but for you to understand themot ivation for proceeding along t his lineof syst em development it will benecessary, at this point, to explain theview of cell growt h that weheld at thetime. As weunderstood it, it had become known that funda mental mechanisms of biological processes, including morphogenesis and physical movement, could beviewed as being expr essed by a sort of digital codeembodied wit hin thebasesequenceof deoxyribonucleic acid (DNA).

Morphogenesis is thefor mation of thestructureof an organismor part; differ entiation and growt h of tissues and orga ns during development .to beresponsible for accomplishing thefunct ions upon which cell behavior depends. Thebodies of living organisms, of course, arefor med by cell division wit h the

DNA codesurviving, to a great extent, and det er mining cellular functionalit y in succeeding generations. Weunderstood that it was immuno-reaction mechanisms, which arereactions resulting fromther ecognit ion and binding of ant igens by specific a ntibodies or by previously sensitized lymphocyt es, again embodied in theDNA codewit hin ea ch cell, that det er minehow succeeding generations of cells arediffer ent iated, identified, or inhibit ed. That is to say, weunderst ood t he product ion of antibodies to beascribableto relevant DNA infor mation. Theauthor and colleagues understood this to bethefunda mental mechanism, themechanismcent er ed on theinfor mation encoded in cellular DNA which ensures thegrowth of theindividual orga nismand preser ves the syst em. As described above, it seemed t o us that molecular biologists had det er mined that theent ire mechanismof morphogenesis and thepreser vation of orga nisms was dueto infor mation progra mmed into DNA. Many of theactions of DNA ha venot yet been clarified and some held theview t hat DNA was been programmed in advance, so to speak, to copewith unexpect ed cha nges in theenvironment.

Two points wer ecentral to us in our efforts to develop our control technology: 1) First, that infor mation was encoded in DNA, and 2) Second, that theindividual organismcould beviewed as a genepool, a simpler conceptualization tha n wehad been dea ling with up to that time. Further more, weca met o understand that infor mation in living organisms is communicat ed throughout thebody by thecentral nervous syst emas well as by various hor mona l syst ems. With regard to thenervous syst em, wesaw morphological and functional structureas organized units of neurons int erconnect ed by intricatenet works of synapses. In our view, infor mation was transmitt ed via an analogueelectrical net work wit h thesignifica nceor mea ning of data being proportional to electric pulsedensity. Thus, wesaw neurons working as transmission controllers and synapses as transmission links. Weviewed thehor monal syst emas a differ ent typeof communication syst em, onewhich could induceaction in distant parts in responset o infor mation local to particular cells. Weunderstood that hor mones are produced by specific cells, arecarried throughout thebody by theblood strea m, and areableto perfor mtheir functions by combining wit h specific recept ors on target cells. It seemed to us that processes of regeneration through reproduction of genetic infor mation in cells, resembles the operational cycles of comput er programs. Wecompared t hefunct iona lit y of operating syst ems (OS) to biological phenomena and found parallels in theway infor mation was treated, storagewas controlled, various elements of infor mation wer ededuced, input and output was handled, and theway in which features funct ioned to prot ect thesyst emas a wholeagainst ext ernal int erfer enceby removing or prevent ing intrusion.

It beca meapparent to us that theutility program, that particular part of thetypical OS, could be compared to theinst incts of living organisms. Programs, that is to say, application softwaredeveloped to makemicroprocessors execut efunct ions could beput into correspondenceto theDNA programs in thecells of living organisms. Certain types of soft waremodules arestored in unchanging Read-Only

Memor y (ROM) much as certain types of codes arestored as sequences in DNA. RandomAccess

Memor y (RAM), it seemed t o us, corresponded t o themor ediffused and volatilestoragelocations within or ganisms wher ein instinctiveand non-genetic beha vioral patterns arestored. Functions of survival and homeostasis in orga nisms corresponded, in our view, to the exception handling routines in processors, thoseroutines responsiblefor reconfiguration, statecontrol, and stabilit y point seek funct ions, all necessary to correct syst emabnor malities. To us, programportability resembled the kind of preservation activit y wesa w in thebehavior of genes in natural select ion, that naturalor artificial process that favors or induces survival and perpetuation of onekind of organismover others.

This mot ivated us to requir ehardwareto beflexibleenough to support dir ect portability or replacement of soft ware. Wema deit a funda mental principlet o per mit no hardwareto imposemore than an absolut eminimumof well-characterized restrictions on soft wareportabilit y or replacement.

This principlewas absolut efor us, becausetheOS program, as well as applications, wer ealso replaced by degr ees, as systemspecifications and requir ements evolved. This evolut ion was similar, in our view, to thewa y organisms evolved in defer encet o dominant genes. To summarizeour views concerning thecorrespondencebet ween digital microprocessors and biological syst ems, theprogram, as embodied in DNA or codest ored in semiconductor memor y, is of vital importance. It is the hardware, which is to say, theorga nization of semiconduct or or cell structure, that is temporary, like thegenepool, which supports thelogical structureof thecode.

3.3 Autonomous Decentralized Syst em

Thebasic idea of theAut onomous Decentralization Concept (ADC) was induced fromt heanalogy with biology. Living things aretheint egration of organs, which in turn arealso theint egration of cells.

Wecould consider that cells haveunifor mit y of structure, equalit y of funct ion and localit y of infor mation at theorgan level. Each cell has thesameprograms embedded in their DNA chains.

Each cell has its autonomy, which mea ns cells can liveand function by themselves, adapting to their environment. Organs or individuals aretheint egration of numer ous cells, each wit h its autonomy and living in coordination wit h thosearound them. Thesyst emas a wholelives in a stablemanner even though its metabolismis dyna mic on a micro scale, growing, aging, and so on. Even though the syst emas a wholeincludes fault y subsystems, it is quite nor mal. In other words, thecomplet ely faultless syst emexists in but oneof many per missiblesafeand fully funct ional states. This is our basic perception of syst em. Fig.6 shows ther elation among centralized, distribut ed, and decentralized syst ems. Theconventional, centralized syst emis shown herein thethird qua drant and thedistributed syst emis in t hesecond and thefourth. All of thesubsyst ems for ming autonomous decentralized syst ems, placed in thefirst quadrant, upper right, haveto satisfy autonomous controllabilit y and autonomous coordinabilit y as well as fault-toleranceand t otal system lifecyclecost perfor mance.

Aut onomous controllabilit y is defined as:

Even if any subsyst emfails, theot her subsystems can ma naget hemselves.

Aut onomous coor dinability is defined as:

Even if any subsystem fails, theother subsyst ems can coordinatetheir individual objectives among themselves.

In order to realizetheseproperties in t echnology, a means of asynchronous broadcast communication wit h function encoding and data field scheme was invent ed. Thesubsyst emgenerates infor mation, immediat ely broadcasts it wit h an assigned codewhich signals thecont ent of the infor mation to all of theot her subsystems. Any particular subsystemprocesses t hebroadcast infor mation according t o its needs. Ther eis not a special communication control process bet ween a designated sender and receiver. Thereceiver takes theinit iativein this communication process. Thus, thedatabase, which werefer to as a data field, consists virtually of distribut ed data in thesubsyst ems.

Thesubsyst ems ca n access their capturing data in their privatedata field immediat ely when t hey need themif ot her subsystems areout of or der.

4 InnovationofRailway Traffic Control Systems

ADC was first applied to railway comput er control systems. Every station and ever y train had nearly identical functions. This allowed thesyst emto becomprised of a homogeneous set of subsystems. This is why wesucceeded in applying ADC init ially to railways. Fig.7 shows the general concept applied to railway control systems. In thesyst emas shown her e, thecent er does not execut eany real-time funct ion. Rather, thecent er dispatches train diagra ms and rearranges train dispatch schedules. Local station controllers play almost all of theleading parts in real-time control.

Fig. 8 shows an early examples of traffic control syst ems for subway introduced in the1980s´. It shows that thesubsyst ems at thevarious stations havean equal status and that thesyst emhas no comma nd or supervisor y upper level. Construction was doneincrementally and thesyst emwas expanded on a yearly schedulewithout difficult y. Since then, almost all of thesubway control syst ems in Japan haveincluded t his ADC structure.

New COMTRAC systems wer ealso proposed along wit h ADC. This idea was applied to

COMTRAC for theint egrated Tohoku linea nd Joetsu linein 1995 as COSMOS. This new COSMOS

( COmputerized Safet y, Maintenanceand Operation Syst em), a version of COMTRAC, is shown in

Fig. 9 as implement ed in the S hinkansen bullet train lineas implement ed in t helineto Nagano.

Convent ional railways areanother target application of comput erized traffic control. Fig. 10 shows themain railway lines of theTokyo urban district. As operations arever y complicated, they are quit edifficult to modernize. ADC provided t hesolutions , implement ed as ATOS (Autonomous decentralized Transport Operation control Syst em. Thereare19 lines, over 300 stations, and mor e than 1200 kmof rail. Thenumber of trains controlled counts 6500 each da y. Last March theChuo line, which consists of 134 kmof track and 51 stations and shown her eby t hethick solid linebet ween

Tokyo and Kofu, was initially brought int o operation aft er great effort and much trial and error over mor etha n fiveyears. Thelines shown dott ed wer eintroduced under centralized progra mmed rout e control somet en years ago using simpletraffic processes. In contrast, anot her 18 lines using ADC, shown by lines, arenow under fabrication and will bebrought int o operation year by year. TheATOS syst emstructurehas a threetier ADC hierarchy, at thestation level, thelinelevel, and at the coordination level. Each level consists of homogeneous subsyst ems. Nobody knows how many comput ers will participatein ATOS. Interlocking systems of train safet y arechanged from mechanical rela y logic to comput ers operating under a 2 out of 3 majority scheme.

A committ eeor ganized by Japan East Railwa y Co., charged wit h defining the 21 century railwa y syst em, proposed basing new syst ems on ADC. Each train has its int elligent autonomy for safet y and broadcasts its operating conditions in real time to neighboring trains by communication satellit es and wireless communication means. Thetrain position, vital information for running safely is calculated with Global Posit ioning Syst em. Consequent ly thedensit y of traffic will beefficiently increased wit h safespacebet ween trains befor eand behind inst ead of thepresent fixed safety sect ion control. Trains in the 21 century will run autonomously, controlled by their onboard comput ers wit h Artificial int elligence, in contrast to thefixed, centralized control cent ers that exist nowadays.

5 Conclusion

Theadvent of railway comput er control syst ems in Japan was discussed. It is now widely recognized in Japan that Autonomous Decentralized Concept, which weproposed about 20 years ago, is a significa nt and suitableadva ncein real-time crit ical comput er control structures. Froma distance, being that theauthor is no expert in communication networks, it appears that theInt er net and the various forms of Intranets are exa mples of our ADC concepts to communication systems.

Several other exa mples areemer ging which seemt o beusing principles quit esimilar to ADC.

Oneis for automobiles, Int egrated Traffic Control syst ems now under development in many countries.

Air Traffic Control is evolving to placeautonomy onboard theairplane, a capabilit y described in the

August 97 IEEE Spectrum ma gazine. Communication satellit esyst ems areyet anot her exa mple.

Satellit econst ellations now under development will incorporateautonomous communication switching and orbit control principles, syst ems such as Iridiumwith 66 satellit es and Globalstar with

48. TheMars Pathfinder int erplanetary spacecraft successfully functioned on thesurfaceof Mars this summer, dueto a large ext ent to its useof autonomous principles. It is easy to ima ginet hat several rovers might besent for morecomplicat ed missions in thefuture. Rovers that work in cooperation will most likely beprovided wit h autonomous controllability and autonomous coordinabilit y because of thetimedela y in communications bet ween the earth and other planets.

When syst ems will consist of largenumbers of autonomous subsystems which arediscussed her e, onboard comput er syst ems aremuch mor eimportant fromdependablepoint of view. Mobility of comput er needs light weight, small volumeand low power dissipation as well as high perfor mance. In addition, syst emlevel dependabilit y is a must. So, invest igation of chip level r edunda ncy is one of theimportant research and development target for mor edependablecomput ing.

Systemvalidation prior to building a systemby gathering COTS(commercially availableoff the shelf) products and maint ena nceafter its inauguration beca memor eimportant. Security against ma licious attacks and invaders to thelifecrit ical syst ems which spread spatially may beoneof the most vital it ems of syst emdependabilit y. Securit y should beguaranteed in as low subsyst em level as possible, for exa mple, chip level.

Legacy of syst ems is also a threat to systemconstruction. Technical knowledge, infor mation or industrial structures arerapidly changing and varnishing according t o ever-progr essing of computing technologies. And replacement of a total systemis almost impossiblein some limit ed duration.

Aut hor convinces that solutions on theaboveproblems will befound in biological activit ies.

Though theauthor has traced t headvent of comput er syst emcontrol structures for critical applications by showing railway traffic control syst ems in this paper, Autonomous Distributed Syst ems havebeen applied to many other comput er control applications by Hitachi over thesepast 15 years. Iamgreatly proud that a largeresearch gr oup, consisting of 141 professors and researchers fromvarious technology, sociology, and scient ific backgrounds, in universities as well as in research institut es ha ve been support ed by theJapaneseMinistry of Education, fiveyear research project on autonomous decentralization syst ems from1990 through 1994. Their keen and deep research results arehighly valuablefor further invest igation of syst emstructures.

Acknowledge

My gr eat gratitudegoes t o Prof. Sy -Yen Kuo of National Taiwan Universit y and Prof. Yoshihiro

Tohma of Tokyo Denki Universit y for giving met heopportunit y of thekey not espeech at 1997

Pacific RimInt er national Symposiumon Fault Tolerant Systems, Dec.1997 as well as Prof. Yinong

Chen of University of Wit wat ersrand for his encouragement of making thepaper. Thepaper owes very much to Mr. Daniel Martin, oneof my colleagues at Hitachi Ltd. for his improving thesent ence in thepaper and Mr. Masahide Ushiya ma of Int ernational Universit y of Healt h and Welfarefor his edit orial support .

Refer ence

(1) H.Ihara et al.; ~Fault Tolerant Comput er Systemwit h Thr eeSymmetric Comput ers~ IEEE

Proceedings, Vol.66,No.10,pp.1160-1177(1978)

(2) K.Mori, H.Ihara et al.; ~Autonomous Controllabilit y of Decentralized Syst emaiming at

Fault Tolerance~ Proceedings of 8 th IF AC World Congress, pp.1833-1839(1981)

(3) K.Mori, H.Ihara et al.~Autonomous Decentralized Loop Net work ~ IEEE Compcon

Spring´82,pp.192-195(1982)

(4) H.Ihara, K.Mori; ~Highly ReliableLoop Comput er Network Syst embased on

Aut onomous Decentralization Concept ~ IEEE FTCS-12,pp.187-194(1982)

(5) Miamot o, H.Ihara et al.;~FMPA; Fault Tolerant Multi-Micr oprocessor Systembased on

Aut onomous Decentralization Concept ~ IEEE FTCS-13,pp.4-9(1983)

(6) H.Ihara,K.Mori;~Aut onomous Decentralized Comput er Control Syst ems~,IEEE

Comput er,pp57-66(1984)

(7) K.Mori, H.Ihara et al.;~Autonomous Decentralized Comput er Syst emand Soft ware

Structure~, Comput er SystemScience& Engineer ing, pp.16-22(1985)

(8) H.Ihara; ^Revolution of R eliableC omput ing in Hitachi and Aut onomous Decentralized

System~, Vol.1 Dependablecomputing and Fault Tolerant Systems-TheEvolution of

Fault-Tolerant computing , Verlag, pp.77-100(1987)

(9) N.Kaneka wa, H,Ihara et al.;~DependableOnboard Comput er Systems wit h A New

Met hod~ IEEE FTCS-19,pp.13-19(1989)

(10) H.Kato, H.Ihara et al. ;~Long lifeDependableC omput ers, On board Application~, Vol.4

DependableC omput ing and Fault Tolerant Systems-DependableC omput ing for Critical

Applications, pp.153-173(1991)

(11) M.Ito ed.;~Jiritubunsan~(R eport on Autonomous decentra lization ), Poject report in

Japanese(1994)

(12) This paper is written based on thekey not espeech given by H.Ihara at IEEE Pacific Rim

Int ernational Fault tolerant Systems´97 in Taipei, Taiwan (Dec. 1997)