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Abstract—This paper is motivated by major needs for fast
and accurate on-line data analysis tools in the emerging electric
energy systems, due to the recent penetration of distributed green
energy, distributed intelligence, and plug-in electric vehicles.
Instead of taking the traditional complex physical model based
approach, this paper proposes a data-driven method, leading
to an effective topology estimation approach for the smart
grid. Specifically, we first introduce the data-driven topology
estimation problem. Then, a novel Logistic Kernel Regression is
proposed in a Bayesian framework based on Nearest Neighbors
search. Notably, unlike many machine learning approaches that
do not account for physical constraints, and distinctive from
deterministic engineering modeling defined solely by physical
laws, this paper for the first time combines the two into one single
regression modeling for topology estimation. Simulation results
of the proposed method show that the new method produces
a topology estimate excelling the current industrial approach.
Finally, the proposed method can be implemented given recent
advances in machine learning, which are becoming drivers and
sources of data previously unavailable in the electric power
industry.

I. INTRODUCTION

Initiated by the U.S. government, the rapid-expanding smart
grid aims to evolve into an efficient, reliable and sustainable
modern grid by adopting, integrating, and advancing the
communication and computing technologies already exist. To
achieve such an ambitious goal, namely the “smartness” of the
power grid, a highly accurate state estimation (SE) process [1],
[2] is necessary in providing bases for many key functionalities
in the operation and control of smart grid.

Power system state estimation is usually formulated based
on a super-bus network modeling. The goal is to compute
nodal voltage magnitudes and phase angles based on various
measurements and the grid topology. Unfortunately, topology
error happens occasionally when an undetected breaker status
change appears in a line, a transformer, a shunt capacitor,
or a bus coupler [3]. As a result, systematic topology error
identification methods have been developed in the past based
on a post-SE procedure [4]. Specifically, a topology error is
detected if measurements associated with a branch or a bus are
flagged as outliers by an SE-based residual test. As the state
estimation and the topology estimation processes are based on
the correctness of each other, it is easy to find cases where
multiple conforming measurements cause incorrect topology
identification results [5]–[7].

In traditional transmission network, it is possible to use
the topology identification process described above, based on
the belief that no significant topology change appears in a
short time with limited non-conforming errors. However, such
a belief will no longer hold in smart grid, where frequent
topological changes appear, which may lead to large amount
of topology errors, making the method above hard to identify
all of them.

On the other side, recent advances in communications,
sensing, computing and control, as well as the targeted in-
vestments toward deploying advanced meter infrastructures
(AMIs) and synchrophasors have become drivers and sources
of data previously unavailable in the electric power industry.
Such a database is expected to exhibit exponential growth.
With vast amounts of data being generated in the power grids,
researchers and engineers need to address questions, such as
what patterns and trends to extract and how to use them
to improve power systems reliability, security, sustainability,
efficiency and flexibility.

This paper aims to utilize such valuable historical data
resources to improve topology identification accuracy against
the ever-changing hard-to-predict uncertainties in smart grids.
Instead of using only a single data point (the current time), a
key point in this paper is to use more historical data (i.e. topol-
ogy and measurement) for robustness. The proposed method
is based on the idea that two similar system measurement
sets usually indicate two similar topology configurations. After
collecting a group of similar measurements in the past, a
supervised learning framework is employed to map the his-
torical data to the current topology estimate. Specifically, we
propose a Bayesian approach based on historical data search,
where a group of measurement sets and the corresponding
topology information are used in combination with the current
measurement in a logistic kernel regression framework [8] to
pursue a good estimate of the current topology.

Whereafter, the performance of the data-driven method is
verified by simulations on the standard IEEE 14, 30, 39-bus
test cases [9], [10]. Provided with enough historical data, the
data-driven topology estimate outperforms the estimate from
the traditional approach.

The rest of the paper is organized as follows: Section II
reviews the current topology identification approach; In Sec-
tion III, we pose the data-driven topology estimation prob-



lem; Section IV describes the nearest neighbors approach;
Section V illustrates the simulation results and section VI
concludes the paper.

II. REVIEW OF POWER SYSTEM TOPOLOGY ERROR
IDENTIFICATION

Topology estimation deals with the occasionally unreported
removal of customer nodes, sensor failures, and manually
updated breakers. Without an accurate topological estimation,
SCADA systems will provide a wrong topology for the
subsequent state estimation, resulting in erroneously consumer
power cut-offs or even a blackout throughout the grid.

The well known method [5]–[7] for topology estimation has
two steps: the first step uses the following bus branch model
for AC power systems. Subsequently, Weighted Least Squares
and Chi-square test [11] are used to locate the suspected
branches with abnormal measurements.

z = h(x) + e (1)

where the vector x

x = (|v1|ejδ1 , |v2|ejδ2 , · · · , |vn|ejδn)T (2)

represents the power system states, e is an m × 1 vector
denoting the additive measurement noises, presumably inde-
pendent Gaussian random variables with zero means, i.e., e ∼
N (0,Σ), where Σ is a diagonal matrix, with the ith diagonal
element σ2

i . z is an m×1 vector denoting the set of telemetered
measurements, such as power flows and voltage magnitudes.
h(·) is a vector of nonlinear functions relating the states x
to the measurements z. In practice, the measurement set z is
usually made redundant to guarantee the observability of the
whole system, i.e., m ≥ n.

The goal in this stage is to find an estimate x̂ of the true
states x that best fits the measurement set z according to
the measurement model in (1). This is usually achieved by
minimizing the following criterion:

x̂ = argmin
x

Jp(x) =
m∑
i=1

(
zi − hi(x)

σi

)2

. (3)

As the optimization problem in (3) is highly non-convex,
due to the non-convexity of the cost function in (3), currently
used Newton’s method is highly sensitive to the initial guess.
Undesirable local optimum may appear.

After SE, a topology error is identified if measurements
associated with a branch or a bus are flagged as outliers by a
SE-based residual test. Such a method is problematic due to
(1) the interdependence between SE and Topology Estimation,
and (2) the local optimum issue with Newton’s method. In
the next two sections, we are going to start discussing a new
systematic approach for topology estimation.

Fig. 1: Problem definition.

III. PROBLEM DEFINITION

Instead of conducting model based analysis over a single
time slot as in Section II, we aim at performing historical data-
driven topology estimation for power systems in this paper.
We consider a sequence of historical SCADA measurements
obtained every 2 seconds (or shorter, when faster devices
such as Phasor Measurement Units are available.). These
measurements are represented as a discrete time sequence
{z1, z2, · · · , zk, · · · , zQ}, where k ∈ {1, 2, · · · , Q}. For
instance each column of Fig.1 represents a measurement set at
a time slot. Besides, corresponding circuit breaker statuses are
represented as {s1, s2, · · · , sk, · · · sQ}, where si is a binary
vector representing the topology connections at time slot i. For
each element of si, 1 indicates connected and 0 otherwise. The
problem that we try to solve here is to use the historical data to
identify the current topology. The formal problem definition,
as shown in Fig.1, is as follows:

• Problem Name: Topology Estimation
• Given:

– a sequence of historical measurement vectors
{z1, z2, · · · , zk, · · · , zQ}

– a sequence of historical topology configurations
{s1, s2, · · · , sk, · · · , sQ}

– the current measurements zcurrent

• Find: the current topology scurrent

IV. THE NEAREST NEIGHBORS APPROACH

Mathematically, the proposed data-driven topology estima-
tion algorithm can be decomposed into two parts:

• A minimization problem to obtain a group of likely
historical data;

• A Logistic Kernel Regression problem to obtain an “op-
timal” topology estimate from the group.

Intuitively, similar topologies usually produce similar mea-
surements. Therefore, a smaller distance between the current
measurement set zcurrent and a historical measurement set zk
at time k implies that the associated historical topology vector
sk stays closer to the current topology vector scurrent with



high probability. Provided with the aforesaid, we propose a
historical data search method. To make the estimation unbiased
to a single data point, a group of nearest neighbors is obtained
instead of a single historical data point.

Such a method, as shown in Fig.2, is called K-Nearest
Neighbors (K-NNs) 1 approach in Statistics, which is a
nonparametric method requiring no model to fit. Specifically,
given a query point zcurrent, we find K training points (zk)
closest in distance to the query point. Despite mild structural
assumptions and algorithmic simplicity, K-NNs’ predictions
are often accurate, leading to its successes in a large number of
classification problems, including handwritten digits, satellite
image scenes and electrocardiogram patterns.

To enhance the K-NNs approach with a simple average, a
refined topology estimate is subsequently obtained by adopting
a Bayesian approach with Logistic Kernel Regression.

Fig. 2: Flow Chart

Specific analysis will be presented in the next two subsec-
tions.

A. Obtaining a group of the nearest measurement sets

We use the following formula to obtain a group of the
nearest measurement sets.

û = arg min
|u|=K

d(u)

=
∑
k∈u

||zcurrent − zk||22, k ≤ Q, k ∈ N , (4)

i.e., minimizing sum distance function d(u). Here Q is the
number of total data points in the database. N represents the
set of natural number. k represents a particular index for a data
point. As a result, zk indicates the measurement set within the
time slot of index k. Finally, K indicates the cardinality of
the set u. Essentially, during the searching step, the algorithm
looks for an index set u with K elements which represents
a group of measurement sets that have nearer distance to the
current measurement zcurrent.

1The tuning parameter K can be chosen by cross-validation [8].

B. Logistic Kernel Regression

To combine prior beliefs with data in a principled way, we
proposed to conduct Bayesian inference over the collected
K-Nearest Neighbor points to obtain a data-driven topology
estimate. For such an inference, one can use Generative model
or Discriminative model. Although a Generative model is
more informative, and can perhaps be obtained from physical
principles, it needs to specify the probability distribution of
the hidden parameters (i.e. power system topologies) and the
conditional probability of the measurement given the hidden
parameters. Unfortunately, the prior distribution of the hidden
parameters needs to be constructed heuristically, which is
unreliable. As the major goal is to conduct robust inference
for the hidden parameters (topology) based on the labeled data
(historical measurements-topology pairs), one can invert the
causality relation for a Discriminative model. Such a model
is proposed purely for inference tasks, rather than to model
some underlying reality. This is similar in spirit to curve
fitting methods, such as polynomial regression. This type of
reasoning, where we combine inductive (model choice) and
deductive (Bayes inference) reasoning into one step has been
called Transductive reasoning.

Recall that, after obtaining the minimum distance index set
u, this subsection aims to use the associated measurements
and their corresponding topology, as well as the current mea-
surement set, in obtaining a good current topology estimate. In
the following we start with a Generative model, Naive Bayes,
to obtain the much preferred Discriminative model, namely
Logistic Regression.

We define the mapping from measurements to a topology
variable s(l) as

f(z) = P (s(l) = 1|z = {z(1), z(2), · · · , z(k), · · · , z(K)}),
where s(l) represents the status of the lth circuit breaker, i.e.
s(l) = 1 if the the lth circuit breaker is close.

To learn P (s(l)|z), Naive Bayes uses the training data to es-
timate P (z|s(l)) and P (s(l)) separately. With these estimates,
Bayes rule can then be applied to determine P (s(l)|z) for any
new instance, such as zcurrent [12].

P (s(l) = 1|z)

=
P (s(l) = 1)P (z|s(l) = 1)

P (s(l) = 1)P (z|s(l) = 1) + P (s(l) = 0)P (z|s(l) = 0)

=
1

1 + exp(ln P (s(l)=0)P (z|s(l)=0)
P (s(l)=1)P (z|s(l)=1)

)

=
1

1 + exp
(
(ln 1−π

π ) +
∑

i ln
P (z(i)|s(l)=0)
P (z(i)|s(l)=1)

) , (5)

where P (s(l)) is assumed to be Bernoulli (π), and the Gaussian
Naive Model assumes that all z(i) are conditionally inde-
pendent given s(l). As we will see later, this assumption is
removed in our learning phase when Logistic Regression is



applied. Now, we focus on the second term in the denominator
of (5):

m∑
i=1

ln
P (z(i)|s(l) = 0)

P (z(i)|s(l) = 1)
=

m∑
i=1

ln

1√
2πσ2

i

exp(−(z(i)−μi0)
2

2σ2
i

)

1√
2πσ2

i

exp(−(z(i)−μi1)2

2σ2
i

)

=
m∑
i=1

(μi0 − μi1

σ2
i

z(i) +
(μ2

i1 − μ2
i0)

2σ2
i

)
.

Note that this expression is a linear weighted sum of the
z(i)s. Substitute it into (5), we obtain

P (s(l) = 1|z)
=

1

1 + exp((ln 1−π
π ) +

∑
i

(
μi0−μi1

σ2
i

z(i) +
(μ2

i1−μ2
i0)

2σ2
i

)
)

=
1

1 + exp(w0 +
∑n

i=1 wiz(i))
(6)

where P (z(i)|s(l)) is assumed to be Gaussian N(μil, σi). The
weights w1, · · · , wn are given by

wi =
μi0 − μi1

σ2
i

, i ∈ {1, 2, · · · ,m}, (7)

w0 = ln
1− π

π
+

m∑
i=1

μ2
i1 − μ2

i0

2σ2
i

. (8)

As P (s(l) = 0|z) = 1− P (s(l) = 1|z), we have

P (s(l) = 0|z) = exp(w0 +
∑n

i=1 wiz
(i))

1 + exp(w0 +
∑n

i=1 wiz(i))
. (9)

As for our inference, the distribution of s(l) is not needed,
we prefer to directly learn P (s(l)|z), or w from (6) and
(9). Beside this reason, there are also other motivations for
this preference. First, the form of P (s(l)|z) used by Logistic
Regression holds under a broad settings beyond the Gaussian
Naive Bayes problem. Second, we may wish to estimate the wi

parameters directly from the data, rather than going through
the intermediate step of estimating the Gaussian Naive Bayes
(GNB) parameters which forces us to adopt its more stringent
modeling assumptions [12]. For example, GNB assumes con-
ditionally independence of measurements given one topology
connectivity, which is does not held for power systems.

To train Logistic Regression, we choose to maximize the
conditional data likelihood below,

ŵ = arg max
k∈{û}

∏
l

P (s(l)|zk,w), (10)

where w = {w0, w1, · · · , wn}. Take the log, we obtain the
conditional data log-likelihood function

l(w) =
∑

k∈{û}

[
s
(l)
k lnP (s

(l)
k = 1|z,w)

+ (1− s
(l)
k ) lnP (s

(l)
k = 0|z,w)

]
. (11)

Note that, as s
(l)
k is binary, only one term appears. Plug in

(6) and (9), we have

l(w) =
K∑

k=1

[
s
(l)
k (w0 +

n∑
i

wiz
(k)
i )

− ln
(
1 + exp(w0 +

n∑
i

wiz
(k)
i )

)]
(12)

Subsequently, gradient ascent method can be used to esti-
mate an optimal ŵ.

1) Kernel Logistic Regression: From above, we achieve
learning the Discriminative model of one circuit breaker status
based on the historical data. Such a form is easily expanded
to learn all circuit breaker statuses. Further, to deal with
nonlinearity inherent in electric power systems (1), we employ
Logistic Kernel Regression instead of Logistic Regression.

In the Kernel Logistic Regression, we want to minimize
[13]:

H = −
∑

k∈{û}

[
slf(zk)− ln

(
1 + exp(f(xi))

)]
+

λ

2
||f ||2Hk

(13)
where Hk is the reproducing kernel Hilbert space and λ
is the penalization parameters. The mapping f(z) = w0 +∑m

i=1 wiK(z, zi). From some derivation, it can be shown that
this is equivalent to the finite dimensional form:

H = −z(Kww)+1T ln(1+exp(Kww))+
λ

2
wTKcw, (14)

where the regressor matrix Kw = [K(zi, zj)]N×N ; and the
regularization matrix Kc = Kw. [13] shows that the Newton-
Raphson step at step g is a weighted least squares step:

w((g)) =(KT
αAKα + λKq)

−1KT
αA(Kww

(k−1))

+A−1(s− p), (15)

where w((q)) is the value of w in the qth step and p = p(z).
The weight matrix is A = diag[p(zi)(1− p(zi))]N×N .

Notice that Kw = [K(zi, zj)]N×N creates the potential to
reduce computation cost.

2) The Kernel trick for Normal Discriminative model:
Kernels are important building blocks for high-dimensional
learning techniques. There is a trick called kernelization for
improving a computationally simple classifier/regressor [8].
The idea is to map the covariate zT

i zj into a higher dimension-
al space and apply the regression in the bigger space. This can
yield a more flexible estimator while retaining computational
simplicity. The point is that to get a richer set of regression
models we do not need to give up the convenience of relatively
easier regression model. We simply map the covariates to
a higher-dimensional space. This is akin to making linear
regression more flexible by using polynomials.



By kernel trick, there exists a high-dimensional map-
ping pi = b(zi), from which the inner product pT

i pj =
(b(zi))

T b(zj) can be calculated by a kernel K(·, ·), as below,

pT
i pj = K(zi, zj). (16)

Therefore, the kernel calculation uses only the (low-
dimensional) z’s, rather than the high-dimensional u’s. There-
fore, the computational complexity of calculating the inner
products in Kw is low, even though dim(p) itself may be very
large. This idea of using a cost-effective kernel calculation to
implement a high-dimensional Normal model is called ‘the
kernel trick’. In this paper, we employ the following kernel
forms as candidates. This process is called kernel model
assessment and selection.

- Homogeneous polynomial: K(pi,pj) = (pT
i pj)

d.
- Inhomogeneous polynomial: K(pi,pj) = (1 +

pT
i pj)

d.
- Gaussian (Radial Basis function): K(pi,pj) =

exp(−μ||pT
i pj ||2), μ > 0.

3) Model Selection: In order to choose the best model, we
need to assess the performance of various models based on
different λs in (13) and kernels above.

If we are in data-rich situation, the best approach for both
problems is to randomly divide the data-set into three parts:
a training set, a validation set, and a test set. The training
set is used to fit the models; the validation set is used to
estimate prediction error for model selection; the test set is
used for assessment of the generalization error of the final
chosen model. Ideally, the test set should be kept in a “vault”,
and be brought out only at the end of the data analysis. In the
Section V, we use inconsecutive data between validation and
testing phases for this purpose.

Therefore, we divide the data into three phases.
• In the training phase, one applies part of the historical

data on different kernel function and λ pairs to calculate
different ws.

• In the validating phase, another part of historical data are
used to choose the best kernel function and λ.

• Finally, the chosen ŝB , computed from the validated λ
and the chosen kernel function, is used in (3) for the
testing phase with topology estimation.

V. NUMERICAL RESULT

In this section, we simulate and verify the performance
of the nearest neighbors (NN) approach, and compare it to
the traditional SE-based approach in the standard IEEE 14,
30 and 39-bus test cases for topology estimation. Similar
performances are found. Only 30 bus result is shown due to
space limitation.

A. Data Setup

Such simulations are completed in MATLAB environmen-
t in accordance with MATLAB Power System Simulation
Package (MATPOWER) [9], [10]. Further, to simulate the
power system behavior in a more practical pattern, online load

profile from New York ISO [14] is adopted in the subsequent
simulation. Specifically, it has online load profiles in New York
ISO area recorded every five minutes. The load data used is
between February 2005 and December 2013 with a consistent
data format. Therefore, we use load data between February
2005 and May 2013 in training and validation sessions. The
load profiles between July 2013 and December 2013 are used
in the testing session.

To generate data for topology estimation, we first fit the
normalized load data into the case file. Then we fix an integer
number β ∈ [1, 10] and randomly disconnect β branches in the
case file. Subsequently, an AC power flow is run to generate
the true states of the power system, followed by creating true
measurement sets with Gaussian noises (standard deviations in
Table I). Hereby, we assume that the measurement set includes
1) power injection; 2) line power flows; 3) voltage magnitudes;
4) some phase angle measurements.

TABLE I: Standard Deviation of Measurement Noise

Measurement type Standard deviation
Active (Reactive) power injection 0.015
Active (Reactive) power flow (from)(to) 0.02
Voltage magnitude 0.01
Phase angle 0.002

B. Training, Validation, and Testing

• Training Phase: By randomly selecting one data point
between July 2013 and December 2013 as a test case,
a group of robust nearest neighbor measurements in (4)
between February 2005 and December 2012 is selected
via Fig.2 in Section IV. Then w is computed for different
choices of λ and kernel functions.

• Validation Phase: w is validated on the data between
January 2013 and May 2013 to obtain the best choice for
λ and kernel pair.

• Testing Phase: We use w chosen in the validating phase
to calculate Bayesian topology estimate sB in the data
between July 2013 and December 2013. For comparison
purpose, the industrial approach of SE-based residual test
is also applied to the same testing data.

C. Robustness to Topology Changes

To evaluate the performance, we use different β to test
the performance of the proposed approach. For comparison,
traditional approach discussed in Section II is simulated as
well. Fig.4 shows the averaged successful probability of the
two approaches in the IEEE 30 bus system in Fig.3. We
simulated up to 10 topology errors. In particular, for each
value of β, we generated historical data with measurements
and topologies. When testing a data point, these historical
data are used together with the measurements of the testing
data point. The goal is to identify the topology of the testing
data point via the data-driven approach. In contrast, traditional
approach based on the post state estimation and residual test
are run based on the original case file. The algorithm will



then iteratively detect topology error and try to correct it
according to Section II and Chapter 8 in [6]. After all the
testing cases are simulated for the fixed β, we average the
success probability of finding the correct “current” topology in
both approaches. Then we change the value of β, and redo the
process above. The simulation result of IEEE 30 bus systems
is displayed in Fig.4. The x coordinate represents the topology
error numbers, and the y coordinate represents the averaged
success probability.

Fig. 3: Bus branch model
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Fig. 4: Averaged Topology Identification Successful Probabil-
ity

By comparing the two curves, we observe that both the
traditional approach and the proposed data-driven approach
can successfully identify topology with up to three errors
on average. When the error number increases to four and
above, the success probability of the traditional approach
decreases dramatically. However, the proposed nearest neigh-
bors approach still has a success probability close to 100%.
When the topology error goes beyond 8, the proposed nearest
neighbors approach starts to deteriorate, due to the increased

configuration possibilities and insufficient training data. From
this fact, we can reasonably conclude that, given enough
training data, the proposed data-driven approach is able to
handle more topology errors when compared to traditional
approach. Notably, as the power grid usually have a topology
error tendency at ceratin locations, the proposed data-driven
approach is expected to perform even better in practice.

VI. CONCLUSIONS

The challenges of smart gird are enormous as the pow-
er industry paradigm shifts from the traditionally complex
physical model based monitoring architecture to data-driven
model based resource management. In this paper, we propose
a new historical data-driven topology estimation method based
on data mining. In particular, we formulate the finding of
the topology estimate as a minimum distance search problem
based on the intuition that similar measurements reflect similar
power system topologies. Further, a Bayesian estimate is
obtained via Logistic Kernel Regression for robustness and
to deal with the inherent nonlinearity of power systems.
Numerical result shows that our data-driven method can be
a unique way for sustainable smart grid design to break the
current model based monitoring architecture that requires both
large complex modeling and long computation time.
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