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Abstract

This paper is motivated by major needs for accurate bad data detection and topology identification in

the emerging electric energy systems. Due to the non-convex problem formulation, past methods usually

reach a local optimum. This deficiency may lead to wrong bus/branch modeling and inappropriate noise

assumption, causing significantly biased state estimate, incorrect system operation, and user cutoff. To

overcome the local optimum issue, we propose in this paper how to convexify bad data detection and

topology identification problems to efficiently locate a global optimum result. To reduce relaxation error

in the convexification procedure, a nuclear norm penalty is added to better approximate the original

problems. Finally, we propose a new metric to evaluate the detection and identification results, which

enables system operator to know how confidence one is for further system operations. Simulation results

performed for several IEEE test systems show promising result for the future smart grid in improved

accuracy.

I. INTRODUCTION

As one of the most significant infrastructures in human society, the electric power grid not only provides

electricity as a form of flexible, convenient energy for industrial and individual uses, but also provides it

in a clean and relatively easy way to transmit. To operate the electric grid, state estimation is conducted

to estimate the current system operation condition [1], [2]. However, an accurate state estimation relies
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on its accurate modeling [3]–[8]. This modeling assumes an accurate topology and an additive Gaussian

noise. Any violation to these assumptions will significantly bias the state estimation results, leading to

incorrect system operation. For example, a topology error happens when an undetected breaker status

change appears in a line, a transformer, or a bus coupler [9]. A bad data can happen with biased meter

or telecommunication failure [10]–[12].

Although bad data and topology error are caused by different reasons, they can be regarded as sparse

noises in a mathematical formulation. Therefore, chi-square test is usually used in the detection phase.

In the identification stage, weighted least absolute value (WLAV) approach is typically used for bad data

identification [10]. Such a method is efficient in locating sparse noise. For topology error identification,

one can extend super-bus model by adding substation circuit breaker in detected suspicious bus [13].

Unfortunately, these detection and identification methods are all based on non-convex problem formu-

lation due to the nonlinear measurement model in power systems. For single bad data or topology error in

traditional power grid, this non-convexity may not harm much and one may detect and identify an error

by luck. However, in a smart grid setting, frequent topological changes and deteriorated sensors can cause

multiple topology errors or bad data happening simultaneously. This makes local optimum-based method

hard to detect and identify all of bad data and topology errors. For example, [13] points out that one of

the most important factors affecting the capability to detection and identification results is the presence

of bad data on adjacent measurements. The detection and identification results will also deteriorate if

low redundancy combined with several interacting bad data constitute a risky scenario, which is exactly

the case for smart grid. What’s worse, no one knows how good these identification methods or detection

methods are. In this paper, we aim at solving both problems.

To resolve the non-convexity caused by nonlinear measurement model, we analyze a structured extended

state space representation and a convex-relaxation technique, motivated by recent success of using

Semidefinite Programming (SDP) for AC state estimation [14], [15] and optimal power flow [16], [17].

We show how to convert the L2 norm and L1 norm formulations into SDP forms for bad data and topology

error detection and identification, where L1 transformation has not been considered in the past. Further,

instead of removal the rank-one constraint, we replace such constraint with a nuclear norm regularization

to prohibit large approximation error of constraint dropping, where nuclear norm minimization is known

to reduce matrix norm [18]. To evaluate the performance, we present lower bounds on sum square error

to show how close the result is to the global optimum. Finally, we explicitly include PMU measurements

in the formulation, so that our algorithm has the flexibility to work with new devices in the grid.

We show that, using simulations of several IEEE Test Systems, this regularized convex-relaxation
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approach results in significantly higher accuracy than the current methods for bad data and topology

error detection and identification. Finally, our proposed lower bound justifies our approximately global

optimal result.

This paper is organized as follows: In Section II, we briefly review several detection and identification

methods for bad data and topology errors and drawbacks of these methods. Section III shows a regularized

convex-relaxation approach to deal with local optimum issues. In Section IV, we propose a new metric

called confidence to evaluate the performance of our approach. Enhanced detection and identification

performances are shown in Section V with the lower bound. We conclude in Section VI.

II. REVIEW

A. Bad Data and Topology Error Detection

As both bad data and topology error can have a dramatic influence on measurements, they usually

cause large residuals in weighted least square minimization (1). Therefore, the resulting objective value

is used in a chi-square test to detect them.

min
v

J2(v) =

m∑
i=1

∣∣∣∣zi − hi(v)

σi

∣∣∣∣2, (1)

where vector v = (|v1|ejδ1 , |v2|ejδ2 , · · · , |vn|ejδn)T represents the system states to be estimated for error

detection. hi(·) relates the unknown state variable v to the ith noiseless measurement. zi is the ith

telemetered measurement, such as power flow and voltage magnitude. σi is the standard deviation of

Gaussian noise ui in zi, where noises in different measurements are assumed to be independent. Finally,

m represents measurement number.

Next, one looks into a chi-square distribution table to find a threshold, i.e. J(m−n),95%, corresponding

to a confidence probability 95% and m − n degrees of freedom. If J2(v) > J(m−n),95%, a bad data or

topology error is declared [19], [20]. Deciding whether a test failure indicates a sensor error or a topology

error is out of the scope for this paper. Interested readers are referred to [13] (section 8.6.1) and [19],

[20].

B. Bad data and Topology Error Identification

For bad data identification, one approach is to assume that the measurement associated with the largest

residual in (1) to be bad data. So one iterates a chi-square test with a measurement removal until the test

is passed. Another approach is to use Weighted Least Absolute Value (WLAV), or L1 norm minimization
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in (2) to find sparse noises or bad data [10] altogether.

min
v

J1(v) =

m∑
i=1

∣∣∣∣zi − hi(v)

σi

∣∣∣∣. (2)

For topology identification, one may adjust topology connection associated with large residuals found

in (1), but extending suspicious bus into a sub-station model maybe a better idea. This approach starts

by changing measurement model zi = hi(v)+ ui into (3) to explicitly account substation circuit breaker

status (Chapter 8 of [13]), i.e.,

zi = hi(v) +Mif + ui, (3)

where the state v is extended by adding line power flow f through circuit breakers in suspicious substation.

In equation (3), the term Mif represents the effect of these flows in each measurement zi; Mi is an

incident matrix defining interconnection of suspected circuit breakers [13].

To decide the digital status of a circuit breaker, one needs to estimate f . One can choose p = 2

or p = 1 for desired performance. The goal is to obtain a joint extended state (v̂, f̂ ) that best fits the

measurement set z according to the measurement model in (3).

min
v,f

Jp(v, f) =

m∑
i=1

∣∣∣∣zi − hi(v)−Mif

σi

∣∣∣∣p. (4)

Subsequently, f̂ is used to estimate digital statuses of bus breakers for topology identification.

C. Local Optimum Problem

Although we talked about several objectives in (1), (2), and (4), we observe that (4) is a general form

that includes the other two as special cases. Therefore, in the rest of the paper, we will focus on (4). The

problem with (4) is the inherent nonlinearity within hi(v), which renders the objective in the general

form to be non-convex, causing local optimum issues.

III. CONVEXIFYING THE DETECTION AND IDENTIFICATION PROBLEMS

A. Lifting Transformation of State

The objective in (4) is nonconvex. For example, when p = 2, the objective is a polynomial of order

four, which is nonconvex in our case [21]. However, as many measurements can be represented in a

pairwise products of voltages, using these products can turn the objective into a convex quadratic form.

This is called lifting transformation of state. When p = 1, lifting transformation also helps transforming

the objective into a convex form. The idea behind these transformations is to embed the state into a
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high dimensional space to enjoy better linearity. For example, [22] tries to lift voltage state to create an

intermediate state vector, leading to a non-iterative state estimation algorithm. However, writing pairwise

products of voltages in a vectorization form can not preserver the correlation in-between different pairwise

products. Therefore, we aim at preserving the inter-correlation in a matrix form for lifting, where we

employ W , xxT with x , (Re(v)T , Im(v)T )T .

As a result, the coupled AC power flow equations can be expressed in a linear form. For instance, if

a measurement zi is for the kth active power injection, by the definition of an active power,

zi(Pk) = Re{vHk ik}+Mif

= Re{vHeke
T
k Y v}+Mif , (5)

where Y is the bus admittance matrix defining i = Y v, and Mif is an extension when topology

identification is considered with circuit breaker modeling. If we define matrix Yk = eke
T
k Y with ek

being the kth standard basis vector, we have

Re{vHeke
T
k Y v}+Mif , Re{vHYkv}+Mif (6)

= xT Ỹkx+Mif = tr(Ỹkxx
T ) +Mif (7)

= tr(ỸkW ) +Mif , (8)

where

Ỹk , 1

2

 Re(Yk + Y T
k ) Im(Yk − Y T

k )

Im(Yk − Y T
k ) Re(Y T

k + Yk)

 . (9)

As a result, the objective in (4) becomes a convex objective in the lifted state space W for bad data and

topology error detection and identification.

B. Convexification

Although the extended state space formulation convexifies the objective, it requires the W matrix to

be both positive semidefinite and rank-one, which is necessary to map uniquely a solution for the W

to the voltage state space for detection and identification. Therefore, an additional rank-one constraint

needs to be added. The resulting non-convex optimization that is equivalent to (1) can be represented as

min
W,f

Jp(W,f) =

m∑
i=1

∣∣∣∣zi − tr(AiW )−Mif

σi

∣∣∣∣p
subject to W ≽ 0, rank(W ) = 1,

(10)

where Ai’ form can be found in Table I with formulation presented next.
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TABLE I: The expression of Ai in (10)

Measurement type for zi Corresponding Ai in (10)

The kth active (reactive) power injection Ỹk (Ŷk)

The kth active (reactive) power flow ‘from’ Ỹfk (Ŷfk)

The kth active (reactive) power flow ‘to’ Ỹtk (Ŷtk)

The kth voltage magnitude (phase angle) Sk (∆k)

1) Definition of Ai in Table I:

• Reactive power injection formulation:

Qk = Im{vHk ik}+Mif (11)

= Im{vHeke
T
k Y v}+Mif (12)

= Im{vHeke
T
k Y v} , Im{vHYkv}+Mif (13)

= xT Ŷkx+Mif = tr(Ŷkxx
T ) +Mif (14)

= tr(ŶkW ) +Mif , (15)

where

Ŷk = −1

2

 Im(Yk + Y T
k ) Re(Yk − Y T

k )

Re(Y T
k − Yk) Im(Y T

k + Yk)

 , (16)

where Yk = eke
T
k Y .

• Active power flow at the from (to) side Pfk(Ptk) of the kth branch: Instead of using Yk, we will

use Yfk = eg(k)e
T
k Yf , with g(k) being a function that maps the branch index k into its ‘from’ side

bus index g(k). Yf is the branch admittance matrix relating the bus voltages to the branch current

vector if , at the ‘from’ end of all branches, respectively. Ytk is definedx by replacing f with t. (See

[15].)

Pfk = Re{vHk ifk}+Mif

= Re{vHeg(k)e
T
k YfY v}+Mif , (17)

where Y is the bus admittance matrix defining i = Y v, g(k) is a function that maps the branch

index k into its ‘from’ side bus index g(k), and Mif is an extension when topology identification
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is considered with circuit breaker modeling. If we define matrix Yfk = eg(k)e
T
k Yf with ek being

the kth standard basis vector, we have

Re{vHeg(k)e
T
k YfY v}+Mif , Re{vHYfkv}+Mif (18)

= xT Ỹfkx+Mif = tr(Ỹfkxx
T ) +Mif (19)

= tr(ỸfkW ) +Mif , (20)

where

Ỹfk , 1

2

 Re(Yfk + Y T
fk) Im(Y T

fk − Yfk)

Im(Yfk − Y T
fk) Re(Y T

fk + Yfk)

 . (21)

• Reactive power flow at the from (to) side Qfk(Qtk) of the kth branch can be computed similar to

Qk. Instead of using Yk, use Yfk and Ytk.

Qfk = Re{vHk ifk}+Mif

= Im{vHeg(k)e
T
k YfY v}+Mif , (22)

where Y is the bus admittance matrix defining i = Y v, g(k) is a function that maps the branch

index k into its ‘from’ side bus index g(k), and Mif is an extension when topology identification

is considered with circuit breaker modeling. If we define matrix Yfk = eg(k)e
T
k Yf with ek being

the kth standard basis vector, we have

Im{vHeg(k)e
T
k YfY v}+Mif , Re{vHYfkv}+Mif (23)

= xT Ŷfkx+Mif = tr(Ŷfkxx
T ) +Mif (24)

= tr(ŶfkW ) +Mif , (25)

where

Ỹfk , −1

2

 Im(Yfk + Y T
fk) Re(Yfk − Y T

fk)

Re(Y T
fk − Yfk) Im(Y T

fk + Yfk)

 . (26)

To obtain Qtk, one can replace fk with tk in the notation above.

• Voltage magnitude formulation: As the direct use of voltage magnitude |vk| with SDP form is hard,

an alternative form |vk|2 is provided as |vk|2 = tr(SkW ), where

Sk =

 eke
T
k 0

0 eke
T
k

 . (27)
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Remark Here, it is supposed that |vk|′ = |vk| + uvk
, where uvk

is the kth voltage magnitude

measurement noise, defined as a Gaussian random variable with zero mean and variance σ2
vk

. By

approximation, |vk|′ 2 = (|vk|+uvk
)2 = |vk|2+2|vk|uvk

+u2vk
≈ |vk|2+2|vk|ek, can be regarded as

a random variable with mean |vk|2 and variance 4|vk|2σ2
vk

≈ 4σ2
vk

, because the voltage magnitude

|vk| is close to 1.

• Voltage phase angle formulation: Again, as the direct use of voltage phase angle δk with SDP form

is hard, an alternative form sin2 δk is used. Since bus phase angles is usually small with respect

to reference bus, we employ the common approximation as follows: sin2(δ′k) = sin2(δk + uδk) ≈

(δk + uδk)
2 ≈ δ2k + 2δkuδk + u2δk . Therefore we can model it as a random variable with mean δ2k

and variance 2δkuδk + u2δk . Finally, in SDP form,

∆k =

 eke
T
k 0

0 0

 . (28)

Remark Notice that, one of the differences between the OPF problem and estimation problem in this

paper lies in the voltage magnitude measurements and phase angle measurements, where we conduct

approximation in SDP-Based estimation. They do not appear in the OPF framework.

Lemma III.1. Problems (4) and (10) are equivalent.

Proof: We have already shown hi(v) = tr(AiW ) + Mif for bus branch level in (23) - (25).

Therefore, if there is a one-to-one mapping between the state vector v and the state matrix W as follows,

then equivalence is easy to see. By the definition of x and W , there is only one constructed W for every

v. Reversely, as W is positive semidefinite, symmetric and rank-one, W has one unique pair of eigenvalue

λ1 and eigenvector g1 by spectrum decomposition theorem. Therefore, there is only one x =
√
λ1g1 for

every W such that xxT = W , which finishes the proof.

C. Convex Relaxation and Adding a Penalty Term

1) Convex Relaxation: After the transformation in the extended state space W , the completely non-

convex problem is converted into a form (10), where everything is convex except a rank-one constraint.

To enable a convex approximation, it becomes necessary to relax this rank-one condition on matrix W ;

this relaxed problem in (29) is usually expected to be a good approximation to the non-convex problem
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in (10). This well-known approach is called convex-relaxation.

min
W,f

Jp(W,f) =

m∑
i=1

∣∣∣∣zi − tr(AiW )−Mif

σi

∣∣∣∣p
subject to W ≽ 0,

(29)

As the optimization variable W is a positive semidefinite matrix, one can try to convert the problem into

a semidefinite programming (SDP) form, where efficient solvers are available. However, a standard SDP

form requires a linear objective function and semidefinite constraints. To achieve it, Schur complement

condition below for positive semidefiniteness can be used to replace the nonlinear objective in (29) with

p = 2.

Schur complement condition for positive definiteness states that

(Ax+ b)T (Ax+ b)− cTx− d ≤ 0 (30)

is equivalent to  I Ax+ b

(Ax+ b)T cT + d

 4 0. (31)

Therefore, when p = 2, we obtain

min
α

m∑
i=1

αi

s.t.

 z2i − 2tizi − αiσ
2
i ti

ti −1

 4 0,

ti = tr(AiW ) +Mif , W < 0.

(32)

Similarly, when p = 1, the equivalent form is:

min
α

m∑
i=1

αi

s.t.

 zi − ti − αiσi 0

0 −zi + ti − αiσi

 4 0,

ti = tr(AiW ) +Mif , W < 0,

(33)

where α = (α1, α2, · · · , αm)T . It should be highlighted that, this is for the first time that the effect

of topology uncertainties Mif and p = 1 norm are explicitly included in the SDP-based problem

formulations. This means that aside from state estimation and optimal power flow, for the first time,

topology identification and bad data identification with p = 1 can be solved via SDP-based approaches.
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Fig. 1: Flow chart of the proposed algorithms.

Lemma III.2. Problems (29) and (32) (or (33)) are equivalent for both p = 2 and p = 1, respectively.

Proof: When p = 2, following the definition of negative semidefinite constraint in (32), we have y1

y2

T  z2i − 2tizi − αiσ
2
i ti

ti −1

 y1

y2

 ≤ 0 (34)

for all y1 and y2 with ti , tr(AiW ) +Mif . In rewritten form,

y22 −
(
2y1ti

)
y2 −

(
z2i − 2ti − αiσ

2
i

)
y21 ≥ 0 (35)

By choosing y1 = 1 and y2 = ti, we see that condition
(
zi − ti

)2 ≤ αiσ
2
i must hold for (29). Proof of

“(29) and (33) are equivalent when p = 1.” is similar.)

Now, as the optimizations in (32) and (33) are with a linear objective function over the intersection of a

cone of positive semidefinite matrices in an affine space, we successfully constitute a convex semidefinite

programming problem according to [23]. As a subfield of convex optimization, such problem can be

efficiently solved with software.

2) Adding a Convex Penalty Function: One drawback of the convex relaxation approach above is the

rank-one constraint dropping. After the dropping, one can only hope by luck that a low rank solution

will be obtained. As high rank solution will lead to deteriorated performance in error detection and

identification, we propose to control the resulting solution by penalizing the objective to have a low rank

solution while preserving the convexity. Since we can not minimize the rank function directly due to its

non-convexity, we will use the so called nuclear norm in (36) to replace the rank-one constraint in (29).

min
W,f

Jp(W,f) =

m∑
i=1

∣∣∣∣zi − tr(AiW )−Mif

σi

∣∣∣∣p + β||W ||∗

subject to W ≽ 0,

(36)
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where β is a free weight parameter and

||W ||∗ =
m∑
i=1

σi(W ) (37)

In practice, if we have some historical data we can use standard machine learning approach to train the

free weight parameter. Specifically, by assuming the availability of historical data about measurements,

we can optimize β such that the SE error term is minimized [24]. For example, we search over β. For

each β, we obtain a Ŵ from (36). Subsequently, we recover v̂ from the rank-one solution of Ŵ and

compute
∑m

i=1

∣∣∣∣ zi−hi(v̂)−Mif
σi

∣∣∣∣p. Finally, we choose the β that has the minimum SE error. If β is too

large, we get rank-one but the SE error could be large. If beta is too small, maybe we don’t have rank-one

solution for the optimization so the truncation would yield large SE error again. Once historical values of

βs are available, one can compare the current measurements and historical measurement to find a proper

β and use it for regularization.

The connection between the rank function and the nuclear norm can be seen via the following inequality

(see [25], [26]), which holds for any matrix of at most rank r,

||W ||∗ ≤
√
r||W ||F . (38)

In fact it turns out that the nuclear norm is the convex envelope of the rank function on the set {W :

||W ||F ≤ 1}.

In the new objective (36), we have a p-norm (p = 1 or 2) and a nuclear norm functions over W . As

norm functions are convex and a non-negative combination of convex functions leads to another convex

function [23], the objective in (36) is convex. As a result, (36) is a convex optimization problem with a

convex positive semidefinite constraint W ≽ 0. Later, we will illustrate that the solution in (36) is close

to the global optimal solution of (10), leading to efficient error detection and identification.

D. Reconstructing Estimated States

Although there is a one-to-one mapping between the state matrix W and the state vector v by Lemma

III.1, we lose such unique mapping due to dropping the rank-one constraint, or replacing it with a nuclear

norm penalty for convexification purpose.

As the Ŵ from (36) is now only approximately rank-one, we will use the largest eigenvalue to first

recover the intermediate vector variable x, and then the state vector v. Specifically, with a matrix W

having rank r ≥ 1, we can use the eigenvalue decomposition for state recovery: Ŵ =
∑r

i=1 λigig
T
i , where

λ1 ≥ λ2 ≥ · · · ≥ λr ≥ 0 are the eigenvalues and g1, g2, · · · , gr are the corresponding eigenvectors. Since
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λ1g1g
T
1 is the optimal rank-one approximation to W , we define x̂ ,

√
λ1g1 ∈ R2n×1 as the estimate

for x, which can be uniquely mapped into v̂ = x̂1:n + j · x̂n+1:2n, with j the imaginary unit. Notably,

further enhancement can be readily conducted via feeding v̂ into the initial guess for classical Newton’s

method. Another feature of such an initial guess is its pure basis on the current measurements rather

than commonly used previous state estimation, making the SDP method suitable for system emergency

restart.

IV. NEW METRIC - ESTIMATION CONFIDENCE

After obtaining the state matrix Ŵ (may not be rank-one), one can directly compute the cost function

in (10). As problem (29) has a global minimum smaller than or equal to the global minimum in (10),

the optimized objective in (29) provides a lower bound to the objective in the original problem in (1).

This lower bound gives us a rough understanding how close we are to the best solution. The objective

gap between optimized (10) and (29) indicates the maximum possible savings we could hope to achieve

by improving our algorithm used in (29). Notably, such a lower bound holds under broad conditions for

bad data and topology error related optimization problems. This gap (the distance in between) is called

“confidence” by using the current estimator.

Remark Admittedly, it will be great if one can connect the guarantees between the relaxed problem

and the original problem. However, it is as hard as the Optimal Power Flow problem, i.e. [27]. And it

is the reason why we propose in this section the duality gap as the metric to numerical evaluate the

performance of detection and identification.

Finally, we summarize the proposed detection and identification steps in Fig.1, where lower bound

computation steps are also included.

V. NUMERICAL RESULTS

In this section, we simulate and verify the significantly improved performance of the proposed method

for bad data and topology error detection and identification. The usage of the new metric of confidence

is also illustrated.

A. Simulation Set-Up

The simulations are implemented on the IEEE standard test systems for IEEE 14, 30, 39, 57, 118 buses.

We use (36) to obtain matrix Ŵ and state vector v̂, which are then used for detection and identification.
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Similar performance improvements were observed. 14 bus and 30 bus simulation results are presented.

The data has been preprocessed by the MATLAB Power System Simulation Package (MATPOWER)

[28], [29]. The measurement set include the following: (1) the power injection on each bus; (2) the

transmission line power flow ‘from’ or ‘to’ each bus that it connects; (3) the direct voltage magnitude

of each bus and (4) the voltage phase angle of each bus. The measurements are randomly chosen and

its number is chosen to be around three times the bus number. To obtain measurements, a power flow

is first run to generate the true state of the power system, after which Gaussian noises are added to

corresponding measurements. The noises are generated according to standard deviations in Table.II.

TABLE II: Standard Deviation for Noise Variables

measurement type Standard deviation for noise variables

power injection 1.5%

power flow 2%

other types 1%

Finally, we test our proposed algorithms only when an observability check is passed. Notice that

deleting a critical measurement will create an unobservable area. As stated in [13], bad data appearing

in critical measurements cannot be detected. Therefore, when simulating the testing cases, we place a

bad data at a measurement only if the redundancy is equal to or bigger than 2. This is because our

contribution lies in resolving the local optimum issue in bad data detection and identification. We can

reduce wrong detection and wrong identification caused by local optimum estimate. To deal with critical

measurement, one can utilize historical data to to increase redundancy. For example, [30] proposes to

use a sensor data stream to detect bad measurements via Kernel density estimation. Embedding historical

data to deal with bad data on critical measurement via convex relaxation is our future work.

B. Simulation Results

1) Bad Data Detection: First, the performance of the SDP-based approach is demonstrated in bad

data detection scenario, where measurements are corrupted by both Gaussian noise and bad data. One

to four bad data are injected into measurements. The error level is set to be above 20% of the original

measurements which was only corrupted by Gaussian noise. For example, two simulation settings are

described in Table III. Then, the SDP-based approach is solved by CVX [31], [32] embedded with

“SEDUMI” package [33]. After obtaining the state matrix Ŵ in (36), low rank matrix recovery from
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subsection III-D is used to obtain the estimate v̂. Then chi-square test described in II-A is used based

on Weighted Residual Sum of Squares (WRSS) error, where

WRSS =

m∑
i=1

((
zi − h(v))

)
/σi

)2
. (39)

Such a bad data detection process can also be seen in Fig.1.

In Fig.2, we illustrate one comparison between sum square residuals (y-coordinate) computed from the

old approach and the SDP-based approach. A lower bound is also provided to evaluate the performance.

As indicated by the x-coordinate, such comparison is conducted for five times with different penetration

levels of bad data. In particular, black bar represents the WRSS of WLS approach with Newton’s method,

where a flat start is used for initialization. The red bar represents the WRSS of the proposed approach,

which significantly improves the performance of the old approach. Further, the lower bound in blue

shows that the new approach has a result that is near global optimum, due to the small distance (the new

confidence metric) existing between the minimized objective in SDP-based method and the lower bound.

Remark The reason comes from the problems existed in the AC state estimation, where both nonlinearity

and noise need to be dealt with to obtain an accurate result. Different than the past method, our approach

deals with them separately. 1) The extended space representation in the W space aims at moving to a more

linear space to deal with noise. 2) The state space recovery in III-D aims at dealing with nonlinearity. As

[16] showed that the rank-one condition is satisfied with most power grid topologies, the lower bound is

usually the same as global optimum. Therefore, our result would also have rank-one result that is close

to global optimum.
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Fig. 2: Sum square residuals comparison with a lower bound (bad data detection).
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TABLE III: IEEE Testing System Details

Bus Number 14 30

No. of power injection measurements 7 12

No. of power flow measurements 26 56

No. of voltage related measurements 8 14

Total measurement number 41 82

Redundancy 1.58 1.41

Number of bad data (larger than 20%) 1,2,3,4 1,2,3,4

Number of topology error 1,2,3,4 1,2,3,4

Gaussian noise level 5% 5%

Such an improvement is important, as inaccurate WRSS with higher value may trigger wrong bad data

detection alarm with a larger probability. The subsequent measurement deletion can lead to poor state

estimation or even unobservability of power systems. While the example above is from several test cases,

a summary of repeated test is also displayed in Table.IV. For example, 11.2% in column 2 row 2 means

that the detection accuracy increases by 11.2% by averaging the detection successful probability ratio.

Mathematically,

Detection Accuracy Improvement =
Prob(Successful Detecitonconvexification-based)

Prob(Successful Detecitonold)
− 1

TABLE IV: Performance Improvements

Goal 1 Error 2 Errors 3 Errors 4 Errors

Bad Data Detection 11.2% 10.2% 4.2% 5.5%

Bad Data Identification 2.2% 3.7% 8.2% 22.5%

Topology Error Detection 5.2% 3.9% 4.5% 4.7%

Topology Error Identification 11.2% 17.0% 24.7% 32.5%

2) Bad Data Identification: After bad data detection, bad data identification is conducted according

to section II-A. To make the estimation robust against bad data, the cost function (2) with p = 1 (WLAV

approach) is chosen so that the WLAV problem is solved with a bus-branch model. In Fig.3, we plot the

identification result with the old approach (WLS with Newton’s method (flat start) as a solver) and the new

convexfication-based approach. As there are four errors when implementing the test, the new approach

successfully identify all of them. However, the old approach, as shown in Table.V incorrectly identifies
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Fig. 3: One simulation result on IEEE 14 bus with four bad data.

Fig. 4: Sum square residuals comparison with a lower bound (topology error detection).
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(a) Bus branch model (b) Substation model

Fig. 5: IEEE 30 bus.

measurement 34 as a bad data. This may be caused by a local optimum in the WLAV computation with

Newton’s method. Such a fact leads to a natural interpretation for the identification process: the ability

of the new approach to avoid local optimum makes it much more closer to the global optimum. This

produces a better identification accuracy. Finally, the averaged performance for bad data identification is

displayed in Table.IV.

TABLE V: Identification Result

Meas. No. Type Bad Data? Method 1 Method 2

Meas. 1 Active power flow Yes Yes Yes

Meas. 2 Active power flow Yes Yes Yes

Meas. 16 Reactive power flow Yes Yes Yes

Meas. 34 Voltage magnitude No Yes No

Meas. 36 Voltage magnitude Yes Yes Yes

3) Topological Detection: The well known method [13], [34], [35] for topological estimation has two

steps: the first step is to use the bus branch model with WLS and Chi-square test to locate suspected

substation with abnormal measurements around; in the second step, the buses associated with the suspected

measurements are extended with a substation model to include the circuit breaker power flow states. Then

WLS method with sub-station modeling is usually employed [36] to compute the power flows over circuit



18

breakers. Such analog flow information is then used to determine the topology connection.

Fig.4 illustrates the WRSS when there is no topology error, one topology error, or up to four topology

errors. As topology error can be regarded as a bad data with 100% change of the original value, the

sum square error in the objective changes significantly from no topology error case to other cases with

topology error(s). However, we observe that the new approach is still able to dramatically decrease the

objective value and make it closer to the global optimal value. Specifically, the reduction from black bar

to red bar can be as high as 1/3 of the objective value computed with the old approach. Also the gap

between the red bar and the blue bar (lower bound) illustrates the near global optimum property of the

new convexification-based approach.

The averaged performance can be seen in Table.IV. Notice that, when there are more errors in the

system, it is harder for detection and identification. This is true for both the traditional approach and

the proposed new approach. And this is the reason why we show the relative improvements in the table.

This is because, when there are more errors in the system, local optimum issues appear more often than

a single error or two. As our approach is able to deal with local optimum issues, it usually shows more

improvement when there are more errors.

4) Topology Error Identification: While the overall performance can also be seen in Table.IV, we

provide a specific example in this subsection, which is conducted on the IEEE 30-Bus test system (Fig.5a)

with one topology error, where the closed branch 12− 15 is recorded to be open in this simulation.

On stage 1, the WLS problem is solved by the SDP approach in (36) on a bus-branch level in Fig.5a to

search suspicious buses. The associated detection algorithm introduced in the previous subsection indicates

that residuals increase significantly in measurements related to bus 12, making bus 12 a suspicious

substation.

On stage 2, the bus-branch model is extended to include the detailed substation model [34], [35] at bus

12. The substation circuit breaker connection is displayed in Fig.5b. The SDP estimate with a Mif term

in (36) is used. From table VI, the estimated power flow (SDP-based method) decreases significantly for

the actually open circuit breaker, compared to Newton’s method with a flat start. Finally, the estimated

power flow states are used to determine the correct topology and the correct topology is obtained.
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TABLE VI: Estimated Status of Circuit Breakers

Circuit Breaker Actual State Power Flow (SDP) Power Flow (old)

PF 12-32 Closed 0.0389 0.0380

QT 31-36 Open 0.0042 0.0166

PF 37-38 Open 0.0106 0.0317

VI. CONCLUSIONS

This paper shows how to convexify various optimization problems in bad data and topology error

detection and identification. By reconstruct Weighted Least Square or Weighted Least Absolute Value

estimation problems in a rectangular matrix state variable form, various optimization problems are

convexified in a Semidefinite Programming form except a rank-one constraint. By replacing the rank-one

constraint with a convex nuclear norm, we provide a better convex approximation than a pure rank-one

relaxation, leading to an increase of successful detection and identification probability. To enable topology

identification at a circuit breaker level, a generalization is also illustrated in this paper. With the convex

property, a global optimal result can be efficiently located with low rank matrix recovery. By using the

proposed convexification approach as well as a lower bound derived in the paper, we demonstrate the near

global optimum result in simulations. Improved detection and identification accuracy is widely observed

in different test cases.
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