
1

Robust Data-Driven State Estimation for Smart Grid
Yang Weng, Member, IEEE, Rohit Negi, Member, IEEE, Christos Faloutsos, Member, IEEE, and

Marija D. Ilić, Fellow, IEEE

Abstract—A grand challenge for state estimation in newly built
smart grid lies in how to deal with the increasing uncertainties.
To solve the problem, we propose a data-driven state estimation
approach based on recent targeted investment on sensors, data
storage, and computing devices. An architecture is proposed to
use power system physics and pattern to systematically clean
historical data and conduct supervised learning, where historical
similar measurements and their states are used to learn the
relationship between the current measurement and state. In order
to deal with nonlinearity, kernel trick is used to produce linear
mapping in a carefully selected higher dimensional space. To
speed up the data-driven approach for online services, we analyze
power system data set and discover its clustering property
due to the periodic pattern of power systems. This leads to
significant dimension reduction and the idea of pre-organizing
data points in a tree structure for inquiry, leading to 1000 times
speedup. Numerical results show that the proposed data-driven
approach works well in a smart grid setting with increasing
uncertainties and it produces an online state estimate excelling
current industrial approach.

Index Terms—Smart grid, state estimation, historical data,
robustness, k-nearest neighbors, kernel ridge regression, and
speed up.

I. INTRODUCTION

A major challenge in smart grid operation is how to obtain
accurate and computationally efficient state estimation (SE)
[1], [2]. Many widely used algorithms (e.g. [3]–[7] in trans-
mission grid and [8]–[10] in distribution grid) solve the SE
problem by using Weighted Least Square (WLS) estimation
with Newton’s method (i.e. [11]). Although these approaches
have local optimum issues due to their problem formulation,
they worked relatively well in the past. This is because, in
traditional transmission network, it is possible to use previous
state estimate as a heuristic initial guess for SE, based on
the belief that no significant change appears in a short time.
However, such a belief will no longer hold in smart grid,
where intermittent generation (wind and solar farms) and
consumption (plug-in hybrid electric vehicles), and frequent
topological changes can lead to significant state shift in power
system operations [12]–[15]. In such case, a previous state
estimate computed around 2 minutes ago [16] may not truly
reflect the operating point of the current power system.

To deal with the ever-changing hard-to-predict uncertainties
in a smart grid setting, we propose to utilize historical data
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for state estimation for two reasons. First, recent advances and
exponential growth in sensing, data storage, and computing,
as well as targeted investments toward deploying advanced
meter infrastructures (AMIs) and synchrophasors have become
drivers and sources of data previously unavailable in the
electric power industry. Second, one can use human-machine
interaction, power system physics, pattern, and time series
analysis to improve historical data further. For example, one
can remove topology error and bad data with 100% accuracy
by incorporating updated report about the system. A recalcu-
lated historical state also gain better accuracy.

For these reasons, historical data created by various re-
sources are ready to improve power system operation. In
fact, data-driven approaches have been proposed for various
analyses in power systems, such as fault detection [17]–
[19], state estimation [20], topology estimation [21], [22],
bad data detection [23], wind turbine model identification
[24], battery estimation [25], system risk evaluation [26], wind
speed prediction [27], and ice load estimation [28]. For power
system state estimation, one way to use historical data is
to conduct time series analysis for dynamic state forecasting
[29]–[31], e.g. ARMA method and Kalman filter [31]–[33]. If
robustness is desirable, anomaly detection and identification
can be achieved [32], [34] as well. Unfortunately, dynamic s-
tate forecasting relies on the assumption of a linear dependence
between past and future. [35] shows that such a classical linear
modelling has its limitations: There are classical data sets,
such as the sunspot, where these properties are far from being
fulfilled, and there is an increasing awareness of deviations
from these assumptions in general [36].

In contrast to a parametric regression above, nonparametric
regression makes no assumption about the form of the regres-
sion function [37], [38]. Only some smoothness conditions are
required. Because of their flexibility, nonparametric regression
techniques may serve as a first step in the process of finding
an adequate parametric model [39]. For example, data points
relatively far away may be useful due to the periodic pattern.
To use more similar data in this history, the nonparametric
nearest neighbors search can be used so that we not only
use recent data points, but also retrieve historical similar data
points far away.

Therefore, we propose a framework for data-driven state
estimation, which can be easily generalized to other analyses.
The steps are as follows: 1) clean historical database by using
time series analysis and physical laws, 2) conduct supervised
learning by exploring the periodic pattern of power system
operation [40], and 3) speed up the analysis by extracting
power system data property for online service [41].

To clean historical database, we propose to utilize human-
machine interaction, time series properties, and physical un-
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derstanding. For example, we propose to first update historical
topology and measurement information (i.e. bad data) accord-
ing to retrospective studies. Then recalculated historical states
and refined measurement sets are used to detect remaining
topology errors and bad data. A maximum agreement-based
algorithm is subsequently performed to identify malicious
attacks. Finally, simulated data can also be added to this
database for contingency analysis.

Beside the potential to improve historical data, the periodic
pattern of power systems can also improve learning with
historical data. This is due to the periodic load and generation
pattern in a power grid. The idea is that close-by states usually
produce similar measurements. Therefore, a smaller distance
between the measurement sets implies a similarity between a
historical state and current state. Thus, we look into historical
similar measurements for their states. To make the process
robust, K-nearest neighbors search, supervised learning, and
kernel trick are used to infer the current state estimate from
historical data [42].

Admittedly, historical data retrieval makes the proposed
approach face a large computational overhand, preventing its
online application. To explore the potential to speed up, we
analyze the periodic pattern of power systems and observe
highly clustered measurement sets in low dimensional space.
Therefore, dimension reduction of measurement (random map-
ping [43], [44]) and tree indexing over time are proposed to
reduce computational time.

The contribution of the paper lies in 1) proposing to utilize
the pattern in power systems for using historical data, 2)
showing how to combine a nonparametric method to retrieve
useful information, and how to conduct a parametric regression
to fuse the information for the current state estimation, 3)
speeding up the process via analyzing the power system
pattern, and 4) adding robustness to the proposed method.

Finally, the performance of our data-driven SE framework
is verified by simulations on the standard IEEE 300-bus
test case [45], [46]. Provided with enough historical data,
the new method can improve the accuracy of the traditional
state estimator in a short time, where 1000 times speedup is
achieved when compared to the no-speedup case.

The rest of the paper is organized as follows: Section II
introduces the problem of data-driven state estimation; a
framework is presented to solve such problem. Section III
describes historical data cleaning. Section IV proposes a data-
driven state estimation approach. In Section V, we illustrate
how to reduce computation time for online application. Sec-
tion VI shows a tutorial example. Section VII evaluates the
performance of the new method and section VIII concludes
the paper.

II. PROBLEM WITH CURRENT APPROACHES AND
PROPOSED FRAMEWORK

A. Problem with Current Approaches

Current approaches for SE heavily rely on WLS. However,
we show in Fig.1 the problem for the current WLS methods
when the uncertainty increases due to renewable penetrations.
We test WLS method in an IEEE-300 system, where initial
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Fig. 1: Local optimum issues based on 100 testing cases

voltage magnitude is chosen randomly between 0.95 and 1.05
and the voltage phase angle is randomly chosen between −30◦

and +30◦. The x-coordinate of Fig.1 represents the testing
case number and the y-coordinate represents the sum square
error. Out of 100 testing cases, there are only 7 cases achieving
the global optimum. All the other cases reach some local
optimum and the sum square error can be as large as 105

times the sum square error of what global optimum achieves.
This means that when system state changes very fast, initial
guess is likely to lead to a local optimal result.

B. Data-Driven State Estimation Setup

The goal of data-driven state estimation is to utilize histor-
ical data to improve the currently used static state estimation.
We assume the availability of data storage devices recording
historical measurements, topologies, and state estimates. The
problem setup is as below:

• Problem: Obtain a data-driven state estimator
• Given:

– a sequence of historical measurement column vec-
tors: z1, z2, · · · , zk, · · ·zQ, where k is the time
index, and Q is the total number of data points in
the database;

– a sequence of historical state estimate column vec-
tors: x1,x2, · · · ,xk, · · · ,xQ;

– a sequence of historical measurement function sets
based on topology: h1,h2, · · · ,hk, · · · ,hQ;

– the current measurement column vector: zcurrent;
– the current measurement function set: hcurrent.

• Find: x̂current = g(zcurrent).

The paper aims at making the algorithm robust to bad data,
topology change, etc. If the estimated state remains insensitive
to major deviations in measurements and changes in topology,
then the corresponding estimator will be considered statisti-
cally robust (chapter 6 of [11]).
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C. Idea and Framework

One possible advantage of a data-driven approach to out-
perform the traditional static approach comes from the cyclic
tendency of power system operation, with strong daily, weekly,
and seasonal cycles (e.g., very high loads on weekday after-
noons during the summer, and much lower loads on weekend
nights in the spring and fall). Hence, similar to an experienced
system operator who may readily detect patterns that seem
abnormal, a data driven state estimator looks back to similar
patterns in the past for efficient and intelligent decisions.
Specifically, with the same topology, close-by states usually
produce similar measurements. Therefore, a smaller distance
between the current measurement set zcurrent and a historical
measurement set zk at time k implies that the associated
historical state vector xk stays closer to the current true state
vector xtrue. Therefore, the proposed approach needs a clean
historical data set and fast inquiry methods to enable online
service.

Remark There are many factors, such as climate change and
generation capacity variation of the hydropower plants that
can affect historical similar data points. But, they eventually
influence the power system measurements. Therefore, we use
the measurement as a way to find similarity situations in the
historical data.

In this paper, we propose the following framework.
• clean the historical data,
• organize the data for fast inquiry,
• data-driven state estimation

III. CLEAN HISTORICAL DATA TO RETRIEVE HISTORICAL
SIMILAR DATA SETS.

A. Retrospective Studies

Requiring workforce to clean historical database is costly
for many areas. But for power systems, post-analysis can help
recover errors in the past. For example, detection result can
be used to correct topology errors in the past time slots.
Sensor deterioration may be detected and used in the same
way, which reduces bad data number. Afterward, the historical
state is recalculated based on better topology, measurement,
parameters, and state estimation at historical time slots.

B. Dealing with Remaining Bad Data

Bad data occurs due to equipment failure, finite accuracy,
infrequent instrument calibration and measurement scaling
procedure at the control center. Telecommunication errors
and incorrect topology information may also cause bad data.
Traditional bad data detection and filtering are based on spatial
information and ignores temporal data. For example, weighted
sum square error is evaluated in Chi-square distribution under
the rules of the Chi-square test [11] based on the spatial
information. When many data points are used in a data-
driven framework, one obtains the opportunity to improve
the SE result further. For example, beside a spacial outlier,
a temporal outlier can be defined as an observation where
the deviation of the current observation from the previous

observation differs significantly from the deviations seen so
far in the stored history. That is, we assume that there is
a temporal dependency between consecutive measurements
when no contingent event happens. This dependency can be
modeled as a Markov process [47] where the current state of
the bus is solely dependent on a previous state in a first order
Markov process.

We can compute the transition probability in an online
fashion using online Kernel Density Estimation. The joint
density f̂Z(z) and Z = [Z[k], Z[k−1]] are estimated followed
by computing the transition probability. A measurement is
classified as a temporal outlier if it has a transition probability
less than a user defined threshold. Finally, the spatial and
temporal dependence of the measurements can be integrated to
provide a spatiotemporal outlier. To accomplish this, we first
identify a temporal outlier and then check whether this outlier
was also experienced in the spatial model [48].

C. Dealing with Malicious Data

A new class of bad data was introduced in [49], which
shows the potential of injecting false data to manipulate a state
estimate and create losses in power systems. Specifically, by
exploiting the measurement function (the topology informa-
tion) of a power system, an attacker can successfully introduce
arbitrary errors into certain state variables while bypassing
existing techniques for bad measurement detection.

Such an attack is hard for static SE to detect due to its
unobservability. However, with a lot of historical data, one
can compare different data points across the time domain. For
this reason, instead of looking for false data injection among
different measurements in a single time slot, we propose to
examine the state vectors in multiple time slots to filter out
data points that are inconsistent with others according to the
definition of relative outliers [50]–[52]. The basic idea is to
compare the local density of a point with the density of its
neighbors. If the density is much lower, then it is an outlier.
In order to formally define such a concept, we need a notion of
density which relies on a proper definition of distance. For this
reason, we first define the reachable distance of two objective

reachability-distance(A,B) = max{k-distance(B), d(A,B)},

where k-distance(B) is defined as the distance between an
objective and its kth nearest neighbor. In other words, the
reachability distance of an objective is the true distance of two
objects, but at least the k-distance of B. The goal of defining
this new distance is to make result robust. After defining
the distance, we are ready to define the density. The local
reachable density LRD(A) is defined as the inverse of average
reachability distance of the objective A from its neighbors.
Finally, we use the differences between densities to indicate
outlier and define the local outlier factor (LOF) as follows:

LOF =

∑
B∈Nk(A)

LRD(B)
LRD(A)

|Nk(A)|
, (1)

which is the average local reachability density of the neighbors
divided by the object’s own local reachability density. Fig.2
illustrates the idea over a two bus system via synthetic data.
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The two coordinates represent voltage magnitudes of two
buses. Since power system data are highly clustered, as shown
in Section V, points o1 and o2 become suspected data points to
be filtered out. Finally, because such a method is done offline,
no data points will be filtered out when there is an associated
contingency event causing dramatic changes in states.

Fig. 2: Suspicious data: visualization of voltage magnitude
pairs in a 2-bus system

IV. EMBEDDING PHYSICAL EQUATIONS INTO
DATA-DRIVEN STATE ESTIMATION

Based on cleaned database, the next step is to retrieve sim-
ilar historical data for supervised learning. A simple method
is to compare current measurements across historical mea-
surements. However, such a method does not count topology
differences into account. Therefore, we propose to embed our
physical relationship into historical measurements comparison.

A. Capture Topology Information into K-Nearest Neighbors
(K-NNs) Search

To capture topology changes in smart grids, historical
pseudo-measurements, instead of historical measurements, are
used for comparison.

ẑk = hcurrent(xk), (2)

where ẑk indicates the pseudo-measurement set at the kth

time slot, and hcurrent is the measurement function associated
with the current topology. As single data point is not robust,
a group of nearest neighbors is obtained. Such a method is
called K-Nearest Neighbors (K-NNs)1 approach in Statistics,
which is a nonparametric method. Specifically, given a query
point zcurrent, we find K training points (ẑk ’s) closest in the
distance to the query point. Mathematically, the K-NNs results
that are robust to topology changes can be expressed as

ŝ = arg min
|s|=K

d(s) =
∑
k∈s

||zcurrent − ẑk||22, k ≤ Q, (3)

1The tuning parameter K can be chosen by cross-validation [42].

i.e., minimize the sum distance function d(s). Therefore,
during the searching step, the algorithm looks for an index
set s with K elements, that represents a set of pseudo-
measurement vectors that have the nearest distance to the
current measurement zcurrent. Such a process is illustrated on
the left side of Fig.3. Notice that such a search process is time-
consuming, due to high-dimensional measurement vectors to
compare and a large historical time slots to search. These
issues will be addressed in Section V.

Remark Notice that, we assume that similar operating point
exists in the historical dataset. If the similar operating point
does not exist in the historical dataset, it is hard to achieve
an accurate state estimation based on this nearest neighbor
search approach. However, the similar historical point does not
necessarily assume the same topology. For example, in a large
network, local topology change may not change the power
consumed or generated in the local network. If such a local
network is regarded as an aggregated node, then the operating
point may still be regarded as a historical similar point, given
that most measurements in the network are similar. And this
is the reason why we obtain a group of similar operations
point to increase robustness. In short, neighbor points can still
be used to infer a state that do not have exactly the same
environmental conditions.

For K-NNs, there may be outliers. As the neighbor of a
point should be an object that has similar attributes [53], [54],
outliers will have different properties. Thus, in this paper,
we propose a distance-based method, which defines outlier
as an observation that is distance-away from a percentage of
observations in the dataset [52]. The problem is then finding
appropriate distance such that outliers would be correctly
detected with a small number of false detections. The idea
of the algorithm is to firstly obtain the nearest neighbor in the
historical data. Then, we search the points within twice the
distance from the current data point.

B. Supervised Learning in Linear Space
To combine prior beliefs with data in a principled way, we

proposed to conduct Bayesian inference over the collected K-
Nearest Neighbor points to obtain a data-driven SE. For such
an inference, one can use Generative model or Discriminative
model. Although a Generative model is more informative, and
can perhaps be obtained from physical principles, it needs to
specify the probability distribution of the hidden parameters
(power system states) and the conditional probability of the
measurement given the hidden parameters. Unfortunately, the
prior distribution of the hidden parameters needs to be con-
structed heuristically, which is unreliable. As the major goal is
to conduct robust inference for the hidden parameters (states)
based on the labeled data (historical measurements-state pairs),
one can invert the causality relation for a Discriminative
model. Such a model is proposed purely for inference tasks,
rather than to model some underlying reality. This is similar in
spirit to curve fitting methods, such as polynomial regression.
This type of reasoning, where we combine inductive (model
choice) and deductive (Bayes inference) reasoning into one
step has been called Transductive reasoning.
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Fig. 3: Diagram for robust nearest neighbors search to deal with topology changes, bad data, and malicious attacks

1) Kernel Ridge Regression: A Normal and discriminative
model is considered with unknown hyperparameters q and Σd.

x|z : N(qTz,Σd). (4)

The goal is to learn the parameter and use them to infer states
by measurements discriminatively. To identify the model, a
ridge regression is used to estimate q̂ for mapping.

q̂ = argmin
q

K∑
i=1

(xi − qTzi)
2 + 2γ||q||2. (5)

where
∑K

i=1(xi − qTzi)
2 aims at minimizing sum squared

errors, and the regularization term 2γ||q||2 is used to improve
the estimator performance against ill-conditioned problems.

For the Normal model, if historical data is stored in matri-
ces,

Zmat = (z1,z2, · · · ,zK),

XT
mat = (x1,x2, · · · ,xK), (6)

we obtain a closed-form solution

q̂ = (ZmatZ
T
mat + 2γI)−1ZmatXmat. (7)

Notably, the unknown hyper-parameter Σd has been absorbed
into the penalty constant γ. Due to the ridge regularization and
γ > 0, ZmatZ

T
mat+2γI ≽ 2γI ≻ 0, making ZmatZ

T
mat+2γI

always invertible. Thus, the regularized estimator in (7) always
exists. In other words, with a choice of quadratic penalty, the
ridge regression solution is again a linear function of the labels
(states) in Xmat. The solution adds a positive constant to the
diagonal of ZmatZ

T
mat before the inversion. This makes the

problem nonsingular, even if ZmatZ
T
mat is not of full rank,

and was the main motivation for ridge regression when it was
first introduced in statistics.

Once the hyper-parameter q̂ is estimated in (7), it can
be used for Bayesian inference to generate the current state
estimate x̂,

x̂current = q̂Tzcurrent (8)

= XT
matZ

T
mat(ZmatZ

T
mat + 2γI)−1zcurrent (9)

= XT
matT . (10)

Due to nonlinear relationship between states and measure-
ments, the learned linear mapping based on (4) is problematic.
In order to embed nonlinear relationship into learning, we
propose to use a trick called kernelization for improving our
simple regressor [42]. The idea is to map the covariate zT

i zj
into a higher dimensional space and apply the regression in the
bigger space. This can yield a more flexible estimator while
retaining computational simplicity. The point is that to get a
richer set of regression models we do not need to give up
the convenience of the linear regression model in (4). We
simply map the covariates to a higher-dimensional space. This
is akin to making linear regression more flexible by using
polynomials.

Unfortunately, kernel trick requires inner product
ZT

matZmat, but the form in (8) is based on
ZmatZ

T
mat. To convert the form into inner product

form, we employ the Matrix Inversion Lemma
(A + BDC)−1 = A−1 − A−1B(D−1 + CA−1B)CA−1 to
expand the inversion above, leading to

T =ZT
mat(ZmatZ

T
mat + 2γI)−1zcurrent (11)

=
1

2γ
(ZT

matzcurrent −ZT
matZmat

· (ZT
matZmat + 2γI)−1ZT

matzcurrent) (12)

=
1

2γ
(Zmatz

T
current − (ZmatZ

T
mat + 2γI − 2γI)

· (ZmatZ
T
mat + 2γI)−1ZT

matzcurrent) (13)

=(ZT
matZmat + 2γI)−1ZT

matzcurrent, (14)
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where

ZT
matZmat = (z1, z2, · · · , zn)T (z1,z2, · · · , zn) (15)

=

 zT
1 z1 . . . zT

1 zn
...

. . .
...

zT
n z1 . . . zT

n zn

 , (16)

ZT
matzcurrent = (z1, z2, · · · , zn)Tzcurrent (17)

=

 zT
1 zcurrent

...
zT
n zcurrent

 . (18)

Because the matrix ZT
matZmat appears in the calculation

(14), as opposed to the original calculation (11) involving
ZmatZ

T
mat, the pairwise inner product in ZT

matZmat cre-
ates the potential to improve estimation performance in the
nonlinear kernel space. This is because the power system’s
measurement functions are usually nonlinear. Direct use of
(4) and (8) implicitly assumes a linear model, leading to a
relatively poor state estimate. Kernels are important building
blocks in high-dimensional learning techniques.

Now for every so-called kernel K(·, ·) [55], there exists a
high-dimensional mapping ui = w(zi), from which the inner
product uT

i uj = (w(zi))
Tw(zj) can be calculated by the

kernel K(·, ·)

uT
i uj = K(zi, zj). (19)

The kernel calculation uses only (low-dimensional) z’s, rather
than the high-dimensional u’s. Therefore, computational com-
plexity of calculating the inner products in (16) and (18) is
low, even though dim(u) itself may be very large. This idea
of using a cost-effective kernel calculation to implement a
high-dimensional Normal model is called ‘the kernel trick’.
We employ the following kernel forms as candidates. This
process is called kernel model assessment and selection.

• Homogeneous polynomial: K(ui,uj) = (uT
i uj)

d.
• Inhomogeneous polynomial: K(ui,uj) = (1 + uT

i uj)
d.

• Gaussian (Radial Basis function): K(ui,uj) =
exp(−µ||uT

i uj ||2), µ > 0.

Remark Notice that, we can improve robustness of kernel
ridge regression by introducing robustness component in the
setup of kernel ridge regression [56]. For example, we can let

q̂Robust = (ZmatZ
T
mat + γRobustI)

−1ZmatΛRobust,

where γRobust and ΛRobust are chosen according to the M-
estimator [56].

2) Model Selection: In order to choose the best model, we
need to assess the performance of various models based on
different γ’s in (5) and the kernels above. If we are in a
data-rich situation, the best approach for both problems is to
randomly divide the dataset into three parts: a training set, a
validation set and a test set. The training set is used to fit the
models; the validation set is used to estimate the prediction
error in model selection; and the test set is used to assess the
generalization error of the final chosen model. Ideally, the test

Fig. 4: Singular values from singular value decomposition

set should be kept in a “vault”, and be brought out only at the
end of the data analysis. In Section VII, we use inconsecutive
data between validation and testing phases for this purpose.

Therefore, we divide the data into three phases.
• In the training phase, one applies part of the historical

data on different kernel function and γ pairs to calculate
different T s.

• In the validating phase, another part of historical data are
used to choose the best kernel function and γ.

• Finally, the chosen x̂B , computed from the validated T ,
is used for the testing phase for state estimation.

V. USING POWER SYSTEM PATTERN TO SPEED UP STATE
ESTIMATION

The data-driven approach described in the last section
requires similarity check to be done quickly. Unfortunately,
each similarity comparison is costly, let alone the fact that one
needs to conduct comparisons over a huge amount of historical
time slots. Due to the periodic pattern of power systems, we
propose to explore historical data structure for speedup.

A. Dimension Reduction

To reduce measurement comparing time between two time
slots, we look into the singular value decomposition (SVD)
over the historical data of 300-bus systems [57]. 1073 mea-
surements per time slot over one year are used to form
historical measurement matrix Z = [z1, z2, · · · , zQ]. By
plotting the magnitude of singular values in Z with a log− log
scale, only 8 significant singular values show up in Fig.4.
Therefore, dimension reduction can be achieved to remove
redundancy from the Nearest Neighbors search.

B. K-dimensional (k-d) Tree for Indexing

After reducing measurement vector comparing time, we also
want to reduce the searching time over all historical time slots.
If power system data has a structure, then we can use the
structure to pre-organize historical data so that only part of
the original data set will be used for any inquiry. To achieve
this goal, we map historical data onto some two-dimensional
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Fig. 5: Mapping data onto some two-dimensional feature space

features (two left-singular vectors of U in singular value
decomposition Z = U × S × V ′) associated with significant
singular values, leading to Fig.5. Since the historical data is
highly clustered, we propose to use a tree to index the data
after dimension reduction. The basic idea of the proposed k-
d tree approach comes from the binary tree as illustrated on
the left of Fig.6. In the binary tree, all nodes after the left
pointer have smaller values than the current root value, and all
nodes after the right pointer have bigger values. If one wants
to search for a number in this seven-node tree, the maximum
searching time changes from 7 (by exhaustive search) to 3 by
using the tree structure. To extend the one-dimensional data to

Fig. 6: From a binary tree to a k-dimensional (k-d) tree

high dimensional data for power system measurement vectors,
we substitute for the binary-tree with a k-d tree as illustrated
on the right of Fig.6. The k-d tree alternates over different
measurements as a discriminator on every level of the tree.
Because of the efficient ‘pruning’ of the search space, the k-d
tree has an average nearest neighbor search time of O(log(Q)),
where Q is the total number of historical data points. By
properly using the clustering properties of the spatial data
points, the k-d tree achieves good performance since the search
within it can omit a large portion of other clustered points in

the space.

VI. A TUTORIAL EXAMPLE

As the proposed method includes different techniques, we
give a tutorial example for demonstration. Mainly, there are
two steps. One is data preprocessing and the other is data-
driven computation.

A. Data Preprocessing

• Obtain historical data.
– measurements
– topology and associated network parameters
– historical estimated states

• Clean historical data.
– manual updates
– use time series (data before and after) together with

spatial information for bad/malicious data detection.
– recalculate the historical states.

• Reorganize historical data.
– conduct singular value decomposition so that there

is a low dimensional representation of the historical
measurements.

– index the low dimensional historical measurement by
using k-dimensional tree indexing.

Remark Data-preprocessing steps above can be conducted
off-line to save time.

B. Data-Driven Computation

• K-Nearest Neighbors search
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– search in low dimensional space with 2K neighbors.
– use (2) to reduce the neighbors to K by considering

topology information.
– locate historical measurements in the original high-

dimensional space, which form the matrix Z.
– locate the corresponding historical states, which form

the matrix X .

• Kernel ridge regression

– conduct kernel ridge regression to obtain a discrim-
inative mapping matrix q̂ in (7).

– compute the current state estimate via x̂current =
q̂Tzcurrent.

VII. NUMERICAL RESULT

We simulate and verify the performance of the proposed
robust K-NNs regression approach, and compare it to the in-
dustrially used Newton’s method in the standard IEEE 300 test
case. Simulations are completed in MATLAB environment in
accordance with MATLAB Power System Simulation Package
(MATPOWER) [45], [46]. To simulate smart grid behavior in a
more practical pattern, online load profile from New York ISO
[58] is adopted in the subsequent simulation. The relatively
frequent topology error is also simulated. We conduct up to
2 topology changes randomly into the network and base on
that to generate data for learning and testing. To generate
data for SE, we first fit the normalized load data into the
case file. Subsequently, an AC power flow is run to generate
the true states of the power system, followed by creating
measurement sets with Gaussian noises. We assume that the
measurement set includes power injection, line power flows,
voltage magnitudes, and some phase angle measurements. Bad
data and malicious data are added subsequently to simulate
smart grid environments. Finally, we divide the data into three
part for training, validation, and testing. Specifically, it has
online load profiles in New York ISO area recorded every five
minutes. The load data used is between February 2005 and
December 2013 with a consistent data format. Therefore, we
use load data between February 2005 and May 2013 in training
and validation sessions. The load profiles between July 2013
and December 2013 are used in the testing session.

A. Improved Accuracy

As filtering out bad data and malicious data reduces mea-
surement number, we employ Mean Squared Error (MSE)
below instead of Sum Square Error.

MSE =
1

m

m∑
i=1

(
zi − hi(x̂current)

σi

)2

. (20)

To show the improved accuracy over 400 testing cases, we
define the relative error in the ith testing case as

γi =
MSERobust K−Nearest Neighbors Method

MSENewton′s Method with Pre. Est. Start
. (21)

1) Robustness to Topology Changes: To emphasize the
robustness to topology changes, we conduct a R-KNNs search
with the first building block (the left block) of (Fig.3). Fig.7a
shows a histogram of the 400 simulation results. For com-
parison purposes, we also compute the corresponding results
with Newton’s method initialized by a previous state estimate.
By looking at the x coordinate, we observe that the Robust
K-Nearest Neighbors (R-KNNs) approach has greatly reduced
estimation errors with an average ratio of 10−2.5. From this
fact, we can reasonably conclude that the proposed R-KNNs
method is able to handle frequent topology changes in smart
grid.

To show the state domain comparison, Fig.7b and Fig.7c
are plotted. Fig.7b compares two ratios of estimated voltage
magnitude over the true value. |VR−KNNs|

|VTrue| represents the

accuracy of the new approach and |VPre.Est.|
|VTrue| represents the

accuracy of the old approach. We observe that the R-KNNs
method has a voltage ratio in red close to 1, and its lesser
variance (in red) indicates its ability to track the true system
states while Newton’s method with a previous estimate start
has a ratio (in blue) far away from 1 with a large variance. In
the phase angle domain, Fig.7c shows a similar result, where
∠VR−KNNs

∠VTrue
represents the voltage phase angle ratio of the new

method over the true one, and ∠VPre.Est.

∠VTrue
represents the phase

angle ratio of the old method over the true one. The relatively
poor result of Newton’s method is caused by the local-search
behavior, which is suboptimal with an inferior initial guess.

2) Robustness to Bad Data: In this section, in addition to
using the first building block of Fig.3, we add the second
(middle) building block as well. As one can observe, the only
difference between Fig.8b(c) and Fig.7b(c) is that the mean
of the R-KNNs ratio in Fig.8b(c) is flatter and its variance is
smaller than the ratio in Fig.7b(c). This is caused by filtering
out of measurements with relatively large residuals, thanks to
richer data comparison across the historical time slots, instead
of the single data point used in traditional static SE. Another
piece of evidence supporting this observation is that Fig.8a
shows a smaller MSE ratio than does Fig.7a.

We also conduct simulation to see the robustness of the
approach in Fig.10. For 1% to 3% of bad data, both methods
are able to make correct bad data detection. When the bad
data level increases to be between 5% and 9%, the data-driven
approach has a much higher correct detection rate, thanks to
its ability to use temporal dependence between consecutive
measurements.

3) Robustness to Malicious Attack: The data used in this
subsection are slightly different from the two simulations
above. We inject malicious data into the measurement set in
testing sets. From Fig.9a, we can see that the Mean Square
Error before and after the malicious-data-filtering are not so
different. At the same time, the old method creates large
errors in the state space in Fig.9b and Fig.9c. For example,
the rectangular plot in blue shows a long distance to 1 in
Fig.9b. This shows that the malicious data can change the
state estimate dramatically without triggering the bad data
alarm. Fig.9c supports this statement as well. In contrast, our
method represented by the red star-like curve is close to one
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Fig. 7: Simulation results with only the first block of Fig.3 for topology uncertainties
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Fig. 8: Simulation results with the first and the second blocks of Fig.3 for topology uncertainties and bad data
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Fig. 9: Simulation results with all three blocks of Fig.3 for topology uncertainties, bad data, and malicious attacks
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Fig. 10: Robustness comparison with respect to bad data
penetration level

in the voltage magnitude plot and close to zero in the voltage
phase angle plot, showing its ability to find the true state. The

variance in red is also much smaller than the variance in blue,
illustrating the robustness of the proposed data-drive approach
against malicious data.

B. Speed Up

To illustrate the speedup, we define the relative execution
time ϕ for the ith testing data during the R-KNNs search:

ϕi =
twp,i

tex,i
, (22)

where twp represents the R-KNNs search time with pre-
processing (dimension reduction and k-d tree indexing). tex
represents the exhausted R-KNNs search time without pre-
processing. The plot of ϕi is drawn in Fig.11. It shows that
the proposed preprocessing approach has greatly reduced the
historical NN search time. For example, the average ratio
(ϕ) for all testing cases is around 10−3, creating a 99.9%
reduction in search time. Such a result leads to a rational
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interpretation for the proposed procedure: since the historical
data is organized according to power system data structure,
the nearest neighbors search can be conducted much more
efficiently.

C. Computational Time Comparison

To compare the computational time of the data-driven
approach with the currently used WLS approach, we show
Fig.12. And the time of the new approach is scalable and
comparable to WLS approach, making the approach feasible
for larger systems.

4 9 14 30 39 57 118 300 1354 3375
10

−6

10
−5

10
−4

10
−3

10
−2

Bus number

C
om

pu
ta

tio
na

l t
im

e

 

 

Data−Driven

Weighted Least Square

Fig. 12: Computational time comparison between the new
approach and the WLS approach

D. Application to the Distribution Systems

In the following, we conduct simulations over IEEE-123
distribution systems. To simulate the power system behavior
in a more practical pattern, the load profile from Pacific Gas
and Electric Company (PG&E) is adopted as the real power
profile. Then it is used in the power flow calculation to create
measurements and states. We divide the data into the training
and testing parts. Bad data and malicious data are added
into the testing part. Both the data-driven approach and WLS
approach based on Newton’s method are tested over the testing
data for 30 times.

Fig.13 displays Weighted Residual Sum of Squares (WRSS)
error for all measurement types. The x coordinate is the test

number for simulation. The y coordinate is for the metric
WRSS. By observation, the data-driven approach can signifi-
cantly reduce the error of WLS (by at least 10%) compared
to the Newton’s method with a flat start. At some points, such
as simulation number 1, 2, and 9, about 60% improvement
is achieved. Such facts lead to a natural interpretation for
the proposed SE procedure: As more data are used, the state
estimate achieves smaller error than the WLS, where only
current measurements are used.

Notice that the 20th simulation shows that Newton’s method
is better than the proposed data-driven approach. This is
because the Newton’s method achieves the global optimum.
This suggests that the proposed data-driven method can run
in parallel with the Newton’s method to enhance the state
estimation result.
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Fig. 13: Sum square error comparison in a distribution test
feeder

VIII. CONCLUSIONS

In this paper, we propose to utilize historical data to deal
with increasing uncertainties in power system state estimation.
In particular, we present an architecture to systematically clean
historical data, conduct supervised learning, and speed up the
learning process to enable online state estimation. We show
how to achieve these three steps by employing power system
operation process, applying physical relationship, and using
power system pattern. The numerical results illustrate that the
proposed method can achieve a highly accurate robust data-
driven state estimate in a short time with a 1000 time speedup.
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