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Abstract—This paper proposes a distributed false data injec-
tion attack (FDIA) by attacking to the boundary buses in an
interconnected power system. The proposed attack utilizes the
measurements corresponding to a set of boundary buses in each
neighboring areas to inject arbitrary errors to the estimated
states of those buses. It is demonstrated that the attack not
only gets through the robust distributed estimators but also
bypasses the convergence-based detection methods. Furthermore,
in an illustrative example, the differences in the attack with the
conventional FDIA are briefly explained. Then, finding the opti-
mal attack vector to minimize the maximum difference between
the per area errors by considering the attacker’s limitations is
formulated as a mixed-integer second-order cone programming
(MISOCP) problem. Finally, an unsupervised machine learning-
based detection method is proposed utilizing a kernel density
estimation technique along with statistical measures. This follows
an outlier detection to filter out attacks. To show the performance
of the detector, the n − 1 contingency, which changes the
probability distribution of data is analyzed. The proposed attack
and detector are tested on various IEEE systems such as IEEE 14-
bus and IEEE 118-bus test systems and the results are discussed.

I. INTRODUCTION

DECENTRALIZED task management is becoming the
main solution in the interconnected power grids. The

state estimation, which is one of the essential functions in the
power grid energy management system (EMS), is carried out
by the EMS of each area of the interconnected system. While
the state estimation is typically performed hierarchically in
the interconnected power systems, there is a growing interest
in a fully distributed state estimation (DSE) for the future
intelligent grids as it eliminates the need for a central unit.
The main idea of the DSE methods is the estimation of states
of each area using that area’s measurements and sharing the
states of boundary buses between neighboring areas. A DSE
method for restructured power systems has been proposed in
[1] and its practical aspects have been examined. The DSE
in [2] is formulated as an optimization problem and then
is decomposed into problems for areas. The authors in [3]
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presented a fully DSE algorithm for wide-area monitoring
under a more relaxed assumption for the local observability,
which provably converges to the centralized state estimation.
The alternating direction method of multipliers (ADMM), a
method that has been successfully applied for distributing
several optimization problems [4], is used in [5] solving
the DSE of power systems. A number of DSE methods are
proposed for AC model of a power system that rely on the
following techniques: distributed semidefinite programming
[6], distributed Gauss-Newton method [7], Gauss-Newton be-
lief propagation algorithm [8], and augmented Lagrangian
alternating direction inexact Newton method [9].

Bad measurement processing is an essential function of the
state estimation programs in the EMSs. This function exists in
the aforementioned DSE methods, but it has been implemented
in different manners. Similar to the centralized estimators, χ2-
and largest normalized residual tests are respectively used for
the detection and identification of bad data in the decentralized
estimators [1]–[3], [8]. Recently, robust estimators have been
generalized to operate in a distributed mode [5], [6]. The
privilege of this type of estimators over the statistical ones
is the lack of a need to run after estimators’ convergence.
In other words, these estimators detect and eliminate bad data
along with the estimation of states. A fully distributed bad data
processing is presented in [10], in which the interconnected
system is decomposed to error residual spread areas, and
then an information exchange scheme among different control
centers is designed.

An indispensable part of the movement towards a smart
power grid is cyber-induced threats. These threats are ex-
tensively endangering the functionality of the interconnected
grids because of their vulnerable-prone structure. Availability
attacks such as denial-of-service (DoS) are mainly considered
against the DSE, in which the communication infrastructure
that is used for data exchange between neighboring areas is
compromised [11], [12]. If the attack is launched successfully,
it can disable the DSE by preventing it from converging.
False data injection attack (FDIA) is one of the theoretically
extended [13] and practically applied [14] attacks in power
systems. FDIA as a data integrity attack is also considered on
the DSE [12], [15], [16]. In this attack, the attacker corrupts
a number of measurements by injecting an error into the esti-
mated variables without being detected by bad data processing
functions. Identification of these threats is a prerequisite for
defending against them [17]. In this regard, an algorithm
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based on the estimation residual with a predefined threshold
is developed in [15]. A robust DSE which generalizes the
Gossip-based Gauss-Newton algorithm is proposed in [18] that
updates the error variances of bad data and re-weights their
contributions adaptively for the state estimation. In a similar
DSE method, [19] casts the joint attack detection and state
estimation problem into a Bayesian random set framework
to summarize the available information on the signal attack
and system state as well as appropriate filtering algorithms to
update the densities used for the description of the problem.
The authors in [11] propose a detection method based on
the interruption of the convergence of DSE, and a mitigation
method based on the consensus of each area’s beliefs about
the attack location. A non-Bayesian framework in [12] is
employed for the quickest detection of the attack. An event-
based sampling scheme instead of a conventional one is also
proposed to cope with the bandwidth constraints in this work.
A comparison between the performance of the centralized
and decentralized detectors is made in [20] and it is shown
that each detector can outperform the other ones on a certain
system and attack configurations. Recently blockchain-based
systems on peer-to-peer networks are proposed for securing
the distributed applications of power systems (e.g., the DSE)
[21], [22].

Summary of Contributions: When a network’s operating
mode is switched from centralized to distributed, some of its
nodes acquire a new functionality. In a centralized network,
each bus does not have priority over the other buses, but when
the system is partitioned into areas, certain buses are given
special importance. These buses are those connected to the
tie-lines that play a determinant role in a distributed network.
When each area estimates its state locally, the exchange of
estimated states of boundary buses leads to the convergence of
the distributed estimator. Despite the importance of boundary
buses in the distributed networks, their cyber-security is not
taken into account in the reviewed literature. This is while one
means to falsify the results of DSE could be attacking these
buses. In other words, the attacker can utilize the vulnerability
of these buses and conduct distributed integrity attack, e.g.,
FDIA, through them. For this purpose, the attacker is only
required to manipulate the measurements corresponding to
boundary buses in all of the neighboring areas to disturb the
convergence of distributed estimator. Given this vulnerability,
a distributed FDIA on the DSE of the power system is
introduced in this paper, and then an unsupervised machine
learning algorithm is proposed for detection of the attack.
The major contributions of this work can be summarized as
follows:

• A distributed FDIA is proposed that utilizes the mea-
surements corresponding to a set of boundary buses in
neighboring areas to inject random errors to that buses’
state.

• It is shown that the proposed attack circumvents the
robust distributed estimator [5] and also bypasses the
convergence-based detection method [11].

• The vector of the proposed attack to minimize the max-
imum difference between per area errors is constructed

in the form of solving a mixed-integer second-order cone
programming (MISOCP) optimization problem. Note that
the mixed-integer variables in the model represent the
resource limitation of an attacker.

• An unsupervised machine learning algorithm is proposed,
which detects anomalous points using just the state vec-
tors. This means that we detect attacks using a minimal
set of features. Furthermore, the proposed method does
not need supervision or an attack model.

• The performance of the detection method is examined by
considering the n− 1 contingency on the power system.

The rest of this paper is organized as follows: Section II
describes the proposed distributed attack. The optimization
problem related to the attack vector is formulated and solved
in Section III. The attack detection method is presented
in Section IV. Section V brings the numerical results and
discussions. Finally, Section VI draws the conclusion.

II. ATTACK DESCRIPTION

Fully distributed state estimation (DSE) and the attacks on
this type of estimators and their detection methods are briefly
reviewed in Appendix A. It is noteworthy that the utilized
system model in this paper is mainly based on the context of
two references [5] and [11]. Afterwards, the proposed false
data injection attack (FDIA) is introduced.

A. The Proposed Distributed FDIA

The proposed distributed FDIA is theoretically explained in
this subsection. The aim of the attack is to disrupt the DSE
from converging to its true estimations. This aim is achieved
by attacking to the boundary buses of neighboring areas. The
proposed FDIA is conducted in such a way that it bypasses
both decentralized and centralized bad data detectors (BDDs).
Moreover, it circumvents convergence-based attack detection
methods. Suppose the attacker has complete information about
the interconnected power system, i.e., measurements vector
zk and the Jacobian matrix Hk for all of the k ∈ K areas.
Moreover, everyone can access all system’s measurements for
manipulation purposes. Consider a set of target boundary buses
denoted by Ba, which are common to a set of neighboring
areas denoted by Ka. If an attacker wants to inject a value to
the state of the target buses, he/she must launch FDIA in each
one of the Ka = |Ka| areas separately but simultaneously.
In particular, given ci as injected vector to the state vector
of attacked boundary buses xa through area i ∈ Ka, and
ai as attack vector of area i which is added to that area’s
measurements vector, the proposed distributed FDIA can be
conducted as the form of adapted from FDIA’s base paper [13]
as the following

ai = Hici, ∀i ∈ Ka (1)
zai = zi + ai, ∀i ∈ Ka. (2)

It should be noted that although the vector ai is indepen-
dently injected to the measurements vector zi of each area i,
but this injection is occurred at the same time and on a unified
samples of measurements. By following the instructions of
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[13], it is provable that the proposed attack can circumvent
the BDDs (see Appendix B). However, it needs an additional
condition to bypass the detection method of [11] which can
be described as the following.

Proposition. Suppose the above distributed FDIA is success-
fully conducted. The attack bypasses the convergence-based
detection method of [11] if the difference between the non-zero
elements of vectors ci which correspond to the state variables
of set Ba buses is less than the convergence threshold ε.

Proof. Consider the MSD for each pair of areas i and j of set
Ka at iteration t before the attack as follows:

d
(t)
i,j =

∥∥∥(x(t)
i,j − x

(t)
j,i )/2

∥∥∥2
2

|Ba|
. (3)

Now suppose that the difference between the non-zero ele-
ments of ci and cj for all pair of {i, j} ∈ Ka for an attack is
less than the convergence threshold ε, so the MSD after the
attack can be writhen as

d
(t)
i,j =

∣∣∣∣∣∣((x(t)
i,j + ci)− (x

(t)
j,i + cj)

)
/2
∣∣∣∣∣∣2
2

|Ba|

=

∣∣∣∣∣∣((x(t)
i,j − x

(t)
j,i ) + (ci − cj)

)
/2
∣∣∣∣∣∣2
2

|Ba|
, (4)

Consequently, if x
(t)
i,j and x

(t)
j,i for all pairs of {i, j} ∈ Ka

which equal xa satisfy the MSD before the attack, the value
of d(t)i,j remains unchanged after the attack and the attack can
bypass the detection method of [11] by consideration of (ci−
cj) < ε. �

The attack on DSE and how it bypasses the described
detection methods are illustrated using an example by applying
to the IEEE 14-bus test system (see Fig.1 of [5]) in Appendix
A. Here, a point must be clarified: the non-zero elements of
vectors ci,∀i ∈ Ka do not need to be equal, but, the difference
of the elements of different ci,∀i ∈ Ka corresponding to a
specified bus of set Ba must be less than ε. Here, it must be dif-
ferentiated between the proposed attack and the conventional
FDIA [13]. Although the application of the proposed attack
does not differ with the FDIA in a centralized setting, applying
the conventional FDIA in a decentralized setting causes it to
be detected by the method of [11].

III. ATTACK FORMULATION

In this section, the attacker’s aim to launch a distributed
FDIA to bypass the detection method of [11] and the minimum
requirements to conduct such an attack are formulated as an
optimization problem. The difference between the estimation
value of a centralized estimator (or equivalently true measure-
ments) and distributed estimator can be used as a criterion
for evaluating the accuracy of DSE. This criterion can be
represented for each one of the areas as

e(t)ck =

∥∥∥xck − x
(t)
k

∥∥∥
2

Nk
, (5)

or

e(t)ok =

∥∥∥xk − x
(t)
k

∥∥∥
2

Nk
, (6)

where e(t)ck is the per area error to the centralized solution of
(24) and e(t)ok is the per area error to the true state. Also, xck
is the estimations of centralized estimator for the area k, and
xk is vector of area k’s true state.

Since the aim of the attacker is to disable the DSE while
the convergence-based detection methods are bypassed, it is
required to disguise all the signs that can aid the detection of
an attack. Thus, the difference between the per area errors
must be to some extent that will not notify the attack’s
existence. Therefore, the aforementioned criterion can be used
as the objective function of the optimization problem, which
is formulated as follows

min
ci,i∈Ka

max
{k,k′}∈K

{|ek − ek′ |} (7a)

s.t. zai = zi +Hici, ∀i ∈ Ka, (7b)
|ci(n)− cj(n)| ≤ ε, ∀i, j ∈ Ka, i 6= j,∀n ∈ Ba,

(7c)
‖Hici‖0 ≤ N0i, ∀i ∈ Ka. (7d)

The objective function (7a) indicates that the attacker tries to
minimize the maximum difference between the per area errors
of all pair {k, k′} of set K which are not necessarily neighbors.
The constraint (7b) is exactly the same as constraints (1)
and (2). This constraint satisfies circumventing the BDD. The
second constraint (7c) represents bypassing the convergence-
based detectors, in which the difference between elements of
vectors ci,∀i ∈ Ka corresponding to each bus of set Ba is less
than ε. The constraint (7d) represents the attacker’s limited
resources constraint, in which the attacker access to only N0i

measurement(s) of attacked area i.
Before solving the min-max optimization problem (7), its

inner maximization problem is made easier to solve. Due to
the the existence of l0-norm, the constraint (7d) is a cardinality
constraint which makes the problem NP-Hard [23]. At the first
step of simplifying this constraint, the method proposed in [24]
is used. According to this method, the cardinality constraint
(7d) is reformulated as the following smooth nonlinear con-
straints.

1Tyi ≥ Mi −N0i ∀i ∈ Ka (8a)
Hi(j, :)ciyi(j) = 0 ∀j ∈ {1, . . . ,Mi},∀i ∈ Ka (8b)
0 ≤ yi ≤ 1 ∀i ∈ Ka (8c)

In this formulation, yi,∀i ∈ Ka are Ni × 1 variable vectors
which those elements take a value between zero and one. The
elements of vectors yi,∀i ∈ Ka are semi-continuous variables,
i.e. they are assigned zero or a value of a specific interval of
real positive numbers. The Mi × i,∀i ∈ Ka constraints of
(8b) are called complementarity constraints. These constraints
make the problem nonlinear and finding the global solution
of that impossible. To scape from this nonlinearity, the big-
M method, one of the conventional methods to convert the
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nonlinear problems to mixed-integer ones, is used. By utilizing
this method, (8b) is converted to two constraints (9).

Hi(j, :)ci ≤Mbi(j) ∀j ∈ {1, . . . ,Mi},∀i ∈ Ka

(9a)
yi(j) ≤M (1− bi(j)) ∀j ∈ {1, . . . ,Mi},∀i ∈ Ka

(9b)

In these constraints, M is a sufficiently big integer number
and bi,∀i ∈ Ka are binary vector variables. Consequently,
the attacker’s optimization problem will be consists of the the
objective function (7a) and the constraints (7b), (7c), (8a), (8c),
and (9). The resulting min-max optimization problem can be
cut down to a minimization one by casting them in epigraph
form as [25, Ch. 6]

min
ci,bi,i∈Ka,t

t (10a)

s.t. t ≥ |ek − ek′ |, ∀{k, k′} ∈ K, (10b)
(7b), (7c), (8a), (8c), and (9).

The
(
K
2

)
inequalities (10b) can be described with 2

(
K
2

)
in-

equalities (11).

t ≥ (ek − ek′), ∀{k, k′} ∈ K
t ≥ −(ek − ek′), ∀{k, k′} ∈ K

(11)

Since ek and ek′ have the Euclidean norm form, inequalities
(11) are the second-order cone constraints [26]. Then, the
attack optimization problem is turned to a MISOCP problem,
which can be solved to near optimality using the commercial
solvers.

IV. DETECTION METHOD

This section proposes an unsupervised methodology for
detecting measurement anomalies in the boundary buses
by leveraging different algorithms and statistical measures.
When selecting between supervised learning and unsuper-
vised learning, we notice several limitations of supervised
methods for smart grids. For example, such learning requires
training/tuning for a specific system configuration [27]–[29].
However, such assumptions will no longer hold in the fu-
ture grid, where the frequent topological changes can occur
due to many reasons such as planned maintenance, cyber-
attacks, etc. Topology reconfiguration can lead to a significant
change in the underlying data distribution as shown in Fig.
1. This implies that if a developed strategy for a particular
system setup is not properly designed,, it may not detect
an attack or erroneously locate it in distinct system setup.
Therefore, supervised methods might not be able to model
the dynamic nature of the smart grid and detect an attack
under a different system configuration. Even more, supervised
learning requires a labeled dataset. This means they need to
know the target value of each sample (attack/normal), such
as whether all the attacks happened in the past and most
of them were successfully identified. However, obtaining the
labeled dataset is difficult and expensive in smart grids due
to limited budgets. Finally, successful detection in supervised
learning requires labeled data for all possible attack scenarios.
Compared with supervised learning, an unsupervised anomaly

Fig. 1. Data distribution of a bus phase angles before and after a line outage.

detection method does not require attack models and can
manage changes. This means that unsupervised algorithms are
better fitted in smart grids.

A. Normalization: We first use the min-max normalization
[30] to transform all samples into the same scale.

B. Estimating the Probability Density Function (PDF):
State vectors observed during a distribution grid attack are
drawn from a different distribution than the normal ones
[27], [28]. Therefore, the problem of finding cyber-attacks
(outliers) can be solved efficiently if an accurate approximation
of the underlying data distribution can be found [31]. We
first estimate the underlying distribution of the state vectors
using the kernel density estimation (KDE) which is superior to
the other estimation techniques [31]. However, a contingency
could lead to natural jumps in the data misleading the detection
method. So, we need a carefully designed KDE in (12) to
distinguish between natural uncertainties and an attack. Note
that m shows the number of measurements.

v1,1 v1,2 . . . v1,14
v2,1 v2,2 . . . v2,14

...
...

...
...

vm,1 vm,2 . . . vm,14

 KDE−−→


fv(1)
fv(2)

...
fv(m)

 . (12)

The same process is applied to phase angles. KDE is a
nonparametric method that estimates the density of the data
without making any parametric assumption about the type of
the density and underlying distribution of data points [32]. A
kernel density estimator is defined by a kernel function and
a bandwidth/smoothing parameter, which control the smooth-
ness of the resulting density curve as follows

f̂h(p) =
1

bh

∑n

i=1
KL

(
p− pi
h

)
, (13)

where (p1, p2, · · · , pn) are independent samples drawn from
a distribution f(p), b is the sample size, KL(·) is the kernel
function (e.g., Gaussian, Epanechnikov, triangle, etc.), and h is
the bandwidth. Epanechnikov kernel function is a good choice
for density estimation to manage uncertainties [31]. Therefore,
we choose the Epanechnikov kernel which is a square function
and easier to integrate

KL(u) =
3

4
(1− u2). (14)
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Fig. 2. Probability density function of normal and attacked vectors.

It is well known that the practical application of KDE
is crucially dependent on the choice of the bandwidth h.
Specifying a larger bandwidth would lead to an over-smoothed
estimation, whereas too small bandwidth would lead to an
under-smoothed estimation. A series of automatic bandwidth
selection methods such as rules of thumb, cross-validation,
biased cross-validation, plug-in methods, etc. have been pro-
posed. One of the most widely used bandwidth selectors is
cross-validation [33]. In this paper, the biased cross-validation,
which is an improvement of the cross-validation method and
a hybrid of cross-validation and plug-in methods is used [33].
This step helps us to get accurate an approximation of the
underlying data distribution and manage uncertainties in the
smart grid raised by contingencies.

To illustrate the impact of this step, we simulate 10%
incremental attack on the state variable θ2 on the IEEE 14-bus
system shown in Fig. 1 of [5]. Fig. 2 shows the probability
density estimates of the normal vectors and the attacked
vectors. As it is clear, the PDF of the attacked vectors exhibit
different behavior from the normal ones.

C. Quantifying the Probability Density Estimates: As
shown in Fig. 2, the shape of the probability density curves of
the attacked vectors is different from the normal ones. Hence,
we use statistical measures to quantify the PDF of state vectors
to detect attacks. To choose statistical measures, we treated the
problem as a supervised learning task. To this end, different
shape measures such as the second moment, third moment,
forth moment, mean, skewness, kurtosis, sample variance are
selected and calculated for the state vectors. Afterward, we
turned each calculated index into a feature and used Pearson
correlation-based feature selection [30] to classify the worth
of each feature. Finally, two measures are selected among the
top-ranked ones: 1) skewness; 2) kurtosis [34].

Skewness: It is a measure of the asymmetry of the PDF.
From Fig. 1, we observe that injecting false data will cause
the PDF to be more or less asymmetric than the normal one.
The skewness of a distribution is defined as follows:

s = E

[(
xv − µ
σ

)3
]
, (15)

where E is the expectation operator, xv is the state vector, µ
is the population mean, and σ is the standard deviation of xv.

Fig. 3. Effect of injecting false data into the system on the skewness of PDFs:
(a) with no attacks, (b) with attacks.

Kurtosis: It is a measure of peakedness or flatness of the
shape of a distribution. When the vectors are maliciously mod-
ified, the distribution curve will be highly peaked/flattened.
The kurtosis of a distribution is defined as follows:

ku = E

[(
xv − µ
σ

)4
]
. (16)

To illustrate the impact of FDI attack on the skewness
of a PDF, 10% incremental attack on the state variable θ11
is simulated. Fig. 3(a) and Fig. 3(b) show the histogram of
the skewness of the phase angle vectors without and with
false data injection. The significant difference between the
two histograms shows that injecting false data does affect the
skewness of PDF.

Therefore, we extract these features from the learned kernel
density function, namely the skewness (S) and Kurtosis (K)


fv(1)

fv(2)

...
fv(m)


Step 3
−−−→


sv1 kuv1

sv2 kuv2

...
...

svm kuvm

 ,

fθ(1)

fθ(2)

...
fθ(m)


Step 3
−−−→


sθ1 kuθ1

sθ2 kuθ2

...
...

sθm kuθm

 . (17)

Such a step also reduces the dimensionality of the smart grid
data, leading to lower computation complexities.

D. Constructing a New Vector: To be able to run an outlier
detection method to detect the inconsistent data points in the
m × 2 generated matrix, we calculate the mean of this new
matrix to construct a new vector space as follows

s1 k1
s2 k2
...

...
sm km

 Step 4 (mean)−−−−−−−→


d1
d2
...
dm

 . (18)

To represent the impact of this step, 10% decremental
attack on the 11th phase angle is simulated. Fig. 4 shows the
visualization of the newly constructed vector after the fourth
step without/with attacks. The x-axis of this figure shows
the measurement number. As one can see, when there is no
attack, the data points are distributed normally. However, when
there is an attack, the attacked state variables exhibit different
behavior from the normal ones after applying the proposed
method.
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Fig. 4. Measurements after applying the proposed method: (a) measurements
with no attacks, (b) measurements with attacks.

E. Identifying the outliers as potential attacks: Data points
that are different from other points and deviate from the normal
trend of the data are called outliers or anomalies. In this step, to
discover any anomalous point in the newly constructed vector,
which may be related to maliciously modified data, this vector
is fed to an outlier detection method. This means that the
attacked measurement will behave as an outlier, as shown in
Fig. 4.

Method selection: To choose the right method, different
methods are selected and each method is turned into a feature
using their internal parameters. Afterward, the information
gain of each feature was calculated. Finally, the top-ranked
feature (method) was selected, which was: Median Absolute
Deviation (MAD) method. This means to select the best
feature, labeled data is used. Note that when the proposed
unsupervised method is deployed, it does not need any label
to detect attacks and can manage different configurations and
does not need to be trained, as shown in Section V.

MAD method: MAD method is one of the simple and
classical outlier detection methods. MAD is the median of
absolute deviation from sample median and is defined as
follows [35]

MAD =M (|xi −M(X)|) , (19)

where M() is the median of the sample, X is the n original
observations and xi is the i − th observation of the sample.
The rules of this method are as follows

M(X)− 2×MAD < xi < M(X) + 2×MAD. (20)

M(X)− 3×MAD < xi < M(X) + 3×MAD. (21)

This method demonstrates that any point beyond the inter-
vals M ± 2 ×MAD and M ± 3 ×MAD will be regarded
as an outlier. In particular, any point outside the interval of
(20) is regarded as a mild anomaly and any point beyond the
interval of (21) is known as a strong anomaly [35]. In this
paper, the strong outlier detection strategy is used since the
mild strategy raises relatively many false positives.

V. NUMERICAL RESULTS AND DISCUSSION

In this section, the developed decentralized state estimators,
attack and detection method are numerically tested on an Intel
Core i7-6700HQ @ 2.6 GHz (16GB RAM) computer using
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Fig. 5. IEEE 118-bus system partitioned into three areas [5].

MATLAB and Python 3. The power network benchmarks are
initially considered, namely the IEEE 14-bus and the 118-bus
systems [36]. Their admittance matrices and the underlying
power system states are obtained using MATPOWER [37].
The state vector contains the real and imaginary parts of all
bus voltages. Measurements consist of PMU recordings on
bus voltages and line currents, expressed in rectangular coor-
dinates, too. Measurement noise is simulated as independent
zero-mean Gaussian with standard deviation per magnitude
and phase angle of both voltages and currents 0.02 and
0.05, respectively. As depicted in Fig. 1 of [5] and and Fig.
5, respectively, the IEEE 14- and the 118-bus systems are
partitioned into the 4 and 3 areas. The places of PMUs in the
test systems also can be found in [5].

Initially, the execution of a successful attack by bypassing
the detectors is shown. So, the optimal attack vector is
obtained. The proposed detection method is then explored for
the purpose of identifying the attack in the normal condition
and under contingencies, and the results are described.

A. Robust DSE and Convergence-Based Detection Methods

The proposed distributed FDIA is applied to each of the
boundary buses of the 14-bus test system. Furthermore, simul-
taneous attack to two boundary buses is also simulated (e.g.,
Ka consists of all four areas). In all cases, the size of the attack
is 0.1 of the true measurement of the corresponding attacked
state variable. The number of executions of DSE and attack
scenarios with random measurement sets is equal to 100 and
the average standard deviation of each state is computed over
these runs. As it is explained in Appendix A, the proposed
attack can sail through the bad data detector (robust DSE) of
[5]. The case of bus 5 is also true for other buses and the case
with two buses. The per area error of four areas estimation
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relative to true measurements in the normal state and attack
to buses 5, 9, 14, 11 as well as two buses 5 and 14 are shown
in Fig. 6(a)-(f), respectively. It should be noted that none of
them will able to obtain per area error of their neighborhoods
in the condition of independent operation of areas. As a result,
a person can not use the current diagrams to detect the attack.

Fig. 6. Per area error of four areas estimation for: (a) the normal state, and
attack to buses: (b) 5, (c) 9, (d) 14, (e) 11, and (f) 5 and 14.

In addition to decentralized bad data detection algorithms,
as it is demonstrated in Sec. II-A and shown numerically in the
form of illustrative example in the Appendix A, the proposed
attack can bypass the convergence-based detection methods.
In the way in which it is mentioned in [11], the convergence-
based detection methods detect an attack using the fluctuations
in the evolution of MSD. This index is tested on each of the
attack scenarios and it is obtained that is zero for the attack
to buses 14 and 11. The MSD diagrams over the iterations for
the attack to buses 5, 9, and coordinated attack to buses 5 and
14 are depicted in Fig. 7. As it is clear from these diagrams,
the MSD does not have oscillations and converges to zero
or another specific value by the increase of iterations. In the

Fig. 7. The MSD of attack to buses: (a) 5, (b) 9, (c) 5 and 14.

case of the IEEE 118-bus system, due to the large number of
busses, we select only one bus from each area as an instance
to represent the impact of the attack. In this regard, attack to
buses 24, 38, and 77, which respectively belong to area’s one
to three, are represented along with the no attack state in Fig.
8. As can be seen from Fig. 8(b) and 8(d), attacks on areas
1 and 3 have significantly increased the error associated with
those areas and neighboring area 2. This is while attacking
the bus of area 2 has little effect on the per area errors due to
the neighborhood of this area with the other two areas and the
uniform distribution of the error between the areas. Bypassing
the convergence-based detection method [11] can be displayed
by drawing the MSD index. It should be noted that in this
case the amount of injection performed by neighboring areas
should be the same. The MSD index for the attacked buses
shown in Fig. 8 revealed that the proposed attack does not
cause fluctuations in the MSD index and eliminates the sign
that caused by the attack to be detected by the method of [11].

B. Optimal Attack

Despite the restructured power systems, an independent net-
work may be partitioned for some reasons, including reduced
computing load. In this case, all areas are operated by one
person and the onset of the attack can be guessed using the
difference between the error of areas. This necessitates the
existence of the modeled optimization problem in Sec. III.
After solving the MISOCP optimization problem (10) in the
CVX environment [38] and using the MOSEK solver [39], the
target buses and the attack vector is obtained. For the Ka = 2,
the attacked areas Ka = {2, 4} and so the target bus 9 ∈ Ba
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Fig. 8. Per area error of three areas estimation of 118-bus test system for:
(a) the normal state, and attack to buses: (b) 24, (c) 38, and (d) 77.

is gotten. It has been set that only one non-zero element is
contained in the attack vectors c2 and c4 and the result shows
that the phase angle has been chosen instead of the magnitude
of the variable. The achieved attack size is 0.05 of the bus
true measurement. This reduces the impact of an attack that
falsifies the estimates but makes it harder to detect the attack
as much as it does. By application of this vector, the per area
error curves related to bus 9 (Fig. 6(c)) is updated as Fig. 9(a).
As one can see, the difference between per area error has been
significantly decreased. The reason for choosing the bus 9 by
the optimization solver can be interpreted as the neighboring
areas of this bus, namely areas 2 and 4, have boundary buses
with more than one area. This situation can spread the impact
of the attack into more areas and thus reduce the difference
of error rates between areas making the attack detection more
challenging. When the Ka is set to 4, the target buses are found
as Ba = {5, 14}. In this state, the constraint of the number of
non-zero elements of attack vectors is changed to 2, and those
contain the phase angle and magnitude of attacked variables.
The attack size is also 0.05 of the bus’s true measurement.
The per area error curves corresponding to this optimal attack
is represented in Fig. 9(b) (cf. Fig. 6(f)). The relation between
area 1 (base of bus 5) with 2, and also between area 4 (base
of bus 14) with 3 can help to spread the attack and reduce the
difference in error between areas.

The average execution time for 100 iterations of the DSE
program under attack to each of the buses in the 14-bus system
is 1.4 s and in the 118-bus system is 12 s. The ratio of 12/1.4
is proportional to the ratio of the number of buses of the two
systems 118/14. Fortunately, the model for finding the optimal
attack is proportional to the number of boundary buses rather

Fig. 9. Per area error of four areas estimation after the application of optimal
attack vector for buses: (a) 9, (b) 5 and 14.

Fig. 10. Per area error of 118-bus test system after the application of optimal
attack vector for buses: (a) 72 and (b) 69 and 72.

than the total system buses. There are ten boundary buses in
the 118-bus system (area 2 has six and four buses, respectively,
in common with areas 1 and 3) that is two and a half times the
number of boundary buses in 14-bus one. The execution time
for solving the optimization problems with binary variables
corresponds to the number of those variables. Thus, the time
required to find the optimal attack in the 118-bus system will
be about 2.5 times more compared to the 14-bus system. This
makes it possible to use the proposed MISOCP attack model
10 in realistic power systems. When Ka = 2 is set, the
attacked areas are found Ka = {1, 2} which the target bus
is 72 ∈ Ba. By keeping Ka = 2 constant and increasing the
number of members of the target bus set Ba from 1 to 2 and
3, buses 33 and 19 are added to that set, respectively. The
selection of one bus from area 2 that is common with area 1
and two buses of area 1 represents that attack to buses of area
3 is easy to be detected through the single operator. The only
non-zero element is chosen in the attack vectors c1 and c2 is
again the phase angle instead of the magnitude of the variable
and the achieved attack size unlike the 14-bus system is 0.1
of the bus true measurement. The per area error curves for the
optimal attack to bus 72 is depicted in Fig. 10(a), which shows
a small difference between the areas’ error. A noteworthy point
is the small number of lines connected to the attacked buses,
which can be the reason for this choice. For Ka = 3, the set
Ba includes buses 69 and 72 and the resulting per area error
curves become the Fig. 10(b). In this case, the attack vectors
are set free to select both phase angle and magnitude and the
achieved attack sizes are 0.1 of the buses true measurement.
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C. Unsupervised Detection Method

To highlight the effectiveness of the proposed unsuper-
vised detection method, two evaluation scenarios have been
designed. Scenario S1 focuses on FDIA detection when the
system is not affected by any contingencies. Scenario S2
is concerned with the evaluation of the robustness of our
detection algorithm to topology changes. We assumed that the
frequency of execution of a distributed state estimator is 5 min-
utes for the subsequent simulations. We obtain time-series data
by repeatedly running the state estimator to generate hourly
data over a single day. This implies that 288 measurements
are obtained at each bus.

1) Scenario S1: Detecting Attacks in the Network without
any Contingencies: In this scenario, it is supposed that there is
no contingency in the network. In particular, for this scenario
the corrupted measurements by FDIA in IEEE 14-bus system
correspond to state variables of boundary buses θ5, θ9, θ11,
θ14, multiple buses θ5 and θ14 and in IEEE 118-bus system
correspond to state variables of boundary buses θ19, θ24, θ30,
θ33, θ38, θ68, θ69, θ72, θ75 and θ77. Over the course of a
day, all the measurements that depend on these particular state
variables were manipulated only between 10 PM and 12 AM
on the day. This means that the attacker has falsified state
variables of two hours. Therefore, there are 24 attack samples
for each attacking scenario. For each attack, one system state
variable is reduced or increased by some percentage of its
original value. Specifically, For each targeted state variable,
we simulate two injection amounts, which are 90% and 100%
of the original value. 90% means that the manipulated state
variable by the adversary is 10% smaller than the original
value [40], [41]. Therefore, there are overall 48 attack samples
for each bus. Table I and Table II summarize the test results for
this case study. Each row of this Table shows one state variable
which is attacked. As one can see, the proposed method
was able to detect almost all attack samples correctly. It is
noteworthy that the false positive (FP) rate for this case study
for phase angles of IEEE 14-bus network is 2.43%, which
means the proposed method incorrectly classifies 7 normal
samples out of 288 samples as attack ones and for IEEE 118-
bus network is 2.08%. FP rates for voltage magnitudes for
IEEE 14-bus system and IEEE 118-bus network are 3.12% and
0%, respectively. In this paper, FP is the number of normal
samples that are incorrectly classified as attack ones which
means the attack label is considered as the positive class.

TABLE I
SUMMARY OF TEST RESULTS - IEEE 14-BUS

Scenario S1 S2
State Variable original value×0.90 original value×1.10 original value×0.90 original value×1.10

θ5 24 18 24 24
θ9 24 24 24 24
θ11 24 24 24 24
θ14 24 24 20 24
θ5,14 24 24 24 24
V5 24 24 18 24
V9 24 24 24 24
V11 24 24 24 24
V14 24 24 24 23
V5,14 24 24 24 24

2) Scenario S2: Detecting Attacks under a Contingency::
In this Scenario, to evaluate the robustness of the proposed

TABLE II
SUMMARY OF TEST RESULTS - IEEE 118-BUS

Scenario S1 S2
State Variable original value×0.90 original value×1.10 original value×0.90 original value×1.10

θ19 23 23 22 22
θ24 23 24 24 23
θ30 22 24 24 24
θ33 22 24 23 23
θ38 22 24 23 24
θ68 23 21 24 23
θ69 23 22 24 23
θ72 24 23 24 22
θ75 23 21 24 21
θ77 23 22 23 23
V19 19 24 23 24
V24 24 22 23 23
V30 19 24 23 23
V33 19 24 23 21
V38 24 23 23 23
V68 24 23 23 21
V69 24 24 23 24
V72 24 23 21 23
V75 24 23 19 23
V77 23 23 23 23

method in managing the topology changes, false data are
injected into the system after a contingency. For this case
study, it is assumed that the system works fine until 8 PM
over the course of a day. The line outage occurs at this moment
and the network works under that contingency until the end
of the day (12 AM). But, the adversary launches attacks on
the measurements from 10 PM to 12 AM and replaces these
measurements with the attacked ones. This means the attack
is orchestrated when the network was under outage of branch
2 − 5 for IEEE 14-bus and branch 75 − 77 for IEEE 118-
bus test system. Therefore, there are 24 attack samples for
each attacking scenario with incremental/decremental attack
cost and overall 48 attack samples for each bus. Table I and
Table II summarize the results for this case, demonstrating
the robustness of our algorithm to topology changes. This
is because our method uses different techniques to get an
accurate approximation of the underlying data distribution
and manage uncertainties in the smart grid. Note that the
FP rate for this case study for phase angles for IEEE 14-
bus system is 4.16%, which means the proposed method
incorrectly classifies 12 normal samples out of 288 samples
as attack ones when the network is under a contingency and
there is no attack and for IEEE 118-bus network is 3.81%.
FP rates for voltage magnitudes for IEEE 14-bus system and
IEEE 118-bus network are 5.55% and 4.16% respectively.

VI. CONCLUSION

A new FDIA, which utilizes the boundary buses to attack
the DSE has been introduced in this paper. It has been
proved the proposed attack can get through the distributed
bad data detection algorithms and convergence-based attack
detection methods. To cover all the symptoms of an attack,
an optimization problem is formulated as MISOCP problem
to reduce the maximum difference between per area errors.
Then, a new unsupervised attack detection algorithm based
on the approximation of the distribution of the state vectors
using statistical measures and methods is proposed. Making
no hypothesis on the data and being completely data-driven,
the method is more objective in providing the accurate identi-
fication of false data injected into boundary buses. In order to
indicate the capability of the detection method, a contingency
in the tested power systems is considered. A contingency that
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changes the distribution of the estimated values make it hard
to detect any kind of attack. Our simulations and analysis have
demonstrated the effectiveness and robustness of the presented
method in detecting attacks in different configurations.

The extension of the initially explained idea in the Section
II-A of the paper to launch the attack through one area to its
neighboring area(s) will be considered as the next work.
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[11] O. Vuković and G. Dán, “Security of fully distributed power system state
estimation: Detection and mitigation of data integrity attacks,” IEEE
Journal on Selected Areas in Communications, vol. 32, no. 7, pp. 1500–
1508, 2014.

[12] M. N. Kurt, Y. Yılmaz, and X. Wang, “Distributed quickest detection
of cyber-attacks in smart grid,” IEEE Transactions on Information
Forensics and Security, vol. 13, no. 8, pp. 2015–2030, 2018.

[13] Y. Liu, P. Ning, and M. K. Reiter, “False data injection attacks against
state estimation in electric power grids,” ACM Transactions on Informa-
tion and System Security (TISSEC), vol. 14, no. 1, p. 13, 2011.

[14] G. Liang, S. R. Weller, J. Zhao, F. Luo, and Z. Y. Dong, “The 2015
Ukraine blackout: Implications for false data injection attacks,” IEEE
Transactions on Power Systems, vol. 32, no. 4, pp. 3317–3318, 2016.

[15] F. Pasqualetti, R. Carli, and F. Bullo, “Distributed estimation via iterative
projections with application to power network monitoring,” Automatica,
vol. 48, no. 5, pp. 747–758, 2012.

[16] M. Ozay, I. Esnaola, F. T. Y. Vural, S. R. Kulkarni, and H. V. Poor,
“Sparse attack construction and state estimation in the smart grid:
Centralized and distributed models,” IEEE Journal on Selected Areas
in Communications, vol. 31, no. 7, pp. 1306–1318, 2013.

[17] F. Pasqualetti, F. Dörfler, and F. Bullo, “Attack detection and identi-
fication in cyber-physical systems,” IEEE Transactions on Automatic
Control, vol. 58, no. 11, pp. 2715–2729, 2013.

[18] X. Li and A. Scaglione, “Robust decentralized state estimation and
tracking for power systems via network gossiping,” IEEE Journal on
Selected Areas in Communications, vol. 31, no. 7, pp. 1184–1194, 2013.

[19] N. Forti, G. Battistelli, L. Chisci, S. Li, B. Wang, and B. Sinopoli,
“Distributed joint attack detection and secure state estimation,” IEEE
Transactions on Signal and Information Processing over Networks,
vol. 4, no. 1, pp. 96–110, 2018.

[20] R. Anguluri, V. Katewa, and F. Pasqualetti, “Centralized versus decen-
tralized detection of attacks in stochastic interconnected systems,” arXiv
preprint arXiv:1903.10109, 2019.

[21] E. Munsing and S. Moura, “Cybersecurity in distributed and fully-
decentralized optimization: Distortions, noise injection, and admm,”
arXiv preprint arXiv:1805.11194, 2018.

[22] M. N. Kurt, Y. Yilmaz, and X. Wang, “Secure distributed dynamic state
estimation in wide-area smart grids,” arXiv preprint arXiv:1902.07288,
2019.

[23] S. T. McCormick, “A combinatorial approach to some sparse matrix
problems,” Ph.D. dissertation, Stanford University, Stanford, CA, 1983.

[24] O. P. Burdakov, C. Kanzow, and A. Schwartz, “Mathematical programs
with cardinality constraints: Reformulation by complementarity-type
conditions and a regularization method,” SIAM Journal on Optimization,
vol. 26, no. 1, pp. 397–425, 2016.

[25] S. Boyd and L. Vandenberghe, Convex optimization. Cambridge
university press, 2004.

[26] F. Alizadeh and D. Goldfarb, “Second-order cone programming,” Math-
ematical programming, vol. 95, no. 1, pp. 3–51, 2003.

[27] M. Mohammadpourfard, A. Sami, and A. R. Seifi, “A statistical unsuper-
vised method against false data injection attacks: A visualization-based
approach,” Expert Systems with Applications, vol. 84, 2017.

[28] M. Mohammadpourfard, A. Sami, and Y. Weng, “Identification of false
data injection attacks with considering the impact of wind generation and
topology reconfigurations,” IEEE Transactions on Sustainable Energy,
vol. 9, no. 3, pp. 1349–1364, 2018.

[29] M. Mohammadpourfard, “Benchmark of machine learning algorithms
on capturing future distribution network anomalies,” IET Generation,
Transmission & Distribution, vol. 13, pp. 1441–1455(14), 2019.

[30] J. Han, M. Kamber, and J. Pei, Data Mining: Concepts and Techniques,
3rd ed. USA: Morgan Kaufmann Publishers Inc., 2011.

[31] S. Subramaniam, T. Palpanas, D. Papadopoulos, V. Kalogeraki, and
D. Gunopulos, “Online outlier detection in sensor data using non-
parametric models,” in Proceedings of the 32Nd International Confer-
ence on Very Large Data Bases, ser. VLDB ’06. VLDB Endowment,
2006, pp. 187–198.

[32] B. W. Silverman, Density Estimation for Statistics and Data Analysis.
London: Chapman & Hall, 1986.

[33] B. U. Park and J. S. Marron, “Comparison of data-driven bandwidth
selectors,” Journal of the American Statistical Association, vol. 85, no.
409, pp. 66–72, 1990.

[34] J. B. Ramsey, H. J. Newton, and J. L. Harvill, The elements of statistics:
with applications to economics and the social sciences. North Scituate,
MA: Duxbury Press, 2002.

[35] C. Leys, C. Ley, O. Klein, P. Bernard, and L. Licata, “Detecting outliers:
Do not use standard deviation around the mean, use absolute deviation
around the median,” Journal of Experimental Social Psychology, vol. 49,
no. 4, pp. 764 – 766, 2013.

[36] “Power systems test case archive.”
[37] R. D. Zimmerman, C. E. Murillo-Sánchez, and R. J. Thomas, “MAT-

POWER: Steady-state operations, planning, and analysis tools for power
systems research and education,” IEEE Transactions on power systems,
vol. 26, no. 1, pp. 12–19, 2010.

[38] M. Grant and S. Boyd, “CVX: Matlab software for disciplined convex
programming.”

[39] A. Mosek, “The MOSEK optimization software,” Online at http://www.
mosek. com, vol. 54, no. 2-1, p. 5, 2010.

[40] M. Mohammadpourfard, F. Ghanaatpishe, M. Mohammadi, S. Laksh-
minarayana, and M. Pechenizkiy, “Generation of false data injection
attacks using conditional generative adversarial networks,” pp. 41–45,
2020.

[41] M. Mohammadpourfard, Y. Weng, M. Pechenizkiy, M. Tajdinian, and
B. Mohammadi-Ivatloo, “Ensuring cybersecurity of smart grid against
data integrity attacks under concept drift,” International Journal of
Electrical Power Energy Systems, vol. 119, p. 105947, 2020.

Authorized licensed use limited to: ULAKBIM UASL  ISTANBUL TEKNIK UNIV. Downloaded on September 17,2021 at 14:17:16 UTC from IEEE Xplore.  Restrictions apply. 

Rectangle

Rectangle



2325-5870 (c) 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TCNS.2021.3091631, IEEE
Transactions on Control of Network Systems

11

APPENDIX A

A. DSE

In each one of the K areas of an interconnected power
system, there is a linear relation between Mk measurements
zk, and Nk states xk as (22), where Hk is the Jacobian matrix
of area k, and wk is the area’s measurement error vector.

zk = Hkxk +wk (22)

If fk(xk; zk,Hk) is the estimation function of area k, the
states of each area can be estimated by solving the following
optimization problem

min
xk

fk(xk; zk,Hk), (23)

This problem can be extended as the following to estimate the
all states of a power system in a centralized manner.

min
x

K∑
k=1

fk(x) (24)

The state of boundary buses in the state vector x of (24) is
included as many neighboring areas as those buses have. For
reaching to a decentralized state estimation, neighboring areas’
dependence upon the boundary buses must be obviated. For
this purpose, neighboring areas should share state variables
of their boundary buses. So by introducing a constraint for
boundary buses of each one of the two neighboring areas
and making the state variables of both neighboring areas
equivalent, we have

min
xk

K∑
k=1

fk(xk)

s.t. xk,k′ = xk′,k, ∀k′ ∈ Nk,∀k,
(25)

where xk,k′ (and its equivalent, xk′,k) is the vector of shared
state variables between area k and k′ and Nk is the set of
neighboring areas of area k. Also vector xk,b is defined as
the vector of shared state variables between area k and its
all neighboring areas. For the purpose of having a fully DSE,
optimization problem (25) must be prepared for using methods
for distributing optimization problems such as alternating
direction method of multipliers (ADMM) [4]. To this end,
Lagrange multipliers vk,k′ are introduced for each constraint
of (25) [5]. The resulting iterative solution scheme is

x
(t+1)
k = (HT

kHk + cDk)
−1(HT

k zk + cDkp
(t)
k ) (26a)

s
(t+1)
k = Uxk .

∑
∀k′∈Nk

Yk,k′ .x
(t+1)
k′,k (26b)

p
(t+1)
k = p

(t)
k + s

(t+1)
k − 1

2
(Yk,b.Y

T
k,b.x

(t)
k − s

(t)
k ), (26c)

where c > 0 is a predefined constant, Dk is a diagonal matrix
whose element di,i equals the number of areas sharing the ith
state variable of the vector xk, Uxk is a diagonal matrix whose
diagonal element ui,i equals to the inverse of the number
of areas (if greater than 0) sharing the ith state variable of
the vector xk, and non-diagonal elements equal zero, and
Yk,k′ is a matrix that determines the connection between
vector xk and vector xk,k′ , and its elements yi,j equal one

if the ith element (state variable) in xk corresponds to the jth
element (state variable) in xk,k′ , and zero otherwise. Similar
to the latter, matrix Yk,b (Yb,k) determines the connection
between vector xk and vector xk,b (xb,k), and its elements
is determined as it was done for Yk,k′ . When the difference
between the estimated value of one of the ADMM’s iterations
and its previous iteration be less than a predefined value, it
is said that the DSE has been converged. If t∗ + 1 be the
mentioned iteration and ε be the convergence threshold, then
∀k ∈ K, ‖x(t∗+1)

k − x
(t∗)
k ‖∞ ≤ ε.

B. Attacks on DSE and Their Detection Methods

Among the attacks that have been introduced on DSE, the
one that proposed in [11] is selected to describe and discussed.
The aim of attacker in [11] is to disable the DSE by preventing
it from converging. The attacker performs it by compromising
the communication infrastructure of an area ka ∈ K used for
exchanging the state variables x(t)

k,ka
and x

(t)
ka,k

between ka and
its neighbors k ∈ Nka , so it can manipulate the exchanged
data used as an input to DSE. The attack against the state
variables sent from areas k ∈ Nka to area ka (from ka to
k) at the end of iteration t is described by the attack vector
a
(t)
k,ka

(a(t)ka,k). Therefore, the resulting corrupted vector of state
variables x̃

(t)
k,ka

can be represented as x̃
(t)
k,ka

= x
(t)
k,ka

+ a
(t)
k,ka

.
The convergence conditions of the ADMM according to [4]

is: ∀k ∈ K, function fk(xk; zk,Hk) must be closed, proper,
and convex and the augmented Lagrangian function

L =
∑
∀k∈K

fk(xk) (27)

+
∑
k′∈Nk

vTk,k′(x
(t)
k,k′ − x

(t)
k′,k) + c

∥∥∥∥∥x
(t)
k,k′ − x

(t)
k′,k

2

∥∥∥∥∥
2

2


possesses a saddle point, in which ‖

x
(t)

k,k′−x
(t)

k′,k
2 ‖22 → 0 as

t → ∞. By taking the conditions into account, it may
be expected that by increasing the iterator counter t and
approaching the DSE to a solution, the difference between the
exchanged state variables between areas k and k′ (and also
all other neighboring areas) will be decreased. In this regard,
by definition of mean squared disagreement (MSD) between
areas k and k′ at iteration t as

d
(t)
k,k′ =

∥∥∥(x(t)
k,k′ − x

(t)
k′,k)/2

∥∥∥2
2∣∣∣x(t)

k,k′

∣∣∣ , (28)

where
∣∣∣x(t)
k,k′

∣∣∣ denotes the number of elements in vector x(t)
k,k′ ,

a convergence-based method can be extended to detect attacks
on the DSE. If the convergence conditions of the ADMM are
satisfied, but for large t there are some k and k′ ∈ Nk such
that sup{d(t

′)
k,k′ : t

′ > t} > 0, ‖(x(t+1)
k − x

(t)
k )‖∞ > ε, and

@n ∈ N so that sup{d(t
′)

k,k′ : t
′ > t} > sup{d(t

′)
k,k′ : t

′ > t+ n},
then there is a convergence problem (an attack).

Illustrative Example. Suppose the original measurements z1
and z2 of area 1 and 2, respectively, can pass the decentralized
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bad data detection (robust DSE) of [5]. The malicious mea-
surements za1 = z1 + a1 and za2 = z2 + a2 of area 1 and 2,
respectively, can pass the decentralized bad data detection if a1
and a2 are a linear combination of the column vectors of H1

and H2, respectively, wherein a1 = H1c1 and a2 = H2c2.
Now, if the difference between the elements of c1 and c2
vectors is less than the threshold of paper [11], the attack can
pass the proposed method of [11]. This definition is extendable
to a boundary bus with more than two neighboring areas.

For bus 5 of the IEEE 14-bus test system (Fig. 1 of [5])
and with an attack size of 0.05, c1 and c1 are 6 × 1 and
12 × 1 vectors that those non-zero arrays related to bus 5
are equal to 0.05. Vector a1 is a 10 × 1 vector which its
elements corresponding to the voltage magnitude of bus 5, line
current (1,5), and (2,5) are non-zero and a2 is a 14× 1 vector
which its element corresponding to the line current (4,5) is
non-zero (all of parameters and variables have been expressed
in rectangular coordinates). By considering 0.01 and 0.02 as
standard deviation per real component of voltages and currents
measurements, respectively, we run robust DSE [5] for 100
times and get the average of the obtained estimated states.
The estimated magnitude value of bus voltage 5 through the
area 1 is xA1,A2

= 1.06201832635018 and through the area
2 is xA2,A1

= 1.06201832414498 which those difference is
noticeably less than the ε value of [11]. That is also true for the
estimated phase angle value of bus voltage 5 through the areas
1 and 2 which are equal to xA1,A2

= 0.109612884490431
and xA2,A1

= 0.109614109342573, respectively. It must be
mentioned that the estimated value of magnitude and phase
angle of bus voltage 5 in the normal condition are about 1.0118
and -0.1595 , respectively, that reflect the size of the attack.
Also, the o vector of robust DSE algorithm [5] indicates that
the bad data is still remained unchanged after the attack.

Here, the distinction between the proposed attack and the
traditional FDIA should be distinguished. The main focus
of the proposed attack is on the boundary buses which are
disposed for transferring an attack from one area to another.
If we do not consider the areas, the proposed attack will
not be different from the traditional one. But if we consider
the partitioning, the condition for the separate injection of
the attack vector through the border areas will make the
proposed attack different from the conventional one. Two
attack scenarios could be investigated to better highlight the
characteristics of the proposed attack. The first is the attack
with limited access to measurements, and the other one is
the coordinated FDIA and DoS attack. According to [13, Sec.
3.2], when the attacker has access to only a limited number of
measurements and wants to change only a specified variable,
if the attack is feasible, it is the only solution. In this regard, if
we consider an interconnected system and all of the accessible
measurements in one area (or one of neighboring areas has not
any accessible measurement), a possible attack will result in
an interesting outcome and that is the possibility of launching
an attack on an area through another neighboring area. On
the other hand, we can reach to the same result using the
coordinated proposed distributed FDIA and DoS attack. If the
attacker can compromise the communication infrastructure and
can inject the desired values into the received estimates from

the neighboring areas, neighboring areas can be affected by the
coordinated attack in the targeted area via boundary buses.
These two scenarios not only show the difference between
the proposed distributed FDIA and the conventional FDIA
but also demonstrate the importance of the boundary buses
in launching propagable attacks. This is while the attacker is
unable to utilize internal buses to conduct such an attack.

APPENDIX B
Bypassing the decentralized bad data detection methods by

the proposed attack is shown here. First, the robust DSE
of [5] as a notable instance of these types of detectors is
reviewed. It takes unknown vectors ok for each area k ∈ K to
represent the probable bad data in the measurements vectors
zk. Variable vectors ok change the estimation function of area
k to fk(xk,ok; zk,Hk) and since those belong to a single
area (no need to share with neighboring areas) and correspond
with measurements, they are placed in the relations of DSE
as zk − ok. The robust DSE has two additional equations for
updating ok variables. According to [5],

o
(t+1)
k =

[
zk −Hkx

(t+1)
k

]+
λ

(29) x+ λ x < −λ
0 | x |≤ λ

x− λ x > λ
(30)

Also x in (30) is equal to zk − Hkx
(t+1)
k . Suppose (22) is

reformulated as described in the above as zk = Hkxk+ok+
wk, and solved using the least square error estimator as the
following xk = (HT

kHk)
−1HT

k (zk − ok).
To keep the value of vector oi for the area i ∈ Ka

unchanged after attack we must have:

|zi −Hixi| = |zai −Hixai | . (31)

Finally, by substituting (1) and (2) in (31) and simplification,
we can simply get

|zi −Hixi| = |zai −Hixai | ⇒∣∣∣zi −Hi(H
T
i Hi)

−1
HT
i (zi − oi)

∣∣∣ =∣∣∣zi + ai −Hi(H
T
i Hi)

−1
HT
i (zi − oai)

∣∣∣⇒
|oi| = |oai |

(32)

which oai denotes oi under attack. This indicates that the
vector ok does not change after the attack and the proposed
attack bypasses the robust DSE.
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